ERBASA DAPLLIR B AnyConnect By MAC ith 11
H %

I

HRA. —4\DAP
122 BIADAP
HE3, NDAP (IR : 8k

%84 % DAP (Action : Terminate) FCHL

R TR A B )@ S ASDMER B 3 A 1 18] 5K B& (DAP) |, LA & B FAnyConnectiE Y 1% & BIMacit:
ko

TR
=R

Cisco BB THUTER :
Cisco AnyconnectflHostscanfy fit &

ERREHF

AXHEPWEEETUTHREMBELHRAK
ASAv 9.18 (4)

ASDM 7.20 (1)

Anyconnect 4.10.07073

Hostscan 4.10.07073

Windows 10

ANHEPHNEEHRETREXRERNEFHRFEEN, AXEFEANARRZRAERAR



(A ) BE. MRENMELTEIRS , FHRETRAERSHBERRE,

31b B /=
B = EE\

HostScan — N &R | TikAnyConnectZ £ BHEFIREME LR LR, £
HostscaniI 2 |, FIEAXEFKRENEHEASEHBEENRSIRZASAHRITHRE, X
EEFMAEESRERBRERE. BWEBRME. PAERMG. MACHNEE, 3715 R FKEE(DAP)IhEE

ARTMEEBERETENAFEBEERESEK , DAPFHendpoint.device MACE 7 i FRIFFE L
RBECREIRER P iRIRERHMACH L,

[

4%
TEE R R E R HRN

outside

192.168.1.10 192.168.1.1

Anyconnect PC

7
ASAHHYELE

IXRASA CLIF R RIKHEL &,

tunnel-group dap_test_tg type remote-access
tunnel-group dap_test_tg general-attributes
default-group-policy dap_test_gp
tunnel-group dap_test_tg webvpn-attributes
group-dias dap_test enable

group-policy dap_test_gp interna
group-policy dap_test_gp attributes
vpn-tunnel-protocol ssl-client
address-pools value ac_pool
webvpn

anyconnect keep-installer installed
always-on-vpn profile-setting



ip local pool ac_pool 172.16.1.11-172.16.1.20 mask 255.255.255.0

webvpn

enable outside

hostscan image disk0:/hostscan_4.10.07073-k9.pkg

hostscan enable

anyconnect image disk0:/anyconnect-win-4.10.07073-webdepl oy-k9.pkg 1
anyconnect enable

tunnel-group-list enable

ASDMH YL E

AT N BUMAIEASDMAEEDAPIE R, FEARHIF |, RE3/NMEMendpoint.device. MACE HE1E R
SZHHIDAPIE R,

-01_dap_test : endpoint.device. MAC=0050.5698.e608
-02_dap_test : endpoint.device. MAC=0050.5698.e605 = Anyconnect&izBIMAC
-‘03_dap_test : endpoint.device. MAC=0050.5698.e609

1. BLE & N 01_dap_testty 5 — 1N DAP,

SMIEE > ZREEAVPN > ME (BFH ) EA > IBEAKE, SHAdd , AFIREPolicy
Name, AAA Attribute, endpoint attributes, Action, User Message , H1BFI R :



| & Edit Dynamic Access Policy

Policy Namef| 01_dap_test

Description: ACL Priority: |0
rSelection Criteria

| Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
| below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

1 User has ALL of the following AAA Attributes values. .. w and the following endpoint atiributes are satisfied.

AAA Attribute Add Endpaint 1D Mame /Operation/Value Add

OperationValue

dsco.grouppalicy = dap_test_gp

Edit device MAC ["Cl[l 50, EEQE.EEUE\'"] = tru Edit
Delete Delete

Logical Op.

Advanced

<%

- AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specdified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

IAction: OContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

01_dap_test

User Message:

BB — 1 DAP

BLEAAAJE PERYAE KBS



[ Add AAA Attribute

|

| B Growp Policy: = - |dap_test gp
(] Assigned 1Pv4 Address: | =
(] Assigned 1Pvé Address: | =

| ] Connection Profile: = DefaultRAGroup

[ SCEP Required: [= | [tue

Bt BDAPIZ FHY A K #E

NERR R EMACH I,



' [B Edit Endpoint Attribute x

Endpaint Attribute Type: Device

| [_] Host Name3 1= || -
| [ 8105 Serisl Number: =
() Port Mumber (Legacy Attrbute):
(] TCPAIDP Port Mumber: |= | |TCP @Pve)
| DFWH‘IFWW: = _Mme {equivalent to Host Scan only)
|| HostScan Version: =

- [ versien of Endpoint Assessment (OPSWAT): | =

I

Bt EDAPHIMACS

2. LB =18 R02_dap_testlIDAP,



| & Edit Dynamic Access Policy

[

Policy Namef§ 02_dap_test
S—

Description: ACL Priority: |0

rSelection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

User has ANY of the following AAA Attributes values... and the following endpoint atiributes are satisfied.

Add Endpoint 1D Mame (Operation/Value Add
Edit I device MAC ["Cl[l 50, EEQE.EEUEH] = true Edit

AAA Attribute COperation,Value

dsco.grouppalicy = dap_test_gp

Delete Delete

Logical Op.

Advanced

<%

- AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: OContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

02_dap_test

User Message:

E % =/ "DAP

3. BLiE & 703_dap_testhy =/ NDAP,




| & Edit Dynamic Access Policy X

I Policy Namef| 03_dap_test I

Description: ACL Priority: |0

Selection Criteria

| Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
| below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

1 User has ANY of the following AAA Attributes values... and the following endpoint atiributes are satisfied.

| AAA Attribute OperationValue Add Endpoint ID Mame [Operation,Value Add
[ dsco.grouppalicy = dap_test_gp Edit b Edit
|
Delete Delete
Logical Op.

Advanced

<%

AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: iiContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

03_dap_test

User Message:

Cancel Help
Bt & 5 =/ DAP
4. {5 F moreflash:/dap.xml &4 #ikdapxml RDAPIZRIRE .

#£ASDM Lig BERIDAPIE R I ¥ 4115 B S dap xmIFE N RIFEASANEF, TRXLRESRF , FhdapxmFERERK=IDAPIEF, &
A BAfE dap.xml 8 IAZNDAPIE R A 1S B



ER . DAPHY EECIGF Bdapxm RV E RIAF. /5 EEERIADAP (DfltAccessPolicy).

<#root>
ciscoasatt

nore flash:/dap. xm

<dapRecordList> <dapRecord> <dapName> <value>
01 _dap_test
</value> <--- 1st DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas

dap_test_gp



</value> <--- 1st DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. €608"]

</name> <---

1st DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope

02_dap_test
</value> <--- 2nd DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas
dap_test_gp
</value> <--- 2nd DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. 605" ]

</name> <---

2nd DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope

03_dap_test
</value> <--- 3rd DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas
dap_test_gp
</value> <--- 3rd DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt. devi

</name> <---

Loang

ce. MAC[ " 0050. 5698. €609" ]

3rd DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope

B 51 XEE —NDAP

1. R LIRAIMACH 11t 7 0050.5698.6605 |, iX502_dap testiF BIMACE 4 ITEL,

2L E | BITAnyconnecEZE H A B F & M#FB,



) Cisco AnyConnect | 192.168.1.1

Please enter your username and password.

Group:

Username:

Password;

~ 1 vew
Please enter your username and password.

192.168.1.1 Connect

AR P ENED

3.#£Anyconnect Ul , #81A02_dap_testPEfi,

Cises AmyConnect X

Security palicies were applied bo your setian, Seceds Lo Same retownoes 'jr Crzcan AnyCannect Secure Mobilty Cloent - x
| mary be blocked. Your system administrator provided the fellowing
infermation te help you understand and remedy the seounty

conditions: f—a VPR
= Connected b 192, 168. 1.1
=
I oK I 0:00:13 s

FEUIRBIAAFEE

4.7EASA syslogH , 8TA02_dap testPtEL,



EE . BREASAF S Adebug dap trace.

<#root>

Dec 30 2023 11:46:11: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device MACI["

0050. 5698. e605

"] = "true"

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 11:46:11: %ASA-4-711001:

Sel ect ed DAPs



02_dap_test

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Dec 30 2023 11:46:11: %ASA-4-711001: dap_process_selec

sel ected 1 records

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 11:46:11: %ASA-4-711001: |

752 BRIADAPIEHL

1./02_dap_test# Ky endpoint.device MACTE Bt A IEEL 4 iw KFIMACHI 0050.5698.6607,

2L E | E{TAnyconnectiE 2 3 3 A B P & M 225,

3. #IAAnyconnectiE B4

Cisco AnyConnect

Login denied. default

ﬁ' Cisco AnyLonnect Secure Mobility Client

VPN:
Ready to connect.

| 192.168.1.1

HEUIRBINRFER



4. FEASA sysogH , B#8IADfItAccessPolicy IEEL .

EE  BIMERT |, DfltAccessPolicy B2 4E R Terminate,

<#root>

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device MAC["



0050. 5698. e605

ll] = "tl”ue"

Dec 30 2023 12:13:39: %ASA-4-711001:
Dec 30 2023 12:13:39: %ASA-4-711001:

sel ected 0 records

Dec 30 2023 12:13:39: %ASA-4-711001:

Sel ect ed DAPs

Df | t AccessPol i cy

Dec 30 2023 12:13:39: %ASA-4-711001:

% 23.CH ZNDAP (121E - k4t )

1. ERE N DAPHIRENE .

-01_dap_test :

DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001: S
DAP_TRACE: Dec 30 2023 12:13:39: %ASA-4-711001: dap_process_select

DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001:

DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001: D

dapSelection ( MACHE11E ) = endpoint.device.M AC[0050.5698.e605] = Anyconnect4& i IMAC

Bie=t&
-02_dap_test :



dapSelection ( EH1# ) = endpoint.device.hostname] DESK TOP-V CKHRG1] = Anyconnect4& i #9 E #14
BR{E=rEE
-} BR03_dap_test DAPIZ S

2. ELw L |, B {TAnyconnecE £ 5 A & F &8,

3. EAnyconnect Ul , B8IAPR B2 DAPE] TR

AR MREECEZSANDAP, NS ANDAPH AP H B ER M — i E R1EAnyconnect UIH,



Cisco AnyConnect b4

Secunty policies were applied to youwr session, so0ess (D SOMe resonrces
! may be blocked. Your system administrator provided the followng

information to help you understand and remedy the security Pﬁ

conditions:

0l _dap_test VP
|r?| Cormected to 192.168_1.1.

02_dap_test

068 1.1 Desconnect

FUIRBIABFHEA

4, FEASA sydogH , BEIAPT B2 DAPHIEL,

<#root>

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device. MAC["

0050. 5698. €605

ll] = "tr‘ue"
Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4-711001: endpoint.device.ho

DESKTCOP- VCKHRGL

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:49:02: %ASA-4-711001: S

01_dap_t est



02_dap_test

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4-711001: dap_process_select

sel ected 2 records

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:49:02: %ASA-4-711001: D

% 54.%/ NDAP (Action : Terminate)EHL

1. EH01_dap_testByIR1E,

01 _dap test :
dapSelection ( MACHE31E ) = endpoint.device.M AC[0050.5698.6605] = Anyconnect4& i fIMAC

BE=K1E
-02_dap_test :
dapSelection ( EHL% ) = endpoint.device.hostname] DESK TOP-V CKHRG1] = Anyconnect4& i 89 E 414

BRIE=Sr2

2. BARIR E | iIBfTAnyconnectiE i H A A A P B NHE,

3. FEAnyconnect UIHF |, B8IAX EELOL dap_testo



AR EESERENZLRENDAPIERER, XILBREFTFBLREGLIEZR.

Cisco AnyConnect

Legin denied. i VPN:
01_dap_test — Ready to connect,

—

192,108, 1.1 Connect




FEUIRBRINAPEE

4. FEASA syslogH , BEIAMX ICEL01_dap_test.

<ffroot>
Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device MAC["
0050. 5698. €605

ll] = "true"
Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device.ho

DESKTOP- VCKHRGL
" Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:55:37: %ASA-4-711001:
01 _dap_test

Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: dap_process_selec

selected 1 records

Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:55:37: %ASA-4-711001: |

— AR FEHERR

XL A A AT H B IR IAASAFRDAPHIE 1T R -

debug dap trace
debug dap trace errors

<#root>
Feb 01 2024 08:49:02: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device. MAC["0050.5698.e605"] = "true" Feb
Sel ect ed DAPs

,01_dap_test,02_dap_test Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4

981572249


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html#toc-hId-981572249
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html#toc-hId-981572249

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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