T f#AnyConnect SSL VPNEER
1

"
HRES
AnyConnect
AnyConnect SSL VPNZEZT
1. SSLEEF
EFmEREES
RS EEENe
i Esa ]
B umiE BiER
% P IR4R S i
2. POST -4H%E#F
3. POST - S IE
4. AnyConnect THEF
5. CSTPiE

6. DTLSEEF

=

il
6.1.EFRIFDTLSHO

I
b (U

fan
A FE SN BSSLVPNIEZHAEIAnyConnect il & £ W< 2 [ & £ B4 7o
EEER

AnyConnect

AnyConnect % I SSLMIKEV2IPBOR TR BRIVPNE F ik, EEATASHBEENBHEE,
AnyConnectE Z&id Firepower B Br #(FTD), BHERM R £1R % (ASA)= Cisco IOS®/Cisco IOS®
XERHER (MAREMRK ) BIUIRSEE,

ZEMX

EBRIARIEF , SSL VPNIRZBH AR EMX |, MIPSec (IKEV2)BREZ M AR IFEVPNR X, B
BELAT F A EX#FSSL VPNRSE L i

« Cisco ASA 5500F15500-X% 51
« Cisco FTD (2100, 4100F19300% %1 )



- Cisco ISR 4000F1ISR G2% 5l
« BRICSR 1000% %!
« Cisco Catalyst 8000 %%l

AnyConnect SSL VPNIE#7#i

AAHFFSSL VPNEREE I BiAlAnyConnect M Z £ M X Z B K AN BT R AN ER
. SSLIEF

. POST -A&#

—

N

w

. POST -EAAFB/OTHAF ZRIE ( 7k )
.VPNT#iEF ( ik )

N

($)}

. CSTPiE

(o]

. DTLSIE# ( Tik )

1. SSLIEEF

SSLiEF HAnyConnect® Fin £ £ “Client HelloHE R TCP= X BFE AR, XHIENATE
HHRENXBER,

& P i (B 1R 5H R

SSL&EFF T2 F i &% “Client Hello” B2, TEHHEEH :

a) SSLREIDIRENO , RTAKEF R

b) A BIE T P im T FF I B B4 M B P v 4 AR Y RE AL BE ATLBE AL BE AL BE AL BE L 2K

R 55 2% [BM&H B

R %5858 LA “Server Hello B E M H R , @F :
a)NEFIRREN I RPERNEBEN,

b)BRS5 BRAE K SSLLEID , ARSS 85 4 A BEATLBE AL BB AL & HL B8 #/L B8 AL BE ATL &4
PR S5 2R UEF

f£“Server Hello" 2 Jg , RS EEMESSLIES , ZEPAERSH. EEIENELSRE !
a)NRLFPARBE = HEIERLE , BRIAMERT , AnyConnect& P IEBRSSE5



b)A P AT LUERZEAIPEIE  BEEEESER

I

&, BEEREHERTEER,
& PRk iER

RS ERIEATERFFAIRIEDS , RIEREMX EMBHNFABCALE B ERAEBDNN IR, ILiF
REMMEA :

AWMRBZNMDIUERTA , SRFEPHEFFE ( A/ ) EREBNSMIES,
b)yBREENIEHRLZEMKEME , FIMLIRITHE - SHIEBRIE,

& P R B A R

R BEFRAOSEFHRBAXKRIES , HPESHERHA, WRAFERAUTREMNE

a) KERFHF|IEPHRSHFN LA (MRPMENBBEHETRSA) (Hlw
, TLS_RSA_WITH_AES_128_CBC_SHA) .

b) RS 25 R E R R IR MRS EDHAE ( RFIENZBEMHE TDHE ) ( 4l
, TLS_DHE_DSS_WITH_AES_256_CBC_SHA ) ,

BEMEZH. ERHERBEYInonceMRFZEFE KV BENNnonce , B IRMEZ LM xESINT &
REZFH, A, WEFPRATRESEZRS , NMARFFIHMEBSIH[ZBNZSBEE,



Anyconnect Secure Gateway

TCP 3-Way Handshake 3 TCP 3-Way Handshake
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POST / HTTP/11

Host: asav.cisco.com

User-Agent: AnyConnect Windows 5.L.1.42

Accept: */*

Accept-Encoding: identity

X-Transcend-Version: 1

X-Aggregate-Auth: 1

Connection: close

Content-Length: 812

Content-Type: application/x-www-form-urlencoded

<Zxml version="1.0" encoding="UTF-§"%>

<config-suth client="vpn" type="init” aggregate-auth-version="2">
<wversion who="vpn">61142</version>
<device-id>win</device-id>

<mac-address-list>

Anyconnect

<mac-address public-interface="true">00-50-56-bd-c3-bi</mac-address></ mac-address-list>

<group-access>httpa://asav.cisco.coms</ /group-access>
</jconfig-auth>

POST -4Hi&#F1

WRAFPMESIRPIEFEMEZEREXS , HHTS —PPOSTRE, EXMERT , BFRK
K3E—/NPOSTER , HhEH T group-select’ 7t , URIAENEZREXH , WTIR.

$8L Session Close

Secure Gateway

HTTP/11 200 OK

Content-Type: text/xml; charset=utf-8
Transfer-Encoding: chunked
Cache-Control: no-store

Pragma: no-cache

Connection: Keep-Alive

Date: Thu, 05 Sep 2024 04:45:24 GMT
X-Aggregate-Auth: 1

<¥xml version="1.0" encoding="UTF-4"7>

=config-auth elient="vpn" type="auth-request” version="2">
<aggregate-mith=

<opaque is-for="gg">
<tunnel-group>Accounts_TG</tunnel-group:
«group-aliassAccounts</group-aliass
<config-hash>1725611216623</config-hash>

< opagque>

<auth id="main">

<title>Login</title>

<messagesPlease enter your username and password.</messages
<banner></banner>

<farms

<input type="text” name="username"” label="Username:"></input>
<input type="password" name="password” label="Password:"></input>
<select name="group_list" label="GROUP:">

<option sel d="true">A < optl

<option>Sales</option>

<fselect>

=fform:

<fauths

<feonfig-auths

> SSL Session Close
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POST [ HTTP/11 N

Host: asav.cisco.com

User-Agent: AnyConnect Windows 5.1.1.42

Accept: */* HTTP/11200 OK

Accept-Encoding: identity Content-Type: text/xml; charset=utf-8

X-Transcend-Version: 1 Transfer-Encoding: chunked

X-Aggregate-Auth: 1 Cache-Control: no-store

Connection: close Pragma: no-cache

Content-Length: 1074 Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded Date: Thu, 05 Sep 2024 04:45:28 GMT
X-Aggregate-Auth: 1

<¥xml version="L0" encoding="UTF-§">

<config-auth client="vpn® type="init" aggregate-auth-version="2"> <2xml version="1.0" encoding="UTF-8"?>

<config-auth client="vpn" type="auth-request” aggregate-auth-version="z">
<opaque is-for="ag">

<tunnel-group>Sales_TG</tunnel-group>
<group-alias>8ales</group-alias>

<config-hash>1725511216623< /config-hash>

</opaque>

<auth ids"main">

<title> Login</title>

-— =message>Please enter your username and password. </ messages
<banner></banner>

=farms>

<input type="text” name="username" label="Username:"><finput>
<input type="password” name="password” label="Pazsword:"></input>
<select name="group_list" label="GROUP:">
<gption>Accounts</option>

<option selected="true">8ales< /option>

</zelect>

= (forms

<fauth>

<feonfig-auths

<version whos"vpn®»5.1.142< version>

<device-idswin</device-ids

<mac-irddress-list>

<mac-wddress public-interface="true>00-50-56-bd-c3-ba</mac-address> < /mac-address-list>
<group-select>Sales</group-select>

<capabilities></capabilities>

<jconfig-auth>

$58L Session Close $SL Session Close
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1. £1ID : X5SSL&EIDFRME,

2. 2 FETH  ERRHEE SRS EAEWebVPN Cookie.

3. BWIERA : HauthtERTR , id ="'

4. Server Certificate Hash : LI % 48 77 T preferences.xmIX -+,

5. vpn-core-manifest7t % : Itk T & RAnyConnectZ O E SR B R FARAR |, AR EHAAH (0
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Secure Gatewny

POST [ HTTP/11 Host: asav.cisco.com
A A

Us: " i B.L142
Arcept: *f*

Accspt- identity

A-Transcend-Version: 1

X-Aggregate-Auth: 1

Content-Length; 984

Content-Ty s tans Fo-ikinaadid

<Txml version="1.0" encoding="UTF-8"T>

<config-auth elient="vpa" type="auth-reply” aggregate-auth-version="2"> <version
who="vpn">5.1Laz¢/version> <device-id . >win</device-id>

<mac-address-lst=

<muac-address public-interfsces"true">00-50-56- bud: c3-bd< /mac-addresss> </mac-address.list>
<sesabon-tokens < fsesslon-tokens

<session-id></session-id>

<opaque i-for="sg">

<tunnel-group>Sales_TG«/tunnel-group>

<group-alins>Sales</group-aling

<config-hashe-17ess11216623< config-hash=</opaque:>

<group-select =Sales< group -select=>

<fconfig-auths

%81 Session B

<fxml version="1L0" encoding="UTF-A"7>

<ponfig-auth client="vpn" types" * nggregal h iane"s"s

<session-ld>-zo6samees</seasion-id>
sl L

<auth id="suceess™s

<banners.</banners

<message id="0" parami="" parama="">< messges

<fauths

<capabiliviess

<eryplo-supported >ssl-dhe</crypto-supported>

</capabilities>

<config cent="vpn® type="private®s

<vpn-hase-configs
<base-package-uri= (CACHE ste,/2< base-package-uri>
<server-cert-hash> 5299 AICMDTZIAFDPSES 1568 28 FIFFED ECEDF< /server-cert -hash>
</vpn-base-config=

<opaque is-for="vpn-client"><eervice- profile-manifest>
<ServiceProfiles rev="10"> <Profile service-types"user">
<FileName>«/FileNames

<FileExtensionzxml</FileExtensions

<Directory></Directory> <DeployDirectorys</DeployDirectory>
«[eseription>AnyConnect VPN Profile</Description:
<DownleadRemoveEmpiy=falee</DownloadRemoveEmpty=
«/Profile=

</ServiceProfiless

< service-profile-manifests

<vpn-client-pkg-versions

<phgversionss, 11424 pkgversions

< wpn-client-pkg-versions

<vpn-core-manifest>

VP Pev="LO"

<file version="5.11.42" id="VPNCore" is_core="yes" type="mai* action="Install® oe="win:10.0.10240%>
<urisbinaries/daco-seeure-cllent-win-s L1.42-core-vpn-webd eploy-ke.mal < /ur>
<display-namesCiseo Secure CHent - AnyConnect VPN</display-name:>
</ files

«file versions"s.11.42" id="DART".....< ffilex

<file version="s.1.0.42" id="Posture™.. </file=

«file version="5.1142" ISEFosture” «/file>

<file version="s.1.042" id="gina"—. </fle>

<file verslon="s1L142" id="NVM".. </file>

«<file verslon="5.1142" id="Umbrella"_ </file>

<file version="510.43" id="NAM"... </file>

cfile versions"s 114867 id="ZTA" «/filex

<fvpn=

< fwpn-core-manifests

</opagque>

<vpn-profile-manifests

<V Fev="LO">

<file type="profile" service-type="uscr'>
<urixfCACHE st/ profiles,/nsav.oml< furi>

<hash type="sha1"-ssEsiAAsDE21AZA2BDa1aFs17DABTO EF2Bes2 a9 hashs
«ffiles

<fvpn>

< fvpn-profile- manifest=

<vpn-customization-manifest>

</files

< fwpns

<fvpn-language-manifest>

< feonfigs

«eonfig-auth>

C7aEFss DA Al < fpession-token>

83L Bession Close —F 581 Seasion Close
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Anyconnect

[ New ] SSL Session-2
GET /CACHE/stc/profiles/asav.acml HTTP/11
Host: asav.cisco.com
User-Agent: AnyConnect Downloader Windows 5.1.1.42
Accept: */*
Cookie: webvpn=12A3F3@-2069351968......

S5L Session-2 Close

VPN &2

5. CSTPiE#

Secure Gateway

[ New | 851 Session-2

HTTP/11 200 OK

Content-Type: text/xml
Content-Length: 2815 Cache-
Control: max-age=6000
Connection: Keep-Alive

Date: Thu, 05 Sep 2024 04:45:56 GMT

<HostEntry=
<HostName>ASAv</HostName>
<HostAddress>asav.cisco.com</HostAddress>
<(HostEntry>
</BerverList>
<[AnyConnectProfile>

s 5L Session-2 Close

AnyConnectit TCONNECTIRE , ENEBI RLBEMN KRG —F . ECONNECTIEERE

, AnyConnect®F P i X Z R £ M XM B fhX-CSTPHX-DTLSE LR TAE, ZE2MxFERER
WA AT H AR RN EMX-CSTPHIX-DTLSE H# TR, Ltk R#BIEX-CSTP-Post-Auth-
XML , BERf — XML | 2 ABSELTPOST -AF S RIESTRP A X,

WEIRINmA S , AnyConnectBZI TLSEIEEE., [T , BUEAnyConnectE R ERIESIED , &
MTUESE FX-DTLS-MTU ( BRIRBFLDTLSIEFKIN ) -



Anyconnect

[ New ] 851 Session-3

CONNECT [CSCOSSLC/ tunnel HTTR/L1
Host: anav.cisco.com

User-Agent: Cisco AnyConnect VPN Agent for Windows 5.1.1.42

Cookie: webvpn=12A3F3@-206983196k.....

HK-CETP-Version: 1

X-CSTP-Hostname: DESKTOP-PMHSETS

X-CETP-MTU: 1399

X-CSTP-Address-Type: IPve,IPv4

X-C5TP-Local-Address-IP4: 10.106.69.69

X-CSTP-Base-MTU: 1600

X-CSTP-Remote-Address-TPa: 10.106.61.16

X-CETP-Full-IPvé-Capability: true

H-DTLS-Master-Secrel: 113385812F 86 CBGESF......

X-DTLS-CipherSuite: DHE-REA-AES286-GCM- SHARR4:DHE-REA-AES 1S 6-SHASE: ...,
X-DTLS12-CipherSuite: ECDHE-RSA-AES256-G0M-SHA284:ECDHE-ECDEA-ARS256-COM-8HAR4: |
X-DTLS-Aceept-Encoding; Lzs

X-DTLS-Header-Pad-Length: o

X-CSTP-Accept-Encoding: lzs,deflate

X-CSTP-Protocal: ight (2) 2004 Ci Ine

Anyconnect VA enabled with DTLS
bt only TLS seszion has been
established so far

TLS Encrypted Data

CSTPiE#

6. DTLSIEF

Secure Catewny

————3¥{| New | 551 Session-3

HTTP11 200 OK Server: ASA (3.18(4)48)
X-CETP-Version: 1
X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.
X-CSTP-Address: 192168381
X-CETP-Netmask: 255,255, 255.0
H-CETP-Hostname: asaz.ciscoxys
K-CETP-DNS: 64.10:4.128.236
X-CETP-DNS: 72163128140
X-CSTP-Lease- Duration: 1309600
X-CBTP-Session-Timeoul: none
XK-CSTP-Session-Timeout-Alert-Interval: 60
X-CETP-Session-Timeout- Remaining: none
X-C8TP-1dle-Timeout: 1800
X-CSTP-Disconnected-Timeout: 1600
X-C8TP-Default-Domain: cisco.com
X-CETP-plit-Include: 10.106.45.0,255.255.255.0
X-CETP-Keep: true
X-CETP-Tunnel-All-DNS: false
X-CSTP-DPD: 30 X-CSTP-Kespalive: 20
X-CSTP-MSIE-Proxy-Lockdown: true
X-CSTP-$marteard-Removal-Disconnect: true
X-DTLS-Session-ID; 0E66CF1T67BDCEIESTETEIFDIC 4
X-DTLS-Port: 443
X-DTLS-Keepalive: 20
X-DTLS-DPD: 30
X-CETP-MTU: 1398
K-DTLS-MTU: 1390
X-DTLS12-Cipherfuite: ECDHE-ECDSA-AES256-GCM-SHA3 84
X-CSTP-Routing-Filtering-Ignore: false
X-CSTP-Quarantine: false
X-CSTP-Disable-Always-On-VPN: false
X-CETP-Client-Bypass-Protocol: false
X-CSTP-TCP-Keepalive: true
X-CETP-Poat-Auth-XML:
<config-auth client="vpn" type="compleie” aggregate-auth-versjon="2">
<pession-id>-2069331968< seanion-id>
<pengion-token>12A3F3@- 2069331968 @08LA...< pession-token>
<guth id="success">
sage id="0" param1="" paramz="">< me

<fauth>

<capabilities>
<eryplo-supportedssl-dhes/erypro-supported:

</capabilities>

<config client="vpn" type="private»

<vpn-base-config>
<base-package-urix/CACHE stcf2 </base-package-uri>
<gerver-cert-hash>£2D920A2C81D. < server-cert-hash>

< /vpn-basc-config>
«</config>
<eonfig-auths

—————3 TLS Encrypted Data

DTLSEF I B ZERULAFIARHEIT. HTECONNECTEHHEEFin MRS R ZEZIRNEMY | It

REENBRR.
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X-DTLS-Master-Secret : DTLSEZIRZF A HERH ERSE/LEE, HFANTFEILLDTLSS

BEEXEE,

X-DTLS-CipherSuite : iR ZIFMWDTLSEBEMLFIR |, B RE IR IR INAE,

ARS5 28

X-DTLS-Session-ID : HIRE o BMAEFinEHAMNDTLSSEID , BRAFEESE M,
X-DTLS-CipherSuite : RESBMNEFIRIRENIRPERNEZBES, K BRANAGERARENNES
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Anyconnect Secure Gateway
TLS Encrypted Data —————3{ TLS Encrypted Data
DTLS Negotiation ~—————3IDTLS Negotiation

DTLS Client Hello S |

DTLS Client Hello Verify Request
[Contains Server Generated Cookie ]

I —

DTLS Client Hello
[with Server Generated Cookie]

— DTLS Server Hello

le—ro - DTLS Change Cipher Spec,
Encrypted Handshake Message

DTLS Change Cipher Spec, L —
Encrypted Handshake Message

DTLS Encrypted Data ~—————3 DTLS Encrypted Data

DTLS#EF

6.1.2PALEDTLS#w A

WMRDTLSHE O FEIEREZ LMK T EWBDTLSE F ikHelloB#ESZ , MAnyConnecti 1T — XI5k
HER , HFZFERANX , MBIEERFFIE |, BNHZ16%,

MERXLEZHRETL , MAnyConnect&fF & £ M < 7E 55/ BUR [E By X-CSTP-MTU{E FT 8 7E BY 3= BR
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WA MEFHEEELEERS, LEFEENZLAAFPERIANEFEEZEZE  EEIBDPTFLEE
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Anyconnect

TLS Encrypted Data

DTLS Negotiation

DTLS Client Hello

Client Hello #1- tsec

Client Hello #2 - t+1 sec
Client Hello #3 - t+2sec

Client Hello #4 - t+4sec

Client Hello #5 - t+8sec

Client Hello #6 - t+16sec

Anyconnect VA Reconfiguration in
case of different TLS and DTLS MTU.
VA is reconfigured with TLS MTU

TLS Encrypted Data

DTLS#% AR (DTLS Port Block)

HAXEER
« Cisco VPNEAR T #S =

N hY >
0N N

Secure Gateway

~——————31 TLS Encrypted Data

3 DTLS Negotiation

- —

~———————3{TLS Encrypted Data
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