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1. EMENERRIESH. BEXHEENRSHENER , FHRA
https://www.cisco.com/c/en/us/about/security-center/next-generation-cryptography.html

EFRNASAL :

crypto i kev2 policy 10

encrypti on aes- 256

integrity sha256

group 24

prf sha256

lifetine seconds 86400

1

crypto ipsec ikev2 ipsec-proposal PROP
protocol esp encryption aes-256
protocol esp integrity sha-256

2. BEIPsecBlEX . HF—mMAAREES , B —imAMRIKEV2IHEIHINE RS

ASAZEM :

crypto i psec profile PROF

set ikev2 ipsec-proposal PROP
set pfs group24
responder-only


/content/en/us/about/security-center/next-generation-cryptography.html

ASARR :

crypto i psec profile PROF

set ikev2 ipsec-proposal PROP
set pfs group24

EFANISPED S BIKEV2IHL,

B/ NASA:

crypto i kev2 enabl e ispa
crypto i kev2 enabl e ispb

BEEMAZTHALMEERIEASA:

ASAZLN :

tunnel -group 198.51.100.1 type ipsec-12

tunnel -group 198.51.100.1 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 | ocal -aut hentication pre-shared-key *****
|

tunnel -group 203.0.113.1 type ipsec-|2|

tunnel -group 203.0.113.1 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 | ocal -aut hentication pre-shared-key *****

ASAR PR :

tunnel - group 198.51.100. 129 type ipsec-12
tunnel - group 198.51.100. 129 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 | ocal -aut hentication pre-shared-key *****
|

tunnel - group 203.0.113.129 type ipsec-|2I
tunnel - group 203.0.113.129 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 | ocal -aut hentication pre-shared-key *****

. BLEISP#EO :

ASAZEM :

interface G gabitEthernet0/1

namei f ispa

security-level O

i p address 198.51.100. 129 255. 255. 255. 252
1

interface G gabitEthernet0/2

narei f ispb

security-level O

i p address 203.0.113. 129 255. 255. 255. 252
!

ASABR :
interface G gabitEthernet0/1
nanei f ispa



security-level O

i p address 198.51.100.1 255. 255. 255. 252
!

interface G gabitEthernet0/2

narei f ispb

security-level O

i p address 203.0.113.1 255. 255. 255. 252
!

. i%%%ISP A#EO., ISP BEHE), 8K AMENEAICMP pingid KR ERE Internet #Y
M, BRI, ASAEARILMISP AREOfERping B :

ASAZM :

sla monitor 1
type echo protocol iplcnpEcho 198.51.100.1 interface ispa
|

sla nonitor schedule 1 life forever start-time now
|

track 1 rtr 1 reachability
!

route ispa O.
route ispb O.

ASAR R :
sla nmonitor 1

type echo protocol iplcnpEcho 198.51.100. 129 interface ispa
!

198.51.100.130 1 track 1

0.0.0 0.0.0.0
0.0.0 0.0.0.0 203.0.113.130 10

sla nmonitor schedule 1 life forever start-tinme now
|

track 1 rtr 1 reachability
1

route ispa 0.0.0.0 0.0.0.0 198.51.100.2 1 track 1
route ispb 0.0.0.0 0.0.0.0 203.0.113.2 10

. EVTIZRAEISP ALEY, BWEBIVTIEEISPBLEEY, EEEOMREE NN ERAKE, XA
RINFZHFESMNEBENYEBEEZEOTH , UBRISPHEREEF :

0
0

ASAZEM :
route ispa 198.51.100.1 255. 255. 255. 255 198. 51. 100. 130 1
route ispb 203.0.113.1 255. 255, 255. 255 203.0.113.130 1

ASAR PR :
route ispa 198.51.100. 129 255. 255, 255. 255 198.51. 100. 2 1
route ispb 203.0.113.129 255.255. 255. 255 203.0.113.2 1

VTIEE :

ASAZM

interface Tunnel 1

nanmei f tuna

ip address 10.1.1.2 255.255.255.0
tunnel source interface ispa

tunnel destination 198.51.100.1
tunnel node ipsec ipv4

tunnel protection ipsec profile PROF
|

interface Tunnel 2

nanei f tunb

i p address 10.1.2.2 255.255.255.0
tunnel source interface ispb

tunnel destination 203.0.113.1
tunnel node ipsec ipv4

tunnel protection ipsec profile PROF

ASARBR :



interface Tunnel 1

namei f tuna

ip address 10.1.1.1 255.255.255.0
tunnel source interface ispa

tunnel destination 198.51.100.129
tunnel node ipsec ipv4

tunnel protection ipsec profile PROF
1

interface Tunnel 2

namei f tunb

ip address 10.1.2.1 255.255.255.0
tunnel source interface ispb

tunnel destination 203.0.113.129
tunnel node ipsec ipv4

tunnel protection ipsec profile PROF

9. BGPELE., 5ISP AXEKHRRER EME, BIXISP BEKKRERE ST RERF BRI AL
KR, XERBARETMLL

ASAEM :

rout e-map BACKUP pernit 10
set | ocal -preference 80

|

router bgp 65000

bgp | og- nei ghbor - changes
address-fanmily ipv4 unicast

nei ghbor 10.1.1.1 renote-as 65000

nei ghbor 10.1.1.1 activate

nei ghbor 10.1.1.1 next-hop-self

nei ghbor 10.1.2.1 renote-as 65000

nei ghbor 10.1.2.1 activate

nei ghbor 10.1.2.1 next-hop-self

nei ghbor 10.1.2.1 route-map BACKUP out
network 192.168.1.0

no aut o- summary
no synchroni zati on
exit-address-famly

ASARBR :

rout e-map BACKUP pernit 10
set | ocal -preference 80

1

router bgp 65000

bgp | og- nei ghbor - changes
address-fanily ipv4 unicast

nei ghbor 10.1.1.2 renote-as 65000

nei ghbor 10.1.1.2 activate

nei ghbor 10.1. 1.2 next-hop-self

nei ghbor 10.1.2.2 renote-as 65000

nei ghbor 10.1.2.2 activate

nei ghbor 10.1.2.2 next-hop-self

nei ghbor 10.1.2.2 route-nmap BACKUP out
network 192.168.2.0

no aut o- summary
no synchroni zati on
exit-address-fanmly

10. (WiE ) A TEEREEEEINASAEHENEMMNEG , TUEEHRSKBEEDR

ASAZEM :
route inside 192.168.10.0 255.255.255.0 192.168. 1. 100 1
!



prefix-1ist RED STRIBUTE_LOCAL seq 10 permit 192.168.10.0/24
!

rout e-map REDI STRI BUTE_LOCAL pernit 10

match ip address prefix-list RED STRI BUTE LOCAL

[

router bgp 65000

address-fam |y ipv4 unicast

redi stribute static route-map REDI STRI BUTE_LOCAL

1. (i) TUBEREHESENBERECAAFEEERE, EXRRAGH | EM
192.168.10.0/24 M & By 3% R 4L 5%t T % FRZE ( ISP BF2E )

ASAEM :

rout e-map BACKUP pernmit 5
match ip address prefix-list RED STRI BUTE_LOCAL

set | ocal -preference 200
|

rout e-map BACKUP pernit 10
set | ocal -preference 80

12. AL ERBREXANNAXE AU R ZANREBLEINERMN , FEMNEEH, HEE
EI AT FRARFC1918#3t :

B/ NASA:

route Null 0 10.0.0.0 255.0.0.0 250
route Nul 0 172.16.0.0 255.240.0.0 250
route Nul IO 192.168.0.0 255.255.0.0 250

3. (k) BRINBEIRT , ASA BGP#FEE60% &k —Rkeepalive, S1RE180W AN FiEEZ
W Elkeepaliveld i , M &FBHE Ndead, 7 7 RN 4LBFHEE | B AR EBGPitHt8F. EAHI
# , keepaliveB 10 &KX —IX , BEEIOWEFHXMA,

router bgp 65000
address-fanily ipv4 unicast

nei ghbor 10.1.1.2 timers 10 30
nei ghbor 10.1.2.2 timers 10 30
exit-address-fanmly

L4

RiFIKEV2BEBERBEE A :

ASA-right (config)# show crypto ikev2 sa
| KEv2 SAs:
Sessi on-id: 32538, Status: UP-ACTIVE, |KE count:1, CH LD count:1

Tunnel -id Local Renpte Status Role

836052177 198.51.100.1/500 198.51.100.129/500 READY | NI Tl ATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:24, Auth sign: PSK, Auth verify: PSK
Lifel/ Active Tine: 86400/7 sec

Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535

renote selector 0.0.0.0/0 - 255.255. 255. 255/ 65535

ESP spi in/out: 0xc6623962/ 0x5c4a3bce



| KEv2 SAs:

Session-id: 1711, Status: UP-ACTIVE, |KE count:1, CH LD count:1

Tunnel -id Local Renpte Status Role
832833529 203.0.113.1/500 203.0.113.129/500 READY | NI Tl ATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH G p: 24, Auth sign: PSK, Auth verify: PSK

Life/ Active Tine: 86400/ 29 sec

Child sa: local selector 0.0.0.0/0 - 255.255. 255. 255/ 65535
renote selector 0.0.0.0/0 - 255.255. 255. 255/ 65535

ESP spi in/out: O0x2e3715af/0xc20e22b4

KIEBGPLRBRA :

ASA-right (config)# show bgp summary

BGP router identifier 203.0.113.1, |ocal AS nunber 65000

BGP table version is 29, main routing table version 29

3 network entries using 600 bytes of nmenory

5 path entries using 400 bytes of nenory

5/ 3 BGP path/bestpath attribute entries using 1040 bytes of nenory
0 BGP route-nmap cache entries using 0 bytes of nmenory

0 BGP filter-list cache entries using 0 bytes of menory

BGP using 2040 total bytes of nenory

BGP activity 25/22 prefixes, 69/64 paths, scan interval 60 secs

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver |1 nQ Qut Q Up/ Down St at e/ Pf xRcd

10.1.1.2 4 65000 6 5 29 0 0 00:00:51 2
10.1.2.2 4 65000 7 6 29 0 0 00:01:20 2

RIEMBGPIREINEEH. A >"NEBHNLRERBART

ASA-ri ght (config)# show bgp

BGP table version is 29, local router IDis 203.0.113.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,

r RIB-failure, S Stale, mmultipath
Oigin codes: i - IGP, e - EG?, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*>{192.168.1.0 10.1.1.2 0 100 O i
* i 10.1.2.2 080 0 i

*> 192.168.2.0 0.0.0.0 O 32768 i
* 1192.168.10.0 10.1.1.2 0 100 0 ?
*>j 10.1.2.2 0 200 ?

Verify routing table:
ASA-right (config)# show route

Codes: L - local, C - connected, S - static, R- RRP, M- nmpobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - 1S1S su- ISIS sunmary, L1 - IS IS level-1, L2 - 1S IS level-2

ia - IS ISinter area, * - candidate default, U - per-user static route
0 - ODR P - periodic dowl oaded static route, + - replicated route
Gateway of last resort is 198.51.100.2 to network 0.0.0.0

S 0
S 10

0.0 1/0] via 198.51.100.2, ispa

.0.0.0 .0.0 [
.0.0.0 255.0.0.0 is directly connected, NullO



10.1.1.0 255.255.255.0 is directly connected, tuna
10.1.1.1 255.255.255.255 is directly connected, tuna
10.1.2.0 255.255.255.0 is directly connected, tunb

10.1. 2.1 255.255.255.255 is directly connected, tunb
172.16.0.0 255.240.0.0 is directly connected, NullO
192.168.0.0 255.255.0.0 is directly connected, NullO
192.168. 1.0 255.255.255.0 [200/0] via 10.1.1.2, 00:02:06
192.168.2.0 255.255.255.0 is directly connected, inside
192.168. 2.1 255. 255. 255. 255 is directly connected, inside
192.168. 10. 0 255. 255.255.0 [200/0] via 10.1.2.2, 00:02: 35
198. 51. 100. 0 255. 255.255.252 is directly connected, ispa
198. 51. 100. 1 255. 255. 255.255 is directly connected, ispa
198. 51. 100. 129 255. 255. 255. 255 [1/0] via 198.51.100.2, ispa
203.0.113.0 255.255.255.252 is directly connected, ispb
203.0.113.1 255.255.255.255 is directly connected, ispb
203.0.113.129 255.255.255.255 [1/0] via 203.0.113.2, ispb

nrounnroOowmroomnunr Ooro

B HERR

R T HEBRIKEV2IH IR PR R B 1

debug crypto ikev2 protocol 4
debug crypto ikev2 platform 4

BRIKEV2IMUHBEBEBRIVIFAE R -
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/115935-asa-ikev2-debugs.html

B XBGPIMUHFEHERVIFHAER -
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/118050-config-bgp-00.html#anc37

HXRfER

- BGPEFHEREHN
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/13753-25.html

. ASA BGPEE{EH :
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/118050-config-bgp-00.html

- BAREZ MY - Cisco Systems
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https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118050-config-bgp-00.html#anc37
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118050-config-bgp-00.html#anc37
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118050-config-bgp-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118050-config-bgp-00.html
https://www.cisco.com/c/zh_cn/support/index.html
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