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Cisco IronPort Email Encryption Settings

Success — Settings have been saved.

Email Encryption Global Settings
Cisco IronPort Email Encryption: Enabled
Maximum message size to Encrypt:  10M

Email address of the encryption account = joe.admin@mycompany.com
administrator:

Proxy Server (optional): Not Configured

Edit Settings... |

Email Encryption Profiles

Add Encryption Profile... |

No Encryption Profiles Configured.

PXE Engine Updates

Type Last Update Current Version
PXE Engine Never updated 7.2.0-007
Domain Mappings File Never updated 1.0.0
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Encryption Profile Settings

Profile Name: ICRES_H[G H

Key Server Settings
Key Service Type:  Cisco Registered Envelope Service 2]

Proxy: A proxy server Is nat currently configured.

Cisco Registered Envelope Service URL: | [https://res.cisco.com

b Advanced Advanced key server settings
Envelope Settings
Example Envelope &5

Envelope Message Security: @ High Security
Recipient must enter a passphrase to open the encrypted even if credentials are cached ("Remember Me" selected).

Medium Security
No passphrase entry required if recipient credentials are cached (“Remember Me® selected).

Mo Passphrase Required
The recipient does not need a passphrase to open the encrypted message.

Logo Link: | @ o link
Custom link URL:

By defining a URL, the logo in the upper left corner of the recipient envelope will become
a link {example: http://www.mycompany.comy).

Read Receipts: Enable Read Receipts

b Advanced Advanced envelope settings

Example Message =

End-User Controls: Enable Secure Reply All
Enable Secure Message Forwarding

Notification Settings
Localized Envelopes: Use Localized Envelope

Encrypted Message HTML Notification: = System Generated
Preview Message
(see Mail Policies = Text Resources > Encryplion Notification Template - HTML)
Encrypted Message Text Motification: System Generated

Preview Message
(see Mail Policies = Text Resources > Encryption Notification Template - Text)

Encryption Failure Notification: Message Subject: I[ENCRYPﬂON FAILURE]

Message Body: Systemn Generated
Preview Message &

(see Mail Policies > Text Resources > DSN Bounce and Encryption Failure Notification Template)

File name of the envelope attached to the encryption |5gcurggoc_$(date}Ts{time},html
notification:
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Cisco IronPort Email Encryption Settings

Success — A Cisco Registered Envelope Service profile "CRES_LOW" was saved.

1. Commit this configuration change before continuing.
2. Return to provision the hosted service.

Email Encryption Global Settings
Cisco IronPort Email Encryption: Enabled
Maximum message size to Encrypt:  10M

Email address of the encryption account | joe.admin@mycompany.com
administrator:

Proxy Server (optional): Not Configured

Edit Settings... |

Email Encryption Profiles

Add Encryption Profile... |

Profile Key Service Provision Status Delete
CRES_HIGH Cisco Registered Envelope Service Not Provisioned ﬁ
CRES_LOW Cisco Registered Envelope Service Not Provisioned @
CRES_MED Cisco Registered Envelope Service Not Provisioned |7

PXE Engine Updates

Type Last Update Current Version
PXE Engine Never updated 7.2.0-007
Domain Mappings File Never updated 1.0.0

Update Now
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Data Loss Prevention Settings
Data Loss Prevention: Enabled

Matched Content Logging: Enabled
Automatic Updates: | Enabled

Edit Settings...

Current DLP Files

File Type Last Update Current Version New Update
DLP Engine Never Updated 1.0.16.a0015fd No updates available.
No updates in progress.
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‘ Summary DLP Matched Content

HESSAGE ID *15X" MATCHED DLP POLICY. Clusthom_polkcy
Vielaton Sewverity: | MEDIUM [Rigk Factor: S0
attachmentuls: | Credit Cards

s Chrodyn Anderson 4886, Lynn Avenes Esu Claire WT 54701 US 715-491-2808
MasterCard 5337TETEISSFILTI4 538 472008

& Albert Beamer 1141, Johnny Lane Milbwaulose W1 53302 US 414-283-183%
MasterCard S3S0T0T90Z656343 649 472010

# Jordan Lape 2551, Browning Lane Madecn W1 53703 US 608-227-8939
MagterCard SERER2I04Z900742 513 1272009

& Barbara Soott 1678, Abner Road Edgar W1 4426 US 715-352-9535 MastenCard
Gl 1 NRGSAATARAT 110 ArA0
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Policy, Virus and Outbreak Quarantines

Add Policy Quarantine... | Search Across Quarantines |

Quarantine Name Type Messages | Default Action Last Message Quarantined On Size | Delete
File Analysis Advanced Malware Protection 0 | Retain 1 hour then Releasa N/A 0
?;::;Zaekbv Rule Summary] | OUtoreak 0 ﬁ;’r‘]ﬁi";&:‘;’r 23 Jul 2020 14:43 (GMT +00:00) | 0
Palicy Palicy 0 | Retain 10 days then Delete /A 0 W
Unclassified Unclassified 0 Retain 30 days then Release N/A (1]
Virus Antivirus 0 Retain 30 days then Delete N/A 0

Available space for FPolicy, Virus, Antimalware & Outbreak quarantines is 10G.
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Add Quarantine

Quarantine Name:
Retention Period:

Default Action:

Local Users:

Externally authenticated Users:

Custom User Roles:

|14

IDLP Quarantine Violations

Days W
® pelete

_J) Release

Free up space by applying default action on messages upon space overflow

Additional options to apply on Release action (when used for freeing up space)
Medify Subject
Add X-Header

Strip Attachments

Mo users selected

No users selected

Mo roles selected
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Name: | |EncryptMedium and Deliver

Description: ‘

Message Action: | [ Deliver v

Enable Encryption

Encryption Rule: | Always use message encryption. ____ v|
(See TLS settings at Mail Policies > Destination Controls)

Encryption Profile: [CRES_MED |

Encrypted Message Subject: |

Send a copy of message to | DLP Quarantine Violations (centralized) ' | quarantine.

» Advanced

This section contains settings for Message modifications, message delivery and DLP notifications.
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Add DLP Policy from Templates

Display Settings: Expand All Categories | Display Policy Descriptions

= Regulatory Compliance
Add Canada PIPEDA (Personal Information Protection and Electronic Documents Act)
Add . PCI-DSS (Payment Card Industry Data Security Standard)
Add - US FERPA (Family Educational Rights and Privacy Act) Customization recommended.
Add . US GLBA (Gramm Leach Bliley Act) Customization recommended.
Add . US HIPAA and HITECH Customization recommended.
Add . US HIPAA and HITECH (Low Threshold) Customization recommended.
Add . Us SOX (Sarbanes Oxley)

b US State Regulatory Compliance

b Acceptable Use

b Privacy Protection
b Intellectual Property Protection
b Company Confidential

b Customn Palicy

« Back
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Policy: PCI-DSS (Payment Card Industry Data Security Standard)

DLP Policy Name: | [pCI-DSS (Payment Card Industry Data Security Standard)

Description: | |identifies information protected by the Payment Card Industry Data Security

Standard (PCI-DSS).

Editable by (Roles): | Cloud DLP Admin, Cloud Operator

Policy Matching Details: | This policy identifies cardholder data, including but not fimited to Primary Account Number (PAN),
expiration dates, and magnetic stripe data.

b Filter Senders and Recipients: | Restrict this DLP policy by specific recipients and senders.

b Filter Attachments: | Restrict this DLP policy to detect specific attachment types.

b Filter Message Tags: | Restrict this DLP policy to detect message tags.

Severity Settings

Critical Severity Incident: | [ Encrypt Medium and Deliver v |

High Severity Incident: | | Inherit Action from Critical Severity Incident v |

Medium Severity Incident: | [ Inherit Action from High Severity Incident v |

Low Severity Incident: | [Inherit Action from Medium Severity Incident v |

Severity Scale:
IGNORE Low MEDIUM HIGH CRITICAL

0-14 15 - 52 §3-72 73 - 87 88 - 100 [Edit Scale...
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