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Cisco Secure Firewall Device Manager

2. BIRBEIRT , SMEAPIRREES,

) @ O e

{:‘l- API Explorer
ervices o

Registered | Register Not Configured CONFIGURE

3. #FTDLEESNMPV2

- REUEQAEE.

Interface

E [devices/default/interfaces

4. B TR FHERE Try it outiREAMITAPIA . X Zh#YiE F R [E g 574X 55200



m o o

furl =i GET ==header 'Accepi: application/json’ 'hitps:,

Request URL
hEkps: /s J4 0pis fdesvbidevices fdefault S interfaces

Response Body
Fr
{
"werzion™: “sqjiliplawigia”,
"nase”; "intide”,
"description®: null,
“hardwarehase”: “GigabitEthernet@/ 1=,
"moniterinterface™: false,
“ipvd": {
“ipType™: “STATIC®,
“defauitRoutels ingDHCP*: false,
“dhepfouteMet ric™: null,
“ipAddress":
“ipAddrass”: “180.57.58.1%,
“netmagk™: “255.155.155.4",
“standbylpAddress”: nall,
"type™: “haipwdaddress™
P
“dhcp™: false,
“addressNull™: false,
“type”: “interfaceipwa”

Response Code
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/davicesettings/default/snmpsarvers
fdevicesettings/default/snmpservers/{obijld)
fdevicesottings/default/snmpservers/{objld)
lobject/snmpusers

fobject/snmpusers
fobjectfsnmpusers/{objld)
febject/snmpusers/{objld]
fobject/snmpusens/{objld)
fobjectisnmpusengroups
Jobject/snmpusergroups
fobject/snmpusergroups/{objld)
fobject/snmpusergroups/{objid)
fobject/snmpusergroups: {objld)
fobject/snmphosts

fobject/snmphosts

fobject/snmphosts/{objld)
fobject/snmphosts/{obiid)
fobject/snmphosts/ {obijid)
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b =z
-

o
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Includes: FlexConfig, Smart CLI

View Configuration )

6. fEFlexConfigEfo A , %2 FlexConfig objects , REBIBRFHFR , o B HEREMREE 2 #7810
management-access@i s , EEEZED , AGEBERBER»HPARMBSEELR.

FlexConfig

FlexConfig Objects

FlexConfig Policy
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FlexConfig Policy
Group List

Smart CLI

FlexConfig |':::' B et
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FlexConfig Policy

8. AR , RENETFENATRENW TR, %EFESave,
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AR BRESIKREEFTR , BUUREESIIRHITHEIA,

56 UF
ERIRE , BITUTRE , BEISSHRRHABRIFTD , REETUTHS ;

- BNRZNETEREESSRINABNER.

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower> enable

Password:

firepower# show running-config

<some outouts are ommitted>

object network snmpHost

host 10.56.58.10

<some outputs are ommitted>



snmp-server host inside 10.56.58.10 community ****¥* version 2c
snmp-server Tlocation null

snmp-server contact nu11

snmp-server community ¥¥%%%

<some outputs are omitted>

management-access inside

MSNMPU AR AT I 120 F 8 £ EL AR 2h 52 Ao

- Huni Tesd

e [ Repeat every !'5 ‘ﬂmm

Feew Tedt
Faeeder PP Tegter - 20, 2.4 Compapbername; W D Interface; 30054, 50, 10
07 LS04 10 el iPn [ L ] @ Disvanes DLST.58L1
(O R00 1 Rl P [ ) ; S v
JOFLSA024 10 Bl P 5 ma] | Lipiee
10162004 1 ER-08 PM (4T ma) - SMP Datatype: ASN_TRMETIOS
IOV ISFA0ES 10 Soriel P {95 ) [ =
0T LS00 10 ol i (91 A & DERLAN EVERT MRl Tims Indlentd = LSRN0 | 40 haurd 25 miruted )
100 LGFA0ES 1: Dol P [ L 1R mg] ; B Dafabype; BF_ENCEFTION  WCERCCRUECT
OIS0 10 bR P [ L3 &) ¢ HOST RESO R TS 48 Sylnesl iphme 0 = B Tl EOCEPTION ORI IECT T2 [ 0 seramds )
WP LSRG 1 Sl iPA | L33 e ; Done

HEHEER

MRBBME TR A , BLULLTER -
. BRVPNRREE B HEEIZIT , B LUSTX LRSS UK ITVPNERE,

firepower# show crypto ikev2 sa
IKEv2 SAs:
Session-id:3, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status Role

442665449 10.197.225.82/500 10.197.225.81/500 READY RESPONDER

Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/10 sec

Child sa: local selector 10.57.58.0/0 - 10.57.58.255/65535

remote selector 10.56.58.0/0 - 10.56.58.255/65535

ESP spi in/out: 0x3c8ba92b/0xf79c95a9

firepower# show crypto ikev2 stats
Global IKEv2 Statistics

Active Tunnels: 1
Previous Tunnels: 2

BXRUMAERIKEV2BEE R ¥ MIsm o E AL K B - 20{iERIKEv2 VPN
WIFSNMPEL B HBR A IR E X ERFE MG R ZEHNE E EH,



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html

firepower# sh run snmp-server

snmp-server host inside 10.56.58.10 community
snmp-server location null

snmp-server contact null
snmp-server community

*kkkk

version 2¢

*kkkk

BR A FSNMPHREBEIFTD,
S fnElPolicies ( B ) > Access Control ( TFRI#EH] ) , RIFEBREE AIFSNMPRENAN,

™

.

T £ e +

[ o - - - {}t}

[ Py - [ n.---

£ A #iE S IRk E R SNMP R & 5 1 E 7 R &
FEBr X i L5 AT R ERAY AR

capture snmp interface inside trace detail match udp any any eq snmp

firepower# show capture
capture snmp type raw-data trace detail interface inside include-decrypted [Capturing - 405 bytes]
match udp host 10.57.58.10 host 10.56.58.1 eq snmp

firepower# sh capture snmp
4 packets captured

: 17:50:42.271806 10.56.58.10.49830
: 17:50:42.276551 10.56.58.10.49831

1 10.57.58.1.161: udp 43
2

3: 17:50:42.336118 10.56.58.10.49832

4

4

10.57.58.1.161: udp 43
10.57.58.1.161: udp 44
10.57.58.1.161: udp 43

V V.V V

: 17:50:42.338803 10.56.58.10.49833
packets shown

BXREMFEMER , BEE (SNMPEEHFE) , fEFirepower FDM L& H HEERSNMPHFE
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https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720.html
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