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¥iF FPR9300-1 4,

<ttroot>
KSEC-FPROK-1-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status Ackd Memory (MB) Ackd Cores

1/1 FPR9K-SM-36 V01 FLM19216KK6 Equipped 262144 36
1/2 FPR9K-SM-36 V01 FLM19206H71 Equipped 262144 36
1/3 FPR9K-SM-36 V01 FLM19206H7T Equipped 262144 36

KSEC-FPROK-1-A#

I iF FPR9300-2 W,

<ffroot>
KSEC-FPROK-2-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status Ackd Memory (MB) Ackd Cores
1/1 FPROK-SM-36 V01 FLM19206H9T Equipped 262144 36
1/2 FPROK-SM-36 V01 FLM19216KAX Equipped 262144 36
1/3 FPROK-SM-36 V01 FLM19267A63 Equipped 262144 36

KSEC-FPROK-2-A#

ETH | BRFPRI300-1HIEEERH SMEEHIRE,
WEFR , WIERARA, EORSMEORE,

FPR9300-1



FPR9300-2

= Firepower_TD Standalene Status: ok l' o j
o Security Module 3 FTo 6.0.1.1.1023 I 10.62.148.72 10.52.148.1 Ethemetl 2 . orling it A
Ports: Attributes:
Oluster Operational Status © not-applicable
Dk Inberfaces: Ethemetl/d Ethernetl/S s

Ethemet /6

£552.7£FPR9300 LB EFTD HA
FEFZER .
RELEEE /& ASETR (HA) -

Eth1/6( Outside Outside |Eth1/6
Primary | 192168.76.10 (Active) 192.168.76.11 (Standby)| gecondary
FPR9300-1 FPR9300-2

FOVER Eth1/4
STATE 1.1.1.2

FTD FTD

Eth1/5 | Inside Inside | Eth1/5
192.168.75.10 (Active) 192.168.75.11 (Standby)

BRRTTE
P& FTD RZEEE FMC £3EM , W TEAR,

& FTD9300-1 i .
10.62.148.72 - Cisco Firepower 9000 Series 5M-36 Threat Defense - v6.0.1.1 - routed o0 | 1ePOWEr 3000 Series SM-36 Thre Base, Threat, Malware, URL Filtering  FTD9300

© FTD9300-2 i
10.62.148.69 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed o0 [ repewer 3000 Series SM-36 Thre Base, Threat, Malware, URL Filtering  FTD9300-2
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By Growp A+ Add.,. *

B =% : % APrimary PeerflSecondary Peer , & /Gi%ZFContinue ( MIEFIR ) o

Add High Availability Pair ? X
Name:*= FTD9300_HA
Device Type: Firepower Threat Defense v
Primary Peer: FTD9300-1 v
Secondary Peer: FTD9300-2 v

ﬂ Threat Defense High Availability pair will have primary device
configuration. Licenses from primary peer will be converted to
their high availability versions and applied on both peers.

| Continue J\[ Cancel |
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<#root>
firepower#

show chassi s- managenent - ur |



https://
KSEC- FPROK- 1. ci sco. com

1443/ ]

~ EE . #£6.3LUEMFTDH |, 54 A S show chassis detail,

<#root>
firepower#

show chassi s detail

Chassis URL : https://KSEC-FPR4100-1:443//
Chassis IP 1 192.0.2.1

Chassis Serial Number : JMX12345678

Security Module 1

MEFRMENEERE , EEAA TR TERE R —MIENER

<#root>
KSEC-FPROK-1-A#

scope system

KSEC-FPR9K-1-A /system #

set name FPROK- lnew

Warning: System name modification changes FC zone name and redeploys them non-disruptively
KSEC-FPR9K-1-A /system* #

conmi t - buf fer
FPROK-1-A /system #
exit

FPROK- 1new A

#

BUHEENG , M\ FMC L% FTD HEFEM. REHRECIE HA X,
E=H BMEHAH FHERIRE,
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Add High Availability Pair
High Avallability Link

Interface: = Ethermet1/4
Logical Mame:™ Terier_link

Primary [P:® i.1.1.1
U [Pyl Address
Secondary 1P:® 1.1.1.2

Subnet Mask:™ 255,755 F55.0

IPsec Encryption
Enabled

Koy Gensration: faito

State Link
Enterface:™

Loghcal Name:*

F'r1r|1.|r',' ip=

Secondary IP:*
Subnes Mask:"

i) LAN failover lnk is used to sync configuration, stateful failover Enk is used to sync application content
between peers. Selected interface linfes and encryption settings cannot be changed later.

Same 25 LAN Failgver L | ™

4

e bnk

£55, 255 .3255.0

m;lcm,

EMS  BEEHEEQD (EIPHuANZ AP )
MFMC GUI= | i&#HA Edit ( BFR ) -

FTD9300_HA
Cisco Firepower 9000 Series 5M-35 Threat Defense High Availability

FTD9300-1(Primary, Active)
10.62.148.72 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed

& FTD9300-2(Secondary, Standby)
10.62. 14869 - Cisco Firepower 9000 Series SM-36 Threat Deferss - vB.0.1.1 - routed

Cisco Firepower 9000 Series SM-36 Thre Base, Threat, Malware, URL Filtering FID9300

Cisco Firepower S000 Series SM-36 Thre Base, Threat, Matware, URL Fitering  FTDS300

SRS  MEMREEZORE,

BUAR 1/5 #0,



Edit Physical Interface ?

Maode More -

Naene: Inscie B Enptied
Becarity Zome: -

Description:

General IPve  Advanced  Hardware Configuration
IP Type: Ui Static 1P -

P Addeass: [192.168.75.10024 eg. 1.1.1.1/255.255.255.228 or 1.1.1.1/25

AWM 1/6 0O,



Edit Physical Interface

Mode: Mone b
Il'-rmu-. Crtgace El.r.m]
Secunity Lome: -

Dasiripticn;

16 Advanced  Hardwane Configuration

_cenernt [T
[P Typa: Lae Static

[P Address:

e 1.0.1. /255 285 2585 708 or 1.1.1.1/3%

==

BARE

S FHigh Availability , Fi&#Interface Name EditSAR 0% AIP#eit | AT R.

FTD9300_HA

Oisco Firepower 9000 Series SM-36 Threat Defense

MW Routing MNAT  Interfaces  Inline Sets  DHCP

High Awailability Configuration

High Avaliabiiity Link State Link
Interface Ethermetl/q Interface
Lagical Nama Sover_link Logieal Nama
Primary IP 1111 Primary IP
Secondary IP LL12 Secondary IP
Subnet Hask 255.255.2%5.0 Subnet Mask
IPsac Encryption Crgalded Statistics

Monitored Interfaces

& tnside
[& disgnastic

Duiside

192.158.75.10

192,168,76.10 I

Exhernetlis
Borwir_link
1111
1113
2552552550

+

S| ATAREBEO , WEFRR.




Edit Inside ? X

& Monitor this interface for failures

EX) e
Interface Name:
Active [P Address: 192.168.75.10
Mask; 24
Standby IP Address: | 192 168.75.11 I

H ] 8% OutsidedZ OMITHE R %,
S| ORI L R B AR,

| Monitored Interfaces

192.168.75.10 192.168.75.11

Inside
diagnostic

Outside 192.168.76.10 192.168.76.11

F B 1028 EHigh Availabilityit i+ £ |, BEERIMACH L , ZIEFTR.

Failover Trigger Criteria & Interface Mac Addresses
[Fallure Limit Failure of 1 Interfaces

Peer Poll Time 1sec

Faar Hold Time 15 pec
Interface Poll Time § e

Interface Hold Time 5 sec

S 11N EREE QN B PR o



Add Interface Mac Address ? X

Physical Interface:™® Ethernetl/s e

Active Interface Mac Address: ™ aaaa.bbbb.1111

Standby Interface Mac Address:*® aaaa.bbbb.2222
) Enter the Mac addresses in hexadecimal format such as 0123.4567.8%ab

|. QK | Cancel

S 12X OutsidetZ A ITHEE R E,
S 13RI E RMBFIRo

Interface Mac Addresses Q@
Ethernet1/5 aaaa.bbbb.1111 aaaa.bbbb.2222 o 0
Ethernetl/6 aaaa.bbbb.3333 aaaa.bbbb.4444 W,? ﬁ

TR IABEENRT , BikFESaveFDeploy.

F53. BUFFTD HAFIF BT iE

EFER

M FMC GUI # FTD CLI L3iE FTD HA & E 5 F #9 ¥ RIE,
FRRFER

FRISMIEBE , ARREHAREN B AT AL , WEFR.

FTD9300_HA

Cigcn Firepower 9000 Senies SM-36 Threat Defanss High Availability

LTS M High Avallability Devices  Routing NAT  Interfaces  Inline Sets  DHCP

General i License

Name: FTDS300_HA Base; Yes
Status: [ Export-Controlled Features: Yes
Primary Peer: FTDS300-1( Active) Malware: Yes
Secondary Peer: FTDS300-2( Standby) Threat: Yes
Fallover History: - URL Filtering: Yes




F—4% : MFTDCLISH CLIZ{TUT &% :

<#root>

>

show hi gh-availability config
Failover

On

Failover unit

Primary

Failover LAN Interface:

fover_link Ethernetl/4 (up)

Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 1 of 1041 maximum
MAC Address Move Notification Interval not set
failover replication http
Version: Ours 9.6(1), Mate 9.6(1)
Serial Number: Ours FLM19267A63, Mate FLM19206H7T
Last Failover at: 18:32:38 EEST Jul 21 2016
This host: Primary - Active
Active time: 3505 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - Standby Ready
Active time: 172 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : fover_1link Ethernetl/4 (up)

Stateful Obj xmit xerr rcv rerr
General 417 0 416 0

sys cmd 416 0 416 0

up time 0 0 0 0

RPC services 0 0 0 0
TCP conn 0 0 0 0

UDP conn 0 0 0 0

ARP tb1 0 0 0 0
XTate_Timeout 0 0 0 0
IPv6 ND tbl 0 0 0 0
VPN IKEv1l SA 0 0 0 0
VPN IKEv1l P2 0 0 0 0
VPN IKEv2 SA 0 0 0 0
VPN IKEv2 P2 0 0 0 0
VPN CTCP upd 0 0 0 0

VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0



SIP Session 0 0

SIP Tx 0 0 0
SIP Pinhole 0 0

Route Session 0 0

Router ID 0 0 0
User-Identity 1 0

CTS SGTNAME 0 0

CTS PAC 0 0 0
TrustSec-SXP 0 0

IPv6 Route 0 0 0
STS Table 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 10 416
Xmit Q: 0 11 2118

E=F  EHBRE EMITHRRRAE,

ML : MLINA CLIIZ{Tshow failover statefis ¥ :

<#root>
firepower#

show failover state

State Last Failure Reason
This host - Primary

Active None
Other host - Secondary

Standby Ready Comm Failure

====Configuration State===
Sync Done

====Communication State===
Mac set

firepower#

HERE  MNERS(LINA CL)RIIERE -

<#root>
firepower#

show runni ng-config fail over

failover
failover lan unit primary

failover Tan interface fover_Tlink Ethernetl/4

failover replication http

Date/Time

18:32:56 EEST Jul 21 2016



failover mac address Ethernetl/5

aaaa. bbbb. 1111 aaaa. bbbb. 2222

failover mac address Ethernetl/6

aaaa. bbbb. 3333 aaaa. bbbb. 4444

failover 1ink fover_link Ethernetl/4
failover interface ip fover_link 10.10.1.1 255.255.255.0 standby 10.10.1.2
firepower#

firepower#
show runni ng-config interface

1
interface Ethernetl/2
management-only
nameif diagnostic
security-level 0

no ip address
|

interface Ethernetl/4

description LAN/STATE Failover Interface
|

interface Ethernetl/5

nameif Inside

security-level 0

ip address 192.168.75.10 255.255.255.0

standby 192.168. 75. 11

interface Ethernetl/6

nameif Outside

security-level 0

ip address 192.168.76.10 255.255.255.0

standby 192.168. 76. 11

firepower#

ES54. R HER AR

ESEX :

M FMC EFHEMAGNE/ER. W/ RARIE/ZFH. NEBI/ER
BRRTTER

SRREFRER , MER.

+ e FTDS300_HA
Cisco Firepower 9000 Series 5M-35 Threat Defense High Availability

) FTD9300-1(Primary, Active) o e e — S —
10.62.148.72 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed  ©'700 [ 1ePOWEr 3000 Series: SH-36 Thre Base, Threat, Matware, URL Fitering B
3 FTD9300-2({Secondary, Standby)

> o, LA . ; . Cisco Firepower 000 Series SM-36 Thre  Base, Threat, Malware, URL Filtering FIDa300
10.62.148.69 - Cisco Firépower 2000 Series SM-36 Threat Defense - v6.0.1.1 - routed p . " =




BT WINBHE O RERE (WERTR ).

Switch Active Peer

T Ard you SUre you want to make
"FTDO30D-27 the active pier?

Y Mo

B=F  RIIERMEA R,

+ u FTD9300_HA
Cisco Firepower 9000 Series SM-36 Threat Defense High Availability

-ﬂ- FTDS3I00- 1) Primary, Standb
lﬂ.ﬁ?.ldﬂ.;g = LISCO FITCROWEr d!l}ﬂ Serbes 5M-35 Threat Defense - v5.0.1.1 - routed

L) FTD9300-3 Secondary, Active
10.62.148.65 - Cisca Firegower Q000 Saries SH-36 Threat Defense - vE6.0.1.1 - routed

M LINA CLI , I BB RS ET/EAIREZ LT T 5 no failover active :

<#root>

Jul 22 2016 10:39:26: %ASA-5-111008: User 'enable_15' executed the '
no failover active

command.
Jul 22 2016 10:39:26: %ASA-5-111010: User 'enable_15', running 'N/A' from IP 0.0.0.0, executed 'no fail

#&3& v] LLTE show failover history @55 89 % tH A3 TR -

<tfroot>

firepower#

show fail over history

From State To State Reason
10:39:26 EEST Jul 22 2016
Active Standby Ready Set by the config command



SBME  WiklE , BRXBEERZ

E555. A HTHAR

EFEX :
M FMC £ i B L%
BRI
SRR1EEEIR , MBI,

s FTDO300_HA - B8
Cigoo Firepower 9000 Series 5M-36 Threat Defense High Avadability o -

L) FTD9300-1(Primary, Active]) e
10,62.148.72 - Cisco Firepower 5000 Series SM-36 Threat Defense - vB.0.1.1 - routed 50 Firepower 2000 Series SM-36 Thre Base, Threat, Matware, URL Fitering  FIDI00

FTD9300-2(Secondary, Standby)

10.62.148.68 - Cisco Firepower S000 Series SM-36 Threst Deferse - v6.0.1.1 - routed 000 | 1epower 5000 Series SM-36 Thre Base, Threat, Malware, URL Firenng 109300

BZL  REBH , MEFR.

Confirm Break »

Breaking the High Awvailability pair “FTD9300_HA® will erase all configuration except the Access
Control policy from standby pser. Ane you Swte you want to break the pair?

Foece break, if stardby peer does not respond




"0 Deployments | Tasks ©

20+ total 0 waiting O running O retrying (204 sucosss) 0 failures

+  Policy Deploymant 15 X
Policy Deployment to FTD3300-2. Applied successfully

W Foliy Pee-Deplopment Iz X
Pre-deploy Device Configuration for FTD9300-2. success

'  Policy Pre-Deploypmant Ta X
Pre-deploy Global Configuration Generation. success

High Availability

HA pair has been broken successfully and all policies have been
retained on active peer FTD9300-1. Standby peer FTD9300-2 policies

are marked for deletion and an auto deployment has been triggered
for same. Policies on FTD9300-2 will be deleted when this deployment
is successful.

S WIEFMC GUINER ( AR ) .

& FTD9300-1

10.62.148.72 - Clsco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed =100 [ TeROWer 9000 Series SM-36 Thre Base, Threat, Matware, URL Filtering  FTD9300

& FTD9300-2 . Base, b f al
10.62.148.69 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed Chic> Piriposnir $000 Sinbis SM-36 Thr s Threat, Mahware, URL Filkering  FTD9300

£ HA HIT 815 1E £18 % £iE 1T show running-config :

£ HA Hitfrz 8l EHARMZE
firepower# sh run firepower# sh run

. BT  BERE

: 7515 : FLM19267A63 - F55 : FLM19267A63

. B4 : FPROK-SM-36 , 135839 MB RAM , CPU Xeon E5% | : B# : FPROK-SM-36 , 135839 MB RA
512294 MHz , 2~CPU ( 72#% ) 512294 MHz , 2/CPU ( 72#% )

NGFWHhR410.10.1.1 NGFWHx4~10.10.1.1




hostname firepower
enable password 8Ry2Y]jlyt7RRXU24 encrypted
=x
!
interface Ethernet1/2
REE
nameif diagnostic
security-level 0
no ip address
!
interface Ethernet1/4
description LAN/STATE Failover Interface
!
interface Ethernet1/5
nameiff 3P
security-level 0

ip address 192.168.75.10 255.255.255.0 standby
192.168.75.11

I
interface Ethernet1/6
nameif7hZB
security-level 0

ip address 192.168.76.10 255.255.255.0 standby
192.168.76.11

!
ftp mode passive

ngips conn-match vlan-id

hostname firepower

enable password 8Ry2Y]jlyt7RRXU24 enc

=
!
interface Ethernet1/2
REE
nameif diagnostic
security-level 0
no ip address
!
interface Ethernet1/4
no nameif
no security-level
no ip address
!
interface Ethernet1/5
nameif A &7

security-level 0

ip address 192.168.75.10 255.255.255.0 :

192.168.75.11
!

interface Ethernet1/6

nameif} 2B

security-level 0

ip address 192.168.76.10 255.255.255.0 :

192.168.76.11




access-list CSM_FW_ACL_ remark rule-id 268447744 : 58 %k
B% : FTD9300 -58 /1

access-list CSM_FW_ACL_ remark rule-id 268447744 : L4
RULE : Allow_ICMP

access-list CSM_FW_ACL_ advanced permit icmp any any
rule-id 268447744 event-log both

access-list CSM_FW_ACL_ remark rule-id 268441600 : 5@ %
B& : FTD9300 -2R1A/1

access-list CSM_FW_ACL_ remark rule-id 268441600 : L4#
0 - BRIABRAEH N

access-list CSM_FW_ACL_ advanced permit ip any any rule-id
268441600

!
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 255 allow
urgent-flag allow

!
TR
logging enable
logging timestamp
logging standby
logging buffer-size 100000
B RIS EZHER
logging flash-minimum-free 1024
logging flash-maximum-allocation 3076
mtu diagnostic 1500
mtuM#81500

1500 A FAEIMTU

ftp mode passive
ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-ic
B& : FTD9300 -58 #il/1

access-list CSM_FW_ACL_ remark rule-ic
RULE : Allow ICMP

access-list CSM_FW_ACL_ advanced pel
rule-id 268447744 event-log both

access-list CSM_FW_ACL_ remark rule-ic
B& : FTD9300 -2R1A/1

access-list CSM_FW_ACL_ remark rule-ic
0 - BRINREH N

access-list CSM_FW_ACL_ advanced pel
268441600

!
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 255 allow
urgent-flag allow

!
ToAE AL
logging enable
logging timestamp
logging standby
logging buffer-size 100000
BERiZREHER
logging flash-minimum-free 1024
logging flash-maximum-allocation 3076

mtu diagnostic 1500




R

failover lan unit primary

failover lan interface fover_link Ethernet1/4
failover replication http

failover mac address Ethernet1/5 aaaa.bbbb.1111
aaaa.bbbb.2222

failover mac address Ethernet1/6 aaaa.bbbb.3333
aaaaa.bbbb.4444

failover link fover_link Ethernet1/4

failover interface ip fover_link 10.10.1.1 255.255.255.0 standby
10.10.1.2

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400

no arp permit-nonconnected
access-group CSM_FW_ACL_ global
timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp
0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

aaa proxy-limit disable

no snmp-server location

mtuR&B1500

1500 A /AHIMTU

THATHE R

no monitor-interface service-module
icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400

no arp permit-nonconnected
access-group CSM_FW_ACL_ global
timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00
0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h22
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip
disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uat
timeout tcp-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authe
linkdown coldstart warmstart

crypto ipsec security-association pmtu-ag
crypto ca trustpool policy

telnetiB A5




no snmp-server contact

no snmp-server enable traps snmp authentication linkup
linkdown coldstart warmstart

crypto ipsec security-association pmtu-aging infinite

crypto ca trustpool policy

telneti B AY5

ssh stricthostkeycheck

sshiAY5

ssh key-exchange group dh-group1-sha1

26 &R0

37515 8] K Bg 12 3k DfltAccessPolicy
!

class-map inspection_default

match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map

S

HEKESAEFIKES

message-length maximum 512

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

B8
eool R E ST
nopiR{EARIF
router-alert action allow

policy-map global_policy

ssh stricthostkeycheck
sshi#Rt5
ssh key-exchange group dh-group1-sha1
¥ Ao
A5 IR SR & it FDfltAccessPolicy
!
class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_r
W
HEKERAREFIRED
message-length maximum 512

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

e

eoolBR¥E /21T

nopiRERF

router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh




class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras
inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global

prompt hostname context
AR
profile CiscoTAC-1

FoiE sl

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIC

class class-default

set connection advanced-options UM_ST.
!

service-policy global_policy global

prompt hostname context

AR

profile CiscoTAC-1

T

B 9 it sikhttp
https://tools.cisco.com/its/service/oddce/s

B &9 ith 11t BB BR callhome@cisco.com
destination transport-method http
T B R A2 i
subscribe-to-alert-group¥hiE

BAEMITRHBERAR™



https://tools.cisco.com/its/service/oddce/services/DDCEService

B 9 i 11t http
https://tools.cisco.com/its/service/oddce/services/DDCEService

B 9 #th 11t B8 Bf callhome@cisco.com

destination transport-method http

T B HRA 2 i

subscribe-to-alert-group¥hiE

BAEHITABRA R

= B £ #i# 1Tsubscribe-to-alert-group &t &
TRABRAENZXER

Cryptochecksum : 933¢594fc0264082edc0f24bad358031

R

firepower#

5 A £ #i# {Tsubscribe-to-alert-group i i€
TRAERAENESXEH
Cryptochecksum : fb6f5¢c369dee7300912

ES

. 4E
4

firepower#

TEHARTTT 51 j5 £ % Bh 2 7T L show running-config , f1tb4L IR F AR,

£ HA i Bl

£ HA iz fa

firepower# sh run

 BETF

: 515 : FLM19206H7T

. B : FPROK-SM-36 , 135841 MB RAM , CPU Xeon E5%
512294 MHz , 2/NCPU ( 72#% )

NGFWHRZ<10.10.1.1
!
hosthame firepower
enable password 8Ry2Yjlyt7RRXU24 encrypted

B

firepower# sh run

- BEE

: B35 : FLM19206H7T

. T4 : FPROK-SM-36 , 135841 MB RA
512294 MHz , 2/NCPU ( 72#% )

NGFWHRZ<10.10.1.1
!
hostname firepower
enable password 8Ry2Yjlyt7RRXU24 enc

=1



https://tools.cisco.com/its/service/oddce/services/DDCEService

|
interface Ethernet1/2
RE®E
nameif diagnostic
security-level 0
no ip address
!
interface Ethernet1/4
description LAN/STATE Failover Interface
!
interface Ethernet1/5
nameif A B
security-level 0

ip address 192.168.75.10 255.255.255.0 standby
192.168.75.11

!
interface Ethernet1/6
nameif 7L 2B
security-level 0

ip address 192.168.76.10 255.255.255.0 standby
192.168.76.11

!
ftp mode passive

ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-id 268447744 : {5 AR

B& : FTD9300 -3 l/1

access-list CSM_FW_ACL_ remark rule-id 268447744 : L4

RULE : Allow_ICMP

!
interface Ethernet1/2
REE
nameif diagnostic
security-level 0
no ip address

!
interface Ethernet1/4
shutdown
no nameif
no security-level
no ip address

!
interface Ethernet1/5
shutdown
no nameif
no security-level
no ip address

!
interface Ethernet1/6
shutdown
no nameif
no security-level
no ip address

!

ftp mode passive




access-list CSM_FW_ACL_ advanced permit icmp any any ngips conn-match vlan-id

rule-id 268447744 event-log both
access-list CSM_FW_ACL_ remark rule-ic

access-list CSM_FW_ACL_ remark rule-id 268441600 : i85 |#& : FTD9300 -3 %i/1

B% : FTD9300 -2Rk1A/1
access-list CSM_FW_ACL_ remark rule-ic

access-list CSM_FW_ACL_ remark rule-id 268441600 : L4 [RULE : Allow_ICMP
- BRIAZRAEAL I
access-list CSM_FW_ACL_ advanced pel
access-list CSM_FW_ACL_ advanced permit ip any any rule-id [rule-id 268447744 event-log both

268441600
access-list CSM_FW_ACL_ remark rule-ic

! B% : FTD9300 -ER1A/1

tcp-map UM_STATIC_TCP_MAP access-list CSM_FW_ACL_ remark rule-ic
- BRIABREA T
tcp-options range 6 7 allow

access-list CSM_FW_ACL_ advanced pel
tcp-options range 9 255 allow 268441600

urgent-flag allow !

! tcp-map UM_STATIC_TCP_MAP

TR R tcp-options range 6 7 allow
logging enable tcp-options range 9 255 allow
logging timestamp urgent-flag allow

logging standby !

logging buffer-size 100000 AL A

SRS N e no logging message 106015
logging flash-minimum-free 1024 no logging message 313001
logging flash-maximum-allocation 3076 no logging message 313008
mtu diagnostic 1500 no logging message 106023
mtuI#81500 no logging message 710003
1500 A SMEIMTU no logging message 106100
R no logging message 302015
failover lan unit secondary no logging message 302014

failover lan interface fover_link Ethernet1/4 no logging message 302013




failover replication http

failover mac address Ethernet1/5 aaaa.bbbb.1111
aaaa.bbbb.2222

failover mac address Ethernet1/6 aaaa.bbbb.3333
aaaaa.bbbb.4444

failover link fover_link Ethernet1/4

failover interface ip fover_link 10.10.1.1 255.255.255.0 standby
10.10.1.2

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400

no arp permit-nonconnected
access-group CSM_FW_ACL_ global
timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp
0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

R &4 BRI A iy

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authentication linkup

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu diagnostic 1500

TIATHE Y #R

no monitor-interface service-module
icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400

no arp permit-nonconnected
access-group CSM_FW_ACL_ global
timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00
0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h22
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip
disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uat
timeout tcp-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authel




linkdown coldstart warmstart

crypto ipsec security-association pmtu-aging infinite

crypto ca trustpool policy

telnet#@ /Y5

ssh stricthostkeycheck

ssh#Et5

ssh key-exchange group dh-group1-sha1

& Eat0

B 217 (R K B§ 12 FDfltAccessPolicy
!

class-map inspection_default

match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map

S

HEKERAEFImBD

message-length maximum 512

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

¥

eocolR¥E 1T
nopi&{E /L 1F

router-alert action allow
policy-map global_policy
class inspection_default

inspect dns preset_dns_map

linkdown coldstart warmstart
crypto ipsec security-association pmtu-ag
crypto ca trustpool policy
telnetiBAY5
ssh stricthostkeycheck
ssh# 5
ssh key-exchange group dh-group1-sha1
&l & HEat0
A A R B§ 12 3k DfltAccessPolicy
!
class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_r
HEKERAEFmBD
message-length maximum 512

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

¥

eoolR¥E 1T
nopi&{E L 1F
router-alert action allow
policy-map global_policy
class inspection_default

inspect dns preset_dns_map




inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
!

service-policy global_policy global
prompt hostname context
RPN

profile CiscoTAC-1

FoES

B &Yt 1k http
https://tools.cisco.com/its/service/oddce/services/DDCEService

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIC(

class class-default

set connection advanced-options UM_ST
!

service-policy global_policy global

prompt hostname context

APk

profile CiscoTAC-1

FoiE s

B B9 i 1k hitp
https://tools.cisco.com/its/service/oddce/s

B &9 #tb 1t BB BB callhome@cisco.com

B &9 #tb 1k BB BB callhome@cisco.com



https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService

destination transport-method http

TR B RA 2 M

subscribe-to-alert-group ¥

BAEMITHBERAR™

& A E #3# 1Tsubscribe-to-alert-group®t &

TRERAENSRER

Cryptochecksum : e648f92dd7ef47ee611f2aaab5c6cbd84
DGR

firepower#

destination transport-method http

TR BRA DM
subscribe-to-alert-group ¥
BRAEMITHBERAR™

& A E 83 1Tsubscribe-to-alert-groupit &
TRERAENSRER
Cryptochecksum : 08ed87194e9f5cd914¢
D ER

firepower#

XT HA PN EZFEE ¢

FEETT BT
PRASRETREE S HER.
WERFFEELE

ZRIPib IR E

FhL  ERLESRE , EXNCIZHAY,

F56. ZHHAXN

FSEK :
M FMC EZR#HEIH;XY,
RAFER :

SRRAEFRESR , MEAR.

o uo FTD9300_HA
Ciseo Firepower 9000 Series 5M-36 Threat Defense High Availability

J FTDS300-1(Primary, Active])
10.62.148.72 - Cisco Firep 2000 Series

) FTD9300-2(Second ¥
10.62.148.68 - Cisco Firepower 9000 Series S|

B=%  MEMAT , REBAFHBIA.



Confirm Delete

iy

"configure high-availakility disable™

? AR YU Siahd you waet 1o delete the high availsbility, “FTOS300_HA™?

Deleting Ul pair from e FMC dobs ot disable high prailability ot the device bevel, Th dinvices will
continue to operate &5 an Active/Standby pair until you disable high availability for each unit using the CLI:

Yes Mo

E=%  MBRHAR , BMRZBELMFMCHIESH ( BER ) -

M LINA CLI i21T show running-config , &R M TR :

FESRT

HWEI R T

firepower# sh run

 BE

: 515 : FLM19267A63

. T4 : FPROK-SM-36 , 135839 MB RAM , CPU Xeon E5%
512294 MHz , 2/NCPU ( 72#% )

NGFWHxZ<10.10.1.1
!
hostname firepower
enable password 8Ry2Yjlyt7RRXU24 encrypted
=x
!
interface Ethernet1/2
REE
nameif diagnostic
security-level 0

no ip address

firepower# sh run

B TE

: £35S : FLM19206H7T

. B+ : FPROK-SM-36 , 135841 MB RA
512294 MHz , 2/~CPU ( 72#% )

NGFWHRZ<10.10.1.1
!
hostname firepower
enable password 8Ry2Y]jlyt7RRXU24 enc
=x
!
interface Ethernet1/2
REE
nameif diagnostic
security-level 0

no ip address




!
interface Ethernet1/4
description LAN/STATE Failover Interface
!
interface Ethernet1/5
nameif &8
security-level 0

ip address 192.168.75.10 255.255.255.0 standby
192.168.75.11

!
interface Ethernet1/6
nameif L ZB
security-level 0

ip address 192.168.76.10 255.255.255.0 standby
192.168.76.11

!
ftp mode passive
ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-id 268447744 : 58l %k
B& : FTD9300 -58%1/1

access-list CSM_FW_ACL_ remark rule-id 268447744 : L4
RULE : Allow_ICMP

access-list CSM_FW_ACL_ advanced permit icmp any any
rule-id 268447744 event-log both

access-list CSM_FW_ACL_ remark rule-id 268441600 : 58l &
B& : FTD9300 -2R1A/1

access-list CSM_FW_ACL_ remark rule-id 268441600 : L4#
0 BRIABRAEH

access-list CSM_FW_ACL_ advanced permit ip any any rule-id
268441600

!
interface Ethernet1/4
description LAN/STATE Failover Interface
!
interface Ethernet1/5
nameif P B
security-level 0

ip address 192.168.75.10 255.255.255.0 :
192.168.75.11

!
interface Ethernet1/6
nameif, 2B
security-level 0

ip address 192.168.76.10 255.255.255.0 :
192.168.76.11

!
ftp mode passive
ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-ic
B& : FTD9300 -5& /1

access-list CSM_FW_ACL_ remark rule-ic
RULE : Allow_ICMP

access-list CSM_FW_ACL_ advanced pel
rule-id 268447744 event-log both

access-list CSM_FW_ACL_ remark rule-ic
B% : FTD9300 -Zk1A/1

access-list CSM_FW_ACL_ remark rule-ic
0 ERIARET N

access-list CSM_FW_ACL_ advanced pel
268441600




!
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 255 allow
urgent-flag allow

!
T WAL

logging enable

logging timestamp

logging standby

logging buffer-size 100000

B AR RE PR

logging flash-minimum-free 1024

logging flash-maximum-allocation 3076
mtu diagnostic 1500
mtu1&B1500

1500 A A HIMTU
R
failover lan unit primary
failover lan interface fover_link Ethernet1/4
failover replication http

failover mac address Ethernet1/5 aaaa.bbbb.1111
aaaa.bbbb.2222

failover mac address Ethernet1/6 aaaa.bbbb.3333
aaaaa.bbbb.4444

failover link fover_link Ethernet1/4

failover interface ip fover_link 10.10.1.1 255.255.255.0 standby
10.10.1.2

!
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 255 allow
urgent-flag allow

!
TR WAL

logging enable

logging timestamp

logging standby

logging buffer-size 100000

B EIERE AR

logging flash-minimum-free 1024

logging flash-maximum-allocation 3076
mtu diagnostic 1500

mtuA#81500

1500 A A HIMTU
R
failover lan unit secondary
failover lan interface fover_link Ethernet1/
failover replication http

failover mac address Ethernet1/5 aaaa.bt
aaaa.bbbb.2222

failover mac address Ethernet1/6 aaaa.bt
aaaaa.bbbb.4444

failover link fover_link Ethernet1/4

failover interface ip fover_link 10.10.1.1 2.
10.10.1.2




icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400

no arp permit-nonconnected
access-group CSM_FW_ACL_ global
timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp

0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-

disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authentication linkup
linkdown coldstart warmstart

crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy

telnet@ /Y5

ssh stricthostkeycheck

ssh#Et5

ssh key-exchange group dh-group1-sha1
2 & Eat0

icmp unreachable rate-limit 1 -size 1
no asdm history enable

arp timeout 14400

no arp permit-nonconnected
access-group CSM_FW_ACL_ global
timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00
0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h22
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip
disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uat
timeout tcp-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00

AP S0 RIAEA 1

aaa proxy-limit disable

no snmp-server location

no snmp-server contact

no snmp-server enable traps snmp authe
linkdown coldstart warmstart

crypto ipsec security-association pmtu-ag
crypto ca trustpool policy

telnet#@ /Y5

ssh stricthostkeycheck

sshi#Et5

ssh key-exchange group dh-group1-sha1




27515 8] SR B§ 12 3k DfltAccessPolicy
!

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map

S8

HEKERARFIHmBS

message-length maximum 512

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

W]

eoolR¥E 1T
nopR1E 7L ¥F

router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

& &HEet0

B A7 7] K & id FDfItAccessPolicy
!

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_r

S

HEKERARFmBS)

message-length maximum 512

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

e

eocolBR¥E 1T

nopiR{E AT

router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny




inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
|

service-policy global_policy global

prompt hostname context
RV

profile CiscoTAC-1

FoEB

B &Y it tithttp
https://tools.cisco.com/its/service/oddce/services/DDCEService

B 9 #th 11t B8 Bf callhome@cisco.com

destination transport-method http

TR B R A2 i

subscribe-to-alert-group¥hiE

BAERITABERAR™

& A E 83 1Tsubscribe-to-alert-group®t &

T ABRAEN B XEH

Cryptochecksum : 933¢594fc0264082edc0f24bad358031
xR

. 4x
&

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIC

class class-default

set connection advanced-options UM_ST
|

service-policy global_policy global

prompt hostname context
Ry

profile CiscoTAC-1

ToIE D

B &Y it tikhttp
https://tools.cisco.com/its/service/oddce/s

B #Y i 1t B8 B callhome@cisco.com
destination transport-method http

T A BRA 2 I
subscribe-to-alert-group ¥
BRAERITABEHRAR™

£ A E 83 1Tsubscribe-to-alert-groupit &
ITRBRAENSXEH

Cryptochecksum : e648f92dd7ef47ee611



https://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService

firepower# CER

firepower#

FML : MAFTDIRZEFRMFMCIEA :

<#root>
> show managers

No managers configured.

£ FMC REM HA BTN EZEEE :

FESR HWEIE T

RERM FMC il Bx, RERM FMC i Bx,
KM FTD iRZMBREAEE. KM FTD iRZMREFEE.

BHS  ETHWSUMNFTDIRE P BRBELIREE

<#root>
>
configure high-availability disable

High-availability will be disabled. Do you really want to continue?
Please enter 'YES' or 'NO':

yes

Successfully disabled high-availability.

N orE M AEFARELEFOS

FESR HWEIE T

> show failover > show failover




Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15
seconds

I nterface Poll frequency 5 seconds, holdtime 25
seconds

Interface Policy 1

Monitored Interfaces 2 of 1041 maximum
MAC Address Move Notification Interval not set
>

Failover Off (pseudo-Standby)

Failover unit Secondary

Failover LAN Interface: FOVER Ethernet1/3.205
(up)

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15
seconds

Interface Poll frequency 5 seconds, holdtime 25
seconds

Interface Policy 1

Monitored Interfaces 0 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

i

firepower# show run
|

hostname firepower

enable password 8Ry2Y]jlyt7RRXU24 encrypted

A

arp timeout 14400

no arp permit-nonconnected

arp rate-limit 16384

!

interface GigabitEthernet1/1
nameif outside

cts manual ( ctsF it )
propagate sgt preserve-untag
REEBSsote 2R, 64

security-level 0

firepower# show run
|
hostname firepower
enable password 8Ry2Y]jlyt7RRXU24 enc
B
arp timeout 14400

no arp permit-nonconnected
arp rate-limit 16384

!
interface GigabitEthernet1/1
shutdown

no nameif

no security-level

no ip address




!
interface GigabitEthernet1/2
nameif A B
cts manual ( ctsF#ft )
propagate sgt preserve-untag
REBDSsotC A , ZEHFE

security-level 0

!
interface GigabitEthernet1/3
Y EALANSE LDz O

!
interface GigabitEthernet1/4
description STATE Failover Interface
!
interface GigabitEthernet1/5
shutdown
no nameif
no security-level
no ip address

!
interface GigabitEthernet1/6
shutdown
no nameif

no security-level

ip address 10.1.1.1 255.255.255.0 <—E2 ffil Brstandby IP

ip address 192.168.1.1 255.255.255.0 <—E i Brstandby IP

interface GigabitEthernet1/2
shutdown

no nameif

no security-level

no ip address

!

interface GigabitEthernet1/3

i BALANSE YD #0400

!
interface GigabitEthernet1/4
description STATE Failover Interface
!
interface GigabitEthernet1/5
shutdown

no nameif

no security-level
no ip address

!
interface GigabitEthernet1/6
shutdown
no nameif
no security-level
no ip address

!
interface GigabitEthernet1/7

shutdown




no ip address
!
interface GigabitEthernet1/7
shutdown
no nameif
no security-level
no ip address
!
interface GigabitEthernet1/8
shutdown
no nameif
no security-level
no ip address
!
BEOEE1/M
REE
nameif diagnostic
cts manual ( ctsFfift )
propagate sgt preserve-untag
REBSsote 2R, 264
security-level 0
no ip address
|
ftp mode passive
ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-id 9998 : PREFILTER
POLICY : Default Tunnel and Priority Policy

no nameif

no security-level

no ip address

!
interface GigabitEthernet1/8
shutdown

no nameif

no security-level

no ip address

!
BEOEE1/1

REE

nameif diagnostic
cts manual ( ctsF#f )

propagate sgt preserve-untag

KEBSsote 2R , TE64HE
security-level 0

no ip address

!
ftp mode passive
ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-ic
POLICY : Default Tunnel and Priority Po

access-list CSM_FW_ACL_ remark rule-ic
BEE R EM N

access-list CSM_FW_ACL_ advanced pel
rule-id 9998

access-list CSM_FW_ACL_ advanced pel




access-list CSM_FW_ACL_ remark rule-id 9998 : #MI : ZRIA |id 9998
F&IE R AE AL
access-list CSM_FW_ACL_ advanced pel
access-list CSM_FW_ACL_ advanced permit ipinip any any id 9998

rule-id 9998
access-list CSM_FW_ACL_ advanced pel

access-list CSM_FW_ACL_ advanced permit 41 any any rule- |3544 rule-id 9998

id 9998
access-list CSM_FW_ACL_ remark rule-ic

access-list CSM_FW_ACL_ advanced permit gre any any rule- |B§ : FTD_HA -BRiA/1

id 9998
access-list CSM_FW_ACL_ remark rule-ic

access-list CSM_FW_ACL_ advanced permit udp any any eq [l : ZRIARVEHL N

3544 rule-id 9998
access-list CSM_FW_ACL_ advanced pel

access-list CSM_FW_ACL_ remark rule-id 268435456 : /7|8 % |[268435456

B% . FTD_HA -BRiA/1
!

access-list CSM_FW_ACL_ remark rule-id 268435456 : L4#
| - BRIARAEF N tcp-map UM_STATIC_TCP_MAP

access-list CSM_FW_ACL_ advanced permit ip any any rule-id | {cP-options range 6 7 allow

268435456 tcp-options range 9 18 allow

|
' tcp-options range 20 255 allow

tcp-map UM_STATIC_TCP_MAP tcp-options md5 clear

tcp-options range 6 7 allow urgent-flag allow

tcp-options range 9 18 allow |

tcp-options range 20 255 allow ToAE A

tcp-options md5 clear logging enable

urgent-flag allow logging timestamp

!
' B AILRE IR

FoAE AL

logging flash-minimum-free 1024

logging enable logging flash-maximum-allocation 3076

logging timestamp no logging message 106015

/:!:n_,\‘ & AT i
B AERE R no logging message 313001

logging flash-minimum-free 1024 no logging message 313008

logging flash-maximum-allocation 3076 no logging message 106023




no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710005
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
150050 &BRIMTU

mtu inside 1500

mtu diagnostic 1500
TIATHEE I #R

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable
access-group CSM_FW_ACL_ global
00 community *****hxZ<2¢c
no snmp-server location

no snmp-server contact

*hkkkk

snmp-server community

no logging message 710005

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020
15005AEBAYMTU

mtu inside 1500

mtu diagnostic 1500

THATHE IR

failover lan unit secondary

failover lan interface FOVER GigabitEthel
failover replication http

failover link STATE GigabitEthernet1/4

failover interface ip FOVER 10.10.1.1 25&
10.10.1.2

failover interface ip STATE 10.10.2.1 255
10.10.2.2

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable
access-group CSM_FW_ACL_ global

timeout xlate 3:00:00




service sw-reset-button
crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy
telnet#@ /Y5
26 &80
B A 7] 3 & id FDfltAccessPolicy
!
class-map inspection_default
match default-inspection-traffic
!
|
policy-map type inspect dns preset_dns_map
2]
HEKERARFIRBD
message-length maximum 512
no tcp-inspection

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

S
eoolR{E /A VF
nop#R{ERTF
router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00
0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h22
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip
disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uat
timeout tcp-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00

timeout conn-holddown 0:00:15

AP S0 ERIAEZ i

aaa proxy-limit disable

snmp-server host outside 192.168.1.100
version 2¢

no snmp-server location
no snmp-server contact
snmp-server community *****
service sw-reset-button
crypto ipsec security-association pmtu-ag
crypto ca trustpool policy
telnet@AT5
¥ & a0
A5 17 SR BE 12 FDfltAccessPolicy

!
class-map inspection_default

match default-inspection-traffic




inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip
inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect dcerpc

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class-default

set connection advanced-options UM_STATIC_TCP_MAP
!
service-policy global_policy global
prompt hostname context
RPN
profile CiscoTAC-1

FoSE

B 89 b tikhttp
https://tools.cisco.com/its/service/oddce/services/DDCEService

B i b1t 8 BB callhome@cisco.com

destination transport-method http

M}
HEKERAEFWED
message-length maximum 512
no tcp-inspection

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

S

eooliR1E /L 1F

nopiR{E LT
router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras
inspect rsh

inspect rtsp

inspect esmtp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

policy-map type inspect dns preset_dns_r


https://tools.cisco.com/its/service/oddce/services/DDCEService

T BEIRA 2 1T
subscribe-to-alert-group¥h &

BAEHMITRABRAE™

TRBRAEN B RXER

& A E 83 17subscribe-to-alert-groupit &

Cryptochecksum : 768a03e90b9d3539773b9d7af66b3452

inspect tftp
inspect icmp
inspect icmp error
inspect dcerpc
inspect ip-options UM_STATIC_IP_OPT
class class-default
set connection advanced-options UM_S’
!
service-policy global_policy global
prompt hostname context
I AL &R
profile CiscoTAC-1
FoiEBh

B 89 it ik http
https://tools.cisco.com/its/service/oddce/s

B &9 #tb 1t B8 BB callhome@cisco.com
destination transport-method http
1T R B R AR 12 M
subscribe-to-alert-group ¥
BAERITABERA R
5 A E 8 # {Tsubscribe-to-alert-groupg|
ITRERAENSXES

Cryptochecksum : ac9b8f401e18491feeb

MFTDCLI LZA HANEEETZEM :

FEET HBh T



https://tools.cisco.com/its/service/oddce/services/DDCEService

W PE £ El & & A IP aretimeout
xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed
0:10:00 udp 0:02:00 sctp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323
0:05:00 h225 1:00:00 mgcp 0:05:00
mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media
0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00

timeout sip-provisional-media
0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly
0:00:30

timeout floating-conn 0:00:00
timeout conn-holddown 0:00:15

aaa proxy-limit disable

snmp-server host outside
192.168.1.1 removed,

- BEORBEEMER.
< RFHADBRAER.

BARYL  ERESE , FREBEMBIFMCH B AHAXY

E557 HEEHA

FFEK :
M FTD CLISH CLI %= HA

BRRTTR

SBWIEEFTDL |, BT S HEIABAYES),




<#root>
> configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and 'NO' if you wish to

YES

Successfully suspended high-availability.

FZH  RIEFRBFLENER :

<#root>

>

show hi gh-availability config
Fai |l over O f

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

B=H  WERE LS

<tfroot>
>

show hi gh-availability config
Fai |l over O f (pseudo- Standby)

Failover unit Secondary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

EHE  MEFIRE LHIHA :



<#root>
>
configure high-availability resume

Successfully resumed high-availablity.

No Active mate detected
EEREEERRRR RN RN RN RN R RN R RN R RN RN RN R R R R R R RN RN RN RN R R RN R NN RN RN

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate

<#root>

>

show hi gh-availability config
Fai | over On

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

BRS  MEHAE , HERZEENER !

<{froot>

Detected an Active nmate

Beginning configuration replication from mate.

WARNING: Failover is enabled but standby IP address is not configured for this interface.
WARNING: Failover is enabled but standby IP address is not configured for this interface.
End configuration replication from mate.

<#root>



>

show hi gh-availability config

Fai | over On

Failover unit Secondary
Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

>

I REEE (FAQ)

SHIEERN , RIB) (ZFT) RELEREHLERNRE?
EEHERIRF. BIE debug fover sync T RHENRERNE , HRERTHREB/HSTES -

<ffroot>

cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:

cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:

wite menory <--

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

Cmd:
Cmd:
Cmd:
Cmd:

Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:

access-1list CSM
access-1list CSM
access-1list CSM
access-1list CSM

access-1list
access-1list
access-1list
access-1list
no access-1list
no access-1list
access-1list CSM
crypto isakmp n
no object-group
no object-group
no object-group
no object-group

no
no
no
no

_FW_ACL_ Tine 1506 remark rule-id 268442578: L7 RUL
_FW_ACL_ Tine 1507 advanced permit tcp object-group
_FW_ACL_ Tine 1508 remark rule-id 268442078: ACCESS
_FW_ACL_ Tine 1509 remark rule-id 268442078: L4 RUL
CSM_FW_ACL_ advanced permit tcp object-group group_

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine 1510 remark rule-id 268442077: ACC
Tine 1510 remark rule-id 268442077: L7
advanced permit tcp object-group group_
Tine 1510 remark rule-id 268440577: ACC
Tine 1510 remark rule-id 268440577: L4

_FW_ACL_ advanced deny ip any any rule-id 268442078

at-traversal
network group_311
network group_433
network group_6
network group_2

MRRRATHRARS (ZERRENHR ) | REES —MRFERAREIR., LTEIRSHE
M iZRE , SREFAER?
BRASLTER/IZRER (EANERLEYN , EREZAMEYRXEA ), B4AMS , REBHE
SERBREDR , BRBLEAEETARZAEARN IP. At , KR EEMNRBREBMOT -



c 8%-1:EH
« Unit-2 : WELI#RXH, REFEASRZ1EBOEBIEIP , E£EATEHMACHLL,

MREFHERWER (RESTAMER )  RFEFMHIRZ , WHEVREESREMFA
BiR ?

ZRMETHRE , ERRKAESR ( TREESIEBES , FRIFCREABMITILRE ) . ETN
BERMARNAAENSH/EFRNHIRE , F-RA LT

5] 1. \CLISHE# /S 3h
MCLISH ERGTEERIA, At , BBEERTF2REZINEHEES :

<#root>
>
configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and 'NO' if you wish to

YES

Successfully suspended high-availability.

running-configZ2 7 MEEB . EXMERT , & FStandby , H TR ALE RS , LB
SEREA/ERABER

<#root>

firepower#

show failover | include Fail over
Failover Off (

pseudo- St andby

)

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

startup-config{i A /5 At fE 4T #k -

<#root>
firepower#

show startup | include failover



fail over

failover lan unit secondary

failover lan interface FOVER Ethernetl/1

failover replication http

failover 1link FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2

Tedehdd

failover ipsec pre-shared-key *

M CLISH EF18 % ( reboot 3T )

<#root>
>
reboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO':

YES

Broadcast message from root@
Threat Defense System: CMD=-stop, CSP-ID=cisco-ftd.6.2.2.81__ftd_001_JMX2119LO5CYRIBVX1l, FLAG=""
Cisco FTD stopping ...

REBIE , ATHERLETEARS , RESCHEABERDEFN BRHZHRNZEX 4

<tfroot>

User enable_1 logged in to firepower

Logins over the Tast 1 days: 1.

Failed Togins since the last login: 0.

Type help or '?' for a 1list of available commands.
firepower> .

Detected an Active mate

24 2. MLINA CLIZEFH E3h
MLINAER (reload %% ) EEWHIA, At , MRERBRY (R) , BEEXHREIESHERES

<tfroot>

firepower#



rel oad

System config has been modified. Save? [Y]es/[N]o:

Y <-- Be careful. This will disable the failover in the startup-config

Cryptochecksum: 31857237 8658618 3234be7c 854d583a

8781 bytes copied in 0.940 secs
Proceed with reload? [confirm]
firepower#

show startup | include fail over
no failover

failover lan unit secondary

failover lan interface FOVER Ethernetl/1

failover replication http

failover 1link FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2
failover ipsec pre-shared-key ¥###*%*

REFERIEHERREDR

<#root>

firepower#

show fail over | include Fai
Fai | over O f

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

N s EEexHER  BRAELNERH  FTENEXRFIEIEET

HXER
« TLATE AL B BIFTFA RAHY BB Firepower BE /0 (FMC) BLE IS

BRI L 2 B X E B A S i
o ATDAEMAL R BIFTERAH FXOS HFEEERM CLI Bl EiEr

S fnCisco Firepower 4100/9300 FXOS 3 £

« BRERBEARZEFHO(TAC)EZHEFLL AT MILIER , BL T A XCisco Firepower F —{ &%
RARKRAKEARA

Cisco Firepower B BA#(FTD) : T —HXBAABINGFW), T—RAEBBHHRSEINGIPS) M S HKEE



https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806

BRI (AMP) Y Bl B A0

« BXFirepoweri /REYFT B B & F H FEHEBR R % BH
BRlZ 2/ IEEE RO

« BARZEFRMIHY - Cisco Systems



https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
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