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Rules -G AGIENTLLSE HTTP Responses  Advanced

DNS Policy | Default DNS Policy [~] &
Whitelist (2) Blacklist (30)
Networks Networks
€ Global Whitelist (Any Zone) B & Attackers (Any Zone) Logging enabled *
URLs & Bogon (Any Zone)
i~ Global Whitelist for URL (Any Zone) f§ = Bots (Any Zone)
& CnC (Any Zone)
) Dga (Any Zone)
&) Exploitkit (Any Zone)
d Malware (Any Zone)
8/ Open_proxy (Any Zone)
&/ Phishing (Any Zone)
& Response (Any Zone)
@/ Spam (Any Zone)
d Suspicious (Any Zone)
&) Tor_exit_node (Any Zone)
Y Global Blacklist (Any Zone)
[(f5 | f—— LOgging disabled
@ my_custom_url (Any Zone)
\# Global Blacklist for URL (Any Zone)
URL Attackers (Any Zone)
URL Bogon (Any Zone)
URL Bots (Any Zone)
URL CnC (Any Zone)
URL Dga (Any Zone)
URL Exploitkit (Any Zone)
URL Malware (Any Zone)

(= (= = O = O = Ol = (OO O = = O = = O = = = (]

URL Open_proxy (Any Zone)
URL Open_relay (Any Zone)
URL Phishing (Any Zone)

URL Response (Any Zone)

URL Spam (Any Zone)

URL Suspicious (Any Zone)
URL Tor_exit_node (Any Zone)
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BABXRIERE , AL Analysis > Connections > Security Intelligence Events T~ Z & Security
Intelligence Events, NiZ&E Nt AREHEE,

2017-05-16 17:00:16 Domain Not Found DNS Block @i 192.168.1.95 (@ = wwm me o  DNS Response
2017-05-16 16:57:50 2017-05-16 16:57:50 Block URL Block i 192.168.1.95 i 10.83.48.40 my custom url
2017-05-16 16:50: Block IP Block @l 192.168.1.95 @ P Malware
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URL URL
Category Reputation

httg:;l'......... P P
Open in New Window

Blacklist HTTP/S Connections to URL Now Responder IP X Securi
Whitelist HTTP/S Connections to URL Now === URL Category

' Blacklist HTTP/S Connections to Domain Now |
Whitelist HTTP/S Connections to Domain Now

o1 Open in New Window

Exclude o1 Open in Context Explorer

o1 Whois
o1 View Host Profile

DNS X VLAN X IOC x Intrus
Query ID Eve

1 Blacklist IP Now

H — A [P | h I. N
Open in New Window m—) Whitelist IP Now

" Exclude
Blacklist DNS Requests to Domain Now .

Whitelist DNS Requests to Domain Now | 4mmsm DNS

A T ' 2 "

Exclude
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https://www.talosintelligence.com/reputation_center/support
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https://www.talosintelligence.com/reputation_center/support
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AE  EEELRERENBBENNE , BSMET R’ (Objects)>% REE"(Object
Management)>“&Z £ 18" (Security Intelligence). AR5 , REBNBHEI D (W%, URL,
DNS) . ®EJIREFIETHNE , BEE LHIE A2 5K PIRIT,

oan A=y O
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> show access-control-config

Description :
Default Action . Allow
Default Policy : SOC
Logging Configuration
DC : Enabled
Beginning : Disabled
End : Enabled
Rule Hits :0

Variable Set - : Default-Set

===[ Security Intelligence - Network Whitelist ]|====
Name : Global-Whitelist (List)
IP Count :0
Zone :any

===[ Security Intelligence - Network Blacklist |====
Logging Configuration : Enabled
: Enabled

. Attackers (Feed)
:any

: Bogon (Feed)

s any
..[omitted for brevity]
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> expert
$ grep <ip.addr> /var/sf/iprep_download/*
Ivar/sfliprep_download/23f2a124-8278-4c03-8c9d-d28fe08b5e98 . bif:<ip.addr>

$ head -1 /var/sfliprep_download/23f2a124-8278-4c03-8c9d-d28fe08b5e98. bif
#Cisco intelligence feed: Malware

$ grep <url> /var/sf/siurl_download/*
Ivar/sf/siurl_download/00000000-0000-0ed3-0000-073014445223.If:<url>

$ head -1 /var/sf/siurl_download/00000000-0000-0ed3-0000-073014445223.If
#URL object: my_custom_url

$ grep <dns.hostname> /var/sf/sidns_download/*
Ivar/sfisidns_download/032ba433-c295-11e4-a919-d4ae5275b77b.If: <dns.hostname>

$ head -1 /var/sf/sidns_download/032ba433-c295-11e4-a919-d4ae5275b77b.If
#Cisco DNS and URL intelligence feed: DNS Response
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http://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/214577-firepower-data-path-troubleshooting-phas.html
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