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AXHEPNEEHRRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
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- MACS GUI , ESMEMBREL  REREFREFBCIRRZA, ERENTIIRFEE
, REKHFireSightil B, HIRFREFNFESEE I HMTRNVBENRBEANESL, Click

Save.
» @ My Workspace Network Resources > Network Device Groups > Device Type > Edit: "Device Type:All Device Types:FireSight"
* [
Device Group - General
v Network Device Groups oo S —
Location ’ FireSight
Description:
Network Devices and AAA Clients » Parent: All Device Types Select
Default Network Device

# = Required fields
External Proxy Servers

OCSP Services
> m Users and ldentity Stores

» S Policy Elements
» Access Policies

» Monitoring and Reports

» &2 System Administration

. MACS GUI , ESMMARMBREAH , = NetwokDevicesHIAAAR P BNz &, 24t—
MR M EZHMIEZ P, FireSIGHTEE SO0 E TERHIE X,



» L5 Access Policies

v

Monitoring and Reports

» &7 System Administration

Submit Cancel

- EFMZREFAP , BEERFRAERE LESROENRZH—H,

— _
» & My Workspace Network Resources > Network Devices and AAA Clients > Edit: "FireSight Management Center"

FireSight Management Center

All Device Types:FireSight

> (1]
+ Network Device Groups Name:
Location Description:
Device Type Network Device Groups
Location
Default Network Device =
External Proxy Servers Device Type
OCSP Services
» &8 Users and Identity Stores IPLCEieED
» (“ﬁ); Policy Elements o Single IP Address

IP: 10.150.176.224

= Required fields

Authentication Options
» TACACS+

2 RADIUS

Shared Secret:

CoA port: 1700
Enable KeyWrap
Key Encryption Key:

Message Authenticator
Code Key:

Key Input Format
ASCII HEXADECIMAL

- FNEEWE LR ESFE |, SRERADIUSEREH B AREALAZTHRERA, SREE
FireSIGHTEE RO BTHWRADIUSERS BRiFERE —HEBRABERANE., BEEFANEX

BE , ERATEREE. # submits
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» @ My Workspace Users and Identity Stores > |dentity Groups > Edit: "IdentityGroup:All Groups:FireSight Administrator"
» 15 Network Resources
General
1’ @ | | Name: FireSight Administrator
Description:

+ Internal Identity Stores

Ears Parent: All Groups Select

Hosts = Required fields
+ External Identity Stores

LDAP

Active Directory

RSA SecurlD Token Servers

RADIUS |dentity Servers
Certificate Authorities
Certificate Authentication Profile
Identity Store Sequences

» & Policy Elements
» [ Access Policies

Monitoring and Reports

» & System Administration

Nz itk A 7 2IACS

- FMERF , FERRER K EENBRAEHESINAF . WAREAS 0EZ NrequriedE 2
AR EESROZNFRRAFBETRR.

» @ My Workspace Users and Identity Stores > Internal Identity Stores > Users > Edit: "test"
» 153 Network Resources
General

hd @ | Name: test Status: | Enabled [l (o]

Identity Groups

v p Description:
+ Internal Identity Stores
Identity Group: All Groups:FireSight Administrator Select

Hosts Email

+ External Identity Stores Address:

LDAP

Active Directory

RSA SecurlD Token Servers

RADIUS Identity Servers
Certificate Authorities Disable account after 3  successive failed attempts
Certificate Authentication Profile

Account Disable
Disable Account if Date Exceeds: 2015-Nov-01 [ (yyyy-Mmm-dd)

Identity Store Sequences

. Password Hash

» € Policy Elements }
Applicable only for Internal Users to store password as hash.

» E; Access Policies Enable Password Hash Authentication types CHAP/MSCHAP will not work if this option is enabled.

While disabling the hash, ensure that password is reconfigured using change password option.

Monitoring and Reports

» &2 System Administration Password Lifetime

2 Password Never Expired/Disabled: Overwrites user account blocking in case password expired/disabled
User Information
There are no additional identity attributes defined for user

records

Creation/Modification Information

Date 5.

Created: Wed Sep 02 13:15:56 UTC 2015
Date 49

Modified: Wed Sep 02 23:12:39 UTC 2015
Date 15-

Enabled: Wed Sep 02 13:15:56 UTC 2015

= Required fields

Submit Cancel

A MACSK I

. EACS GUIH | ES X REE TR>BABR>MEH B> RINER X 4. CIESHAEER



W — S BARE M, ETAGTHTY , IBNERBFieSightEBR,

General = Common Tasks = RADIUS Attrbutes

#+ Name: |FireSight Administrator ‘

2 Policy Elements

Description: | ‘

# = Required fields

Authorization Profiles,

ieneialebGoninoasiatiinl RADIUS Attributes
Common Tasks Attributes
3 Policy Elements Attribute Type Ve
Authorization Profiles
Manually Entered
Attribute Type Value
Class String Groups:FireSight Administrator
| AddA = EditV  Replace A Delete
Dictionary Type: | RADIUS-IETF
#¢ RADIUS Attribute: ~ Class | Select |
%t Aftribute Type: String
Attribute Value: | Static
k] ‘Grou ps:FireSight Administrator

% = Required fields

- S AT U5 R SR E&>Access Services>RRIAM &M & 15 7 >N+ BB EFireSight B P L EE &

ER DT RAURR, THRNRGIEANDG : RERBFRRE RS RXBEMIFRANALRE
RBLETE LRB IR,

CHEREHRBARXBKRSEERENFireSight BB AR INEE X H, & submit,



» &4 My Workspace Access Policies > Access Services > Default Network Access > Authorization

» [5) Network Resources
Standard Policy| Exception Policy

> Users and Identity Stores
3 Y Network A Authorization Policy

» G Policy Elements

A

Filter: Status k4 Match if:  Equals k4 Enabled 3 ClearFilter Go w

. Conditions Results
v Access Services Status Name . i o
=| Senvice Selection Rules NDG:Device Type Identity Group Authorization Profiles
» (@ Default Device Admin 1 (] Rule-1  in All Device Types:FireSight  in All Groups:FireSight Administrator  FireSight Administrator 7
v (O Default Network Access
Identity

» Max User Session Policy
Max Session User Settings
Max Session Group Settings

» Max Login Failed Attempts Policy
Max Login Failed Attempts Group Setij

» Monitoring and Reports

» 82 System Administration

FireSight& 2 fp/0vE il
FireSight B R & KRBl B
. HEfEXFireSIGHT MCH BSMXN RE>FA>APEERE, SJEHABRIELETF, KE+0ER

UEN SR A P IAE/RIE — N EFTHRADIUS RS 856
 EFRINES EWRADIUS, 3 ARADIUSERS 2SI — iR M B, M AEH RPN

Hit Count

RADIUS#, BANZIEEEACSURIEEN R, R , MR-—NFE , FAA—1F

RACS R S5 28 EHLEN B /Pt

Overview Analysis Policies Devices Objects | AMP UIRTETON System

Local » User Management Updates Licenses

Users User Roles External Authentication

External Authentication Object

Authentication Method RADIUS &
Name * ACS
Description

Primary Server

Host Name/IP Address * 172.18.75.172 ex. IP or hostname
Port * 1812
RADIUS SecretKey ~ |ssses

Backup Server (Optional)
Host Name/IP Address ex. IP or hostname
Port 1812

RADIUS Secret Key

- ERADIUSHENSEIS T , EAHIF , Class=Groups : FireSightE & A EH G4
Firesghtﬁﬁﬁé o iZEEﬂEjQACCESS-AQCEPT—%BﬁJ\, ACSIREIM{EH, Rii“Save”R1FEL
& = 4R 42 2 T mVerify 3 9 M i3 SACSH Kl



RADIUS-Specific Parameters
Timeout (Seconds) 30

Retries 3
Access Admin

Class=Groups:FireSight
Administrator Administrator

. EShelliFAEEERET , BHABAFEEH D BN HRREIshel/SSHEE,
Shell Access Filter

Administrator Shell Access |userl, userl, user3
User List

Enable (event) S SBI-E

BfE , BERXESRA T B AEFMCHASRIE

a

1. SMEIRE>A#bh>System T #g

2. R A ERNSABRAL,

3. B AN BB ARINMER T (ZA).
4. FRERIACS RADIUSARSS 25

5. REREH BEFHNAEIRZ MR,

g

- HACSHIMHAFRIE , BB TR BANAN RS KI5 H BRMAACSHFN - MRFENER
B, BHENH. HBIONAFSH—EERD : W2 IMAOESERKRE TS

Additional Test Parameters
User Mame test

Password BEREEEEE


/content/dam/en/us/support/docs/security/firesight-management-center/118541-configure-firesight-13.png

@ Success :
Test Complete.

- ETENRRIUENER , ENRRHBINEEREBHFLEZSHLEERRFHAES. ETERY
WREEME , HER radiusauth -& & : |Class=Groups : FireSightE 2 & |” AACSEINHIE.,
iX B 1% et £ KB <Bx 57 L HEFireSIGHT MCHE B By A #: FireSight4H, Click Save.

Test Output
Show Details v

check_auth_radius: szUser: test

RADIUS config file: /var/tmp/_bcEn4h_wF/radiusclient_0.conf

radiusauth - response: |User-Name=test|

radiusauth - response: |Class=Groups:FireSight Administrator|

radiusauth - response: |Class=CACS :IE-acs/229310634/47|

"test" RADIUS Authentication OK

check_is_radius_member attrib match found: |Class=Groups:FireSight Administrator| - |Class=Groups:FireSight Administrator| *kkx*sksok
role_bee2eb18-e129-11df-a04a-42c66f0a3b36:

User Test

*Required Field

Save Test Cancel
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