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FHCSSMAERH] ISE
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BEEHERR
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+ Windows Active Directory 2016(DNSFIE 5 & H 1R )
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(BN ) BE. MBELHNRELTEIRS  BHRETBFESSNEER,

BliE
) 5

ISE Prowy

10.4.23.23 l (optional)
‘&

Cisco Smart Licens

CS5M On-Prem
104.2360
cssm.testlab.local

DMNS and CA
10.4.23.39

ERAEF
EVMWARE ESXi Lt 7 Z 3 CSSM,

1. T Cisco I0S®, ZBRILAMER T —NeE#EE
. https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. EVMWARE ESXi# £4&1SO,

SR T > TR 7 R0 BT 2R


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

vmware ESXi

T Navigatar = i | « Slarag
» [ Mozt Datastores Adaplers Devices Persisient Memory
Manage
Manitor A vew datasiore | & Lﬁ-ﬁugsl:f a i c @ Search
(%) Virtual Machines | o] D v DiveTyps ~ Capacty ~ Provisionsd v Free v Type v THnpROAL. v Actess v
¥ Storage [ Bl datastone 1 55D BT0.76 GB 1.42 GB 802,33 GB VIMFSE Supporied Singhe
= [ datastorei 1 Heens
Manites 4
Mors storage...
3 Motwerking [ 1
Data BrowserZf %
A
3. BEHOIEB FUBIEM MR (E ),
L0 Datastore browser
e ——
# Upioad | Dow } - ! : W @ Refresh
§ datastorel & .sod.sf

I
B [oatastore1]

B2 B %

FEARBIR , B2 T CSSMMHXK :



{2 Datastore browser

f Upload [ Delete [= Move [} Copy @2 Create directory | (3 Refresh

E datastore1 ] .sdd.sf
i CSSM

E [datastore1) CSSM/

Close:

BB R

4. B bt |, RIFEEFRISON K,

e Open
- = 4 & » ThisPC » Downloads
Organize = Mew fodder
(a) Marme
#* Qu
mC < Today (1)
dc S5M_On-Prem-8-202304
3 Yesterday (9)
= P Earlier this week (17)
c Earlier this year [34)
fi Along time ago (25)
fi
5
= Thi
e €
File name: | SSM_On-Prem-8-202304
L4&ISO

PEISOXHL T CSSMIX K



ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

ISO &R

5. BIZELIA. SMEBIELA>BIRIEMVM,

vmware EsXi’ roob@10.4.2358 + | Help =

{Tﬁcwale | Risgisties VM) ] I Refresh Q Search
L1

w  Slabus v Used space w  Guest 05 w  Host name ~ HostCPU  ~ Hosimem,.. v

No iterms to display

BIEHAIVMEE01E

6. EGEHELN , REREEHT—F,



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest 0S How would you like to create a Virtual Machine?

3 Select storage
4 Customize settin

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel

BIEFHVME02L

7. AEMEBU TS

Name : 3 AE BB B 5o

RAM . EBESXi 6.0RE S RAHESXi 6.55F &4,
HERERSZRY : Linuxo

BEBERGIRA - HIECentOS 7 ( 6447 ) HEA2.6x Linux ( 6441 )

8 & Nexto

41 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest OS
2 Select a name and guest OS5 Specify a unique name and OS
3 Select storage
4 Customize setting Mame
CS3M TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 wirtual machine w
Guest OS family Linux ~
Guest OS version CentOS T (64-bit) v

Back MNext Finish Cancel




VMAFHIOS

8. FEMEM , RERE T —F,

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

| 2 Select a name and guest 0S Select the storage type and datastore

' Standard ! Persistent Memory

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

L4l 3 Select storage

Mame ~ Capacity ~ Free ~ Type ~ Thinpro...~ AcCCcess
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext | Finish Cancel

FEyR
9. BEUTSH :

« CPU : &241, EFRMNVCPUREBURTENT BEXR



AR FRERNEMEERERSZ D  SNMEENROBEBERREN 1, FlW, 44
VCPUELEFREIB N4 EE , B NMEE 1M

« [d cPU

Cores per Socket 1 Sockets: 1

- N1F:8GB
« E# : 200 GB , HRIAAERE N BE AR,



» 3 Hard disk 1

200 GB ~
Maximum Size 869.33 GB
bzl [datastore1] CSSM TAC Browse... |
Disk Provisioning @® Thin provisioned
() Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly zeroed
WERE

o WEEBLES  EIFE1000EE AR K AR EBRFVHER,

~ [l Network Adapter 1

VM Network e
Status Connect at power on
Adapter Type E1000e hd
BLEMEZRE

- CD/DVDRZh&F | 1 F BIFISOX " HIEFEISOX o

f& Datastore browser

& upload | Download [5} Delete |- Move L[5 Copy £ Createdirectory | @ Refresh

& datastore1 sdd.sf Q SSM_On-Prem-8-2...
Ol
| vmimages im CSsSMm 'l

SSM_On-Prem-8-2023...
292GB
Wednesday, July 26, 2...

ISORR {5

EREIHENSRE , SUURIERENHE,



#1 New virtual machine - CS$M TAC (ESXi 7.0 U1 virtual machine)

' 1 Select creation type
w 2 Select a name and guest O3
v 3 Select storage

hdl 4 Customize settings

5§ Ready to complete

Customize settings

Configure the virtual machine hardware and virlual machine additional options

» |l crPu

» MR Memory

*» O3 Hard disk 1

* [ SCSI Controller 0
SATA Controller 0

B USB controller 1

4 v i
8 GB ~
200 GB -.,

ViMware Paravirtual

UsSB 2.0 v
» M Network Adapter 1 WM Network w Connect
* 9 CD/DVD Drive 1 Datastore ISO file . [ Connect
L i Video Card Specify custom setfings wr
Back || Next Finish Cancel |
FEVMEE01
B &5 Nexto
_— s
10. BH Ko
?j‘.l New virtual machine - C5SM TAC (ESXi 7.0 U1 virtual machine)
¥ 1 Select creation type Ready to complete
¥ 2 Sslectaname and guest 05 Review your sefiings selection before finishing the wizard
+ 3 Select storage
' 4 Customize settings
b4 5 Ready to complete Name CSSMTAC
Datastore datastore
Guest OS name CentOS 7 (64-bit)
Compatibility ES¥i 7.0 U1 virlual machine
vCPUs 4
Memory 8GB
Network adapters 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controlier 0 IDED
IDE controller 1 IDE 1
SCSI controller 0 Viware Paravirtual
SATA controller 0 Mew SATA controller
Hard disk 1

Back MNexct

| < Fn:nsh'“j Cancel
_ ! |

HWEVMEE02



CSSMA 3t iy # 4R EL &

1. EVMWARE ESXif , S EIE AN HERVM , REEEHF V.

vmware ESXi”
IIFIIII 1o I |‘__.|‘ T i e in - Virtual Machi
= [ Host
Manage T Creatn | Regsior Vil @E i & Retiosh | Actons Q Search
Monitod Wirtual maching v Sals v Used space v Guest 05 w Mol namn ~  Host CPU ~  Host memory v
(5 CSSM TAC S Momal 308 GB ContDS 7 (B4-bit) Unikriown 0 MHz o MB
= B Stomge [ 1 Quick s w 1items
» £ dataston
Moo
Mhare storage... o
ot 7 (4-b) (|
€3 Natworking [ 1] 0 MHz
i REMoAY N
o]}
Lk STORAGE E
a.08 Ga8
FFHLIED

2. BB ZMNETREBVMEZES A, 1%$FConsole > Open browser console,

| 1 localhost.localdomain - Virtual Machines

¥4 Create / Register VM | | [ Eunsﬂle| | weron W Pos

i Open browser console
— — I
‘ W Open console in new window

P4 Virtual machine

B 5 cssMmTac

& Open console in new tab
Quick filters...

| & Launch remote console

3" Download VMRC

AT EEERALAY LI

3. RMEZHNMKZIRE,
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-
M On-Prem Installation
System Settings:
Hostname: SSM-0n-Prem
Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |
Hardware Settings:
CPU Model: Intel(R) Xeon(R) CPU ES-2699A v4 @ 2.40GHz CPU Threads: 4 Architecture: 64-bit
Total Systermn Memory: 8174636 kB ee Memory: 4330340 kB
Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled d Enable USE: Disabled i |
Network Settings:
Network Device: ensl192 ~
IPv4 Configuration IPv6é Configuration
Method: Static v Method: Disabled
Address 10.4.23.60 Address
Metmask: 255.255.248.0 Prefix:
Gateway: 10.4.16.1 Gateway:
Configure DNS: Specify more than one with commas
10k.23.20
Help GK!

B 5Ok B ESRRIFTCLIZE,
4. RfE , REIBRFBRATR , EXEF RN HRERRT.
@ cssm

R RRRREREREER B RN R R
Authorized access only!?

Disconnect IMMEDIATELY if you are not an authorized usert??
All actions Will be monitored and recorded
R R IR R R R R R R R R R R R R R R R R R R R R iR R AR g dhi i gdi i gniRE

39M-0On-Prem login:

5. ¥TFF X %5 25 3 a1 A https:// <ip_address_CSSM>,



— ' O B hitps// 1042360844378 loginTredirectURL

On=Prem License Workspace

Log into an Existing Account

Ugsr Narma

Password

Forgol Password

CSSMEBFER

£ ARRIAEIL :

FF% : admin

#1 : CiscoAdmin ! 2345

6. EIFEEHES,

7. BIRFHGUIZ,

1T
CISCO

Walcoma to Smart Software Manager On-Prom whae you can lecally manage
Smart Licensing and pororm local Account Managemaent functions for your
arganizabion.

8. BMEENLAE. (Tl : hostname.yourdomain ) .

EAHIF | cssm.testlab.localif Bt BN EH LA E .

Welcome to Cisco Smart Software Manager On-Prem

Hast Commmen Nami

Products that support Stnng 351 Ced Checlong require the 356 On-Prem's. "Host Common Nama™ to match the “destnation™ URL address., For exampla

=  Products usng Smar Transpor must use both the “license smar url™ configuration and the “cssmtestiab local™ value in the URL siring

s« Logacy products using Sman Call Home must use both the “destination address hilp™ configuration and the “cssmoiestiab bocal™ value in the URL siring

If the above URLs do not match expectations, refer to the 35M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the cormect

il Lig,

Thé option bo configure altematinig names (SAN) 5 available in Admin Console under Secunty -* Cartiicalas and can be conliqured after the initial Sabup.

cssm.lestlab. kocal

esck (LN



FNLREBEE

9. Wik AV B & H &£ T Apply.

Ono you click “Apply”, you will ba redirected o the login page where you will nead to login with yo

future logins

Review and Confirm

Languags Seieced

Password Rese!

Hast Commaon Mame:

-

Englizh
Yos

Scomilic. clscolac com

CSSM#I#RIREE Mo

FCSSMAEP 5 & REMK =K
HEEN B S 55 8RSH EHCSSMKE,

1. AT —MERZITT IR E RS

https://software.cisco.com/

3 4

Review and Condirm

2. R R ERUAEERT D THERF WL,

ur N passwond, Please ensure you hive secunsly stored your password for

Smart Software Manager

Track and manage your licenses.
Convert traditional licenses to
Smart Licenses.

Manage licenses >

Manage Smart Account

Update your profile information and
manage users.

Manage account >

BB AIEIE

Download and Upgrade

Download new software or updates
to your current software.

Access downloads >

EA Workspace

Generate and manage licenses
purchased through a Cisco
Enterprise Agreement.

Access EA Workspace >

Traditional Licenses

Generate and manage PAK-based
and other device licenses, including
demo licenses.

Access LRP >

Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Access MCE >



https://software.cisco.com/

3. EMBIBEHES TR AMMELK, ., EXRIEREYP , X2
InternalTestDemoAccount67 fIAAA MEX TEST,

atlear]n, QA © &

Cisco Software Central cIsco

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Play (PnP). Smart Software Manager

@ InternalTesiDemoAccounteT cisco.com

Cigco Software Central = Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: AAA MEX TEST =

SL Product Details Support  Help

General Licenses Product Instances Event Log

Virtual Account

Descriptian: Only for tests

Default Virtual Account: No
BUEERNTE

4. FTFFCSSM GUIH &R Admin Workspaceif i,

st]ran]n,
Agmin Workspace ‘ Hela, Local Admin Log Out

On-Prem License Workspace cIsco

Smart Software Manager On-Prem

= 3t

License
Administration

Trach and managl Smarnt Lichnung
Ciol an Accound fer your oiganiabeen Tha Account musl b agpaand By your Syshom

Admerilyater o Syshom Opamior Bofonn @ can B it

Faquirid Acoris ko an Existieg Accour
Submd o requast for accoss fo an aesdng kool Accoud Apgeoval maps] B granted by o Seard
Aocoun] Admireifretor tor your kocal Account

Aiodily tho peoperies of your Accounts and associate exsing User is wiih Accounts
CSSMZE#,

5. ARGk Accounts,



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization



https://software.cisco.com/
https://software.cisco.com/

Generate CSR

Common Hame

cssm.testiab. local

Organizational Unit

Testlab

Country

Mexico -

HateFrovince

Mexico City

ity Lo Akt

Mexico City

CaganEabon

SEC AAA

Key Sige

2048 -

Subesr] Alernatnme Name

cssm testiab local

CSRiF4{EE.

4. CSRZE R : BEXEFMEER , HERARIHFI“MWindows CABIEUF P,
5. EERCAIEH,




Browser Certificate

Add Generate CSR

localhost

ﬂ (Default Certificate) certs

w -
[

CA Certificates v 4 » This PC » Desktop » certs
Add -
#*
. |
Description sul . A A

i CSSM cer Root CA
]

IETE EfRIRCA,

& #Proceed,

3

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalone) deployments:

1. Execute "reboot” command in Onprem-console

ssh admin@<IP>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console, After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another rebool, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

‘ Procead

Proceedi£ I,



==

6. mAGE  EERIEH K REEEHEE.

Upload Certificate

* Description; CA root
* Certificate: Seleccionar archivoe | Root CA.cer
] Cancel
HIRIBCA,

7. £ HCAZEHICSR(CSSME MHHEH).

Browser Certificate
1 = | certs
Add Ganerate CSR _ Home Share Wiew
«= « t = Desklop » certs W
logalhost .
a (Default Certificate) * ‘
| 1
CA Certificates i —R L
Add g C55M cor Roat CA
£ items
Search by Description
Description Subject Expires On Created Actions
RoatCa DC=com/DC=ciscotac/CN=ci:  2026-Jul-24 09:26:34 202 3-Jul-30 19:41:08 Actions

LZCSSMEBHIEH,



AR EER EBRIMNBRT , PERIEBERIMNNCARREFE, BR , WRERMFEA
FREHES , NREESRSEN,

8. R , WIAFMNEFHEERE,

Browser Certificate

cdd 3
| E cssm.testlab.local EXPIRATION DATE: 2025-JUL-16

CA Certificates

Add



IEBRIE,

9. FESSMZAR itk 632 T 8 : LR VF A THEZEE,

On=Prem Admin Workspace

Smart Software Manager On-Prem

e 0

ADDEES Mitwork Suppoi
Klsnagament Canilar

AoonuiE Soourity Syncfwonizabion
AP Toolklt Saltings Usarns

TYEZERITTE,
10 —rﬂﬁ IJ% -\LLFE.I-O

On=Prem License Workspace

Smart Software Manager On-Prem

C

License

Sman Licansing

Track and Manage Smai Liconsing

CSSME R AT H

- = ¥ v &
CISCO

Sysiom Hoalth

o
Q Youd it B ediong wel

Bariver Har EBMLOn-Prem

Version BaO@H
Liptime LETN
Resource Monitor Percentage
L= S |
RAM
DisKE B
il - Feamba 3T Hba

Rocant Alers

'IIhllh Admin Workspace & Hello, Local Admin  Leg Out
i e i
CIsSCO
Administration
Fpguast 5 Accownt

Gl an ACcount Tof Your ofganizaton. This Account must Ba approvod by yeur Sysiom
Audminisirabor of Syslem Operalor balone i can be used.
Roguas! Accoss 10 an Existing Accoun!

Submi a ol Tor Booads 10 an gaksbng locall Account. Appeoyal misst ba grantod by & Srngat
Accoand Admereatrabor Tor your ksl Account

M. ERENAMELK S | R R IR ST R a9,



Smart Licensing

Alerts Invantory GConverl to Smart Licensing Reports Proferences Activity

Local Virtual Account:  Default

Ganaral Licngas Product Instances SL Using Policy Event Log

Local Virtual Account

Descriplicn This is the defawlt virtual account created during company account creation,

Defaull Losal Virtual Acsount: Yes

Product Instance Registration Tokens

The regisiration lokens bolow can b used io register now product instances o fhis Local Virtual Account, For products thad support Smart Transpor, you must configure the Tllcense smart url™ on the:
product o use the Sman Transpor Registration URL. For prodwcts that support Smart Licensing Using Policy thal use cslu as transport, you must configure the “Hcense smarl ransport cslu” to use tha

CELU Transport URL.  For legacy products that still use Smart Call Home, you mus! confiquee the “destination address hifp™ on the product 1o use the  Smart Call Home Registrasion URL. The
recommended method iz Sman Transpodt. Pliease consull your Products Configuration Guide for salting the destination LRL value.

Mew Token...

THIRT,

12. ERVIETHEHAEHTE,
Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Default
Description
Expire After 30 Days

Enter a valve belween 1 and 3339, but Cisco recommends a maximum of 30 days

Max. Mumber of Uses

The taken will be expired whan aither the expiration or the maximum uses is reached.

Allow export-controlled functionality on the producs registered with this token ©

Create Token Cancel |

BIEHT

z;ﬁ




Registration Token

13. ITFFISE GUIH S EIAdministration > Systems > Licensing , fAJ& R iRegistration
details , #%£3¥SSM On-Prem server Host method , fAJE ¥+ h&,

License Type

Choose Registration Details to acquire pre-purchased license entitlements. Choose Permanent License
Reservation 10 enable all Cisco ISE licenses. Enter the required details 1o enable Cisco ISE licenses. When
you click Register, you agree 1o the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

0 Permanent License Reservation

0 Specific License Reservation
“ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Reqgistration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

WHEE L,

14. ESSMAEBEPB RS 25 T L8 ASSMIEBERE FQDN , Rj5 & TiEM.



SSM On-Prem server

AR FHXEFNLAB LEEEFNE+E , RNISEERALKSHECSSMEIUER, &7
LEAIPHIMARENR+E , BERWERENA+E



15. &fa , SEM TR

o Server Response

Smart Licensing registered successfully

SEME .
MWindows CABIZEIEH,

MREREPWMAHNENERR |, NATHITUATERE

1. FTFFWebX| % 85 H S-fin Bllhttp://localhost/certsrv/
2. ¥ #HRequest a certificate,

=~ 3> G (D Iocalhost/certsry O 3 (o - :“

Microsoft Active Direclory Certificate Services — legonatwork-WIN-GIMMSUQGGE0-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you
communicale with over the Web, sign and encrypl messages, and, depending upon the lype of certificate you request, perform other securily lasks,

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, of certificate revecation list (CRL), o to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory Cedtificate Services Documentation.

View the status of a pending certificate request
Download a CA cerificate, cerdificate chain, or CEL

BRIEF.

3. BHEBPIUEBFER,

Microsoft Active Directory Certificate Services - ciscolac-ca

Request a Certificate

Select the certificate type:
Weh Browser Cedificate
E-Mail Protection Certificate

Or, submit 31 advanced certificate request. |

BRIEBER,

4. FTFUFERKCSR, ARFEHIEEH AN E|Saved request £,


http://localhost/certsrv/

----- BEGIN CERTIFICATE REQUEST-----
MIIC9GCCASACANAT ZEAMBAGATLIE Amnllc 2R BXRAY Y S JaXNbIRRYYE Jh2BxF jaU
BENVEALMDUNpE IRV IFNG IR 1BNMaC 24T BERVBAYT AR 1 YHOSWCWYDVQQIDARDRELY
HREWF ZYDVQOHDAD NN cmd 1bnR 1y BTdx I X EDADBENVEACMBRF BOSBTRUMEEEL
HARGE 5965 ThIDQERAQUAAITBDwAREZEKAC TRAQC I Y QuUBF 1 SR0TONYI0MI 1y FOMAT
DZhHaBGE09 1 gPOMa Xt BHFGQDNVCewEQEY Ly anuFShid/ f TuZ Jo¥ fwSsYFAJOPSV
11XdrWSGkD/ IBrwisKhnel+K IFyjSziveEFdBZ 14A0+yG1x TuEu+ JREYFjLBNFAI
1tl2geSaMFRE /HEXEXDLFbAFRVE+9SgRALESrEVE i 1oc VI8 Induc TALBYCighrs
WVFATe6EMeb i S S Dk RBGEUOL +FADuKARAUSEHRVHERK 2XFCm BuBF 2 Tev e TF
Knk2+zamoHt i RTw/ cDQ4n2 12807 Ce sNECDT WGl EFufrqink alad S+eXbadAgHB
ANGEM] Awligkghk 1 GBBC04 T ZARMBRGAIVIEQQYHBRCFHN Y2 18VMUY 21 ZY 298
Y 29 tMABGL 5065 TR IDOEBOWUAAS TBAQALY + 3qRrOvHPEAZ ok KN HOBRES 106 R
fdg+ICEIGEPEABINpOENVPLL MVIHSYeB 05 pogdcdbtu/VTH/ EQS1AaGQRNfPug
HGdPwBuk PRWCydy s BEEERUGEF yHMaWt NGRTwtAZ I9UP ToLAVP+LNRT 2Ue Sk ab o4 Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HVxOuSI50kMLAHUe T 7bMos BOWAT eS8 S Dulime / 7 1 5y By g T Ak 8Ny Dz pUSR
(X TR TFORCS FASUUMAXQR+ TCqLAUK T obBa i Uk v I Th+hLCBBAR+ YD1

----- END CERTIFICATE REQUEST-----

RRIUEH,

KRERXE , FEH THIEH.

[ Microsoft Acthve Directory Certit. % | +

L 0 @ localhostfcertsryjcertrgutasp v e @ & o

Microsoft Active Direclo

Submit a Certificate Request or Renewal Request

To submil a saved request to the CA, paste a base-84-encoded CMC or PKCS #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:

Knkl-:,-‘.mnh'l:SQZ:_-'CEQIIE.!!Z,BB'.‘EO!NBED'I:-uME -
MGG AwBigioghk i GwaBCMxT ZAhMEBEALL

B Bd.arcode] THUT TITHABGE S00S TDROGERCWUALS TRAGRIF+ 1
cortficaln teques] 20+ TCEIEEPEROIRECEHVPLL HVIHS yeBIasEead

(CME or HGdPwEUk PRIy dy s SEERUGEFyHHaWENGRTwEAZ 2T
PHOG #100r | SOTKANGNk 3wn Ebdehixz5 /8VEpd1CCOTULOMERTAE
PHCE #7) i FRkMLEHu e T T Mo s d0WR T v L BB Dubme/ /L

FRITaTTFONC 3 PRSI x 3+ TOq L AL T obBad Linw'y
----- EMD CERTIFICATE REQUEST----- &

' b

Additional Attributes:

Alfritaitis

5. £ FECAMEBIEE F. SfnEhttp://localhost/certsrv/FHiEFE T ECAILEH, EPHEEHCRL,

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the lype of centificate you request, perorm olher securily tasks.

You can also use (his Web site 1o download a certificate authority (CA) certificate, certificate chain, or canlificale revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services Documentation.

Select a task:
Request a certificate

Wigw thi slatus of a clind] cerificale request
| Download a CA certificate, cerificate chain, or CRL |

TEIRCA

6. fEFA YRS 5 3L T E CAIE B E I Baseb4,


http://localhost/certsrv/

Microsoft Active Directory Certificate Senices = ciscotac<a

Download a CA Certificate, Certificate Chain, or CRL

To trust cerlificates issued from this cerification authority, install this CA cerificate chain.

To download a CA cerlificate, certificate chain, or CRL, select the cerificate and encoding methad.

CA cerfificate:

Enceding method:

O DER

® Base 64

Download CA cerificate
ownloa cerincate chain

Download latest base CRL

Base 643i%,

EWindowsfr%5-88 L AR INIDNS1E %,
MREBEREER , BHHRMSERCSSM FQDN,
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DNSIEIT,

2. SMEBIE@EER XE>HFEREME,

2 DNS Manager

File Action View Help
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, DNS
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~ || Forward Lookup Zones

msdcstestlablocal
| testlab.local
Reverse Lookup Zones

1 Trust Points
| Conditional Forwarders

i E

Mame

,-_l_rnsdcs

:_iltes

—_tep

1 udp

::l DomainDnsZones

j ForestDnsZones
E-|{sa me as parent folder)
E—I{sa me as parent folder)
E-I{sa me as parent folder)
E_lasl:-lse32p3-’|3m

E—I frne
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Type

Start of Authority (SOA)
Mame Server (NS)

Host (4)

Host (A)

Host (&)

Host (&)

Data

[207], win-2ugqrgoivh75tes..
win-2ugrgo1vh75.testlabl..
1042339

1042321

104.23.61

104.2339

Timestamp

static
static
TA6/2024 10:00:00 AM
static
static
static
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3. ARETRE LHNEEZ A HiEE New Host (A or AAAA)”



Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons
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