£ FHISE 3.38¢ & Linux VPN& i Z 21944
Hx

wn
RREH
EXR
ERE
EE
FEE
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ISEEMEE
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TR

=R
Cisco BB THLUTEE :
- BRZEEFiK

« ETFFirepower® B (FTD) B IZFZ 5 R VPN
- B HRSEIZ (ISE)

fiE R 4A ¢
AXREFHERET U THRERA :

* Ubuntu 22.04
- BRZ2EF185.1.3.62

- BRFirepower I BhfE(FTD) 7.4.1
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FMC

Mgmt

L ]
a. EO E1/0 .. E0/0 Gigabit0/® %ﬁigabitoﬂl .Q
Ubuntu_Client Switch FTD-VPN-GW ISE

RN
FMC/FTDEWEL &

S/ EFiw, FTD, FMCHISEZ RIFEZERINEE. ENenroll.cisco.comA FTHITEEBHF
MPLRABEXFMAEE , FSHLKBREZLITERECCO MHYISEL KL £ 1F {4+ X L8 LA MR A F
2J52.2), WRIEWEE TFTD L&Fenroll.cisco.comfy R E R B H .

£ =% : MCisco®itF T & T & H 448 B Ficisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkg , BT #ik FE T4
mdsREF SCiscofiF TEHTHE , BRXHETHE—ILEE,

F£=% . SMEBIObjects> Object Management > VPN > Secure Client File, ##7Add Secure Client File, &, I ¥File Namelik
¥ cisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkg. 1EFile Type ™ %I 5k AFi%$¥ Secure Client Image. ? ? A5 # .Save
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Firewal| Management Center Overdew  Anabysis  Poities  Devicos Ieeegration winy ok

Secure Client File

File cijects rapresent fles wsed for remate access VPN policy confgurations. Thay can contain Secure Cllent profile and image les

Add Secure Client File (7]

chent_image Name:* 51 3 62-webdeploy-i9.0kg Secure Glent Image A
Datauit- Extomal- Drowser-packagn i 51362 -westscopioy-k ip Sacun Clont External Hrowsos Pa + 0
inux_5_1_3_
hostscant_ 11,62 4.1.3. 6248, pieg Moatican Package P FE
[ File Name:* 85,1, 3 62-vsboteploy-ipky Swcurs Coort image LS
cisco-secure-client-linux64-5.1.3.62-w Browse..
File Type:*
| Secure Client Image v
Description:
Cancel -
Cisplayieg 1 - 4 of & mows: Page 1 o

FMC_Upload_Secure_Client_Image

EML : SHEIODbjects > Object Management > Networko

SR 4 1DNSIRS B BIEN R, #d5Add Object , I#AZFRM T ARIDNS IPHst, #35, Save

Dopley 0, @ 0 @ sdmin v Hk

Firewall Mal]agerr:ent Center i Aesshyais Pelicies Devicas pegraton
MNetwork At Netwaak | [o Fanee
Show Unused Gbjects
A twerk GUHET IOPPOSAES B of MOeN 19 BOdTesSers. MOTAG SEHETS Are Lol in var 4, if DECES Contiel pelieans, NOTWork varablos, INtFUSION ndos, ity rubes, DOTWONK BRtowy 1k g r
Acd Group
N New Network Object Q opoam arowe
armyiped 000000 Nestwvoric
|[ DNS_
Dascription
Neatwork
® Host Range MNetwork FQDMN

Allow Overrides

FMC_Add_Object_DNS



AR A EEANDNSIRS S NATVPNAF,

SR 4.27ISE PSNBIEFT R, HFHAI Object , RHEBFF A AMISE PSN IPHitit, ¥, Save



Firewall Management Center Dvandin Ansiysis  Policies Uc\-cca-lmenrr.-wr Doy O @ £ @ admn~ ki

MNetwork Ackd Htwerk * | [ Fier

Acid Ot Show Unused Objects

i e Domer | O, 6 50 00,
Aod Group

A ek BHHED IR OIEERS sk ¥ ireaaas. Natwork oBSct S0 Uted in various pacEs,

N FUbS, MDY ubis, AODwOr Sse s

Griy Rosm

New Metwork Object (%] n,.,..c. v
n

-l 00000 Network §o -
Mame

ISE_PSN_

Description

Metwaork
#) Host Range Network FOQDM

| |

Allow Overrides

FMC_Add Object ISE

EHE . S EIObjects > Object Management > VPN > Group Policy. %, Add Group Policy® FiDNS/WINS , #AJS1EPrimary DNS
Server FIEEDNSIRS BRI R, ? ? REE T . Save

Firewall Management Center o

Overview Analysis Poicies Devices Integration Depioy O @ O @  samnw g

Group Policy

but and vahue pains, sored i

LAHGmPakcy Add Group Policy -] 7

Duescriptian:
General  Secure Client Advanced

WP Protocols Primary DNS Sérver

B Acdness Pools

Secondary DNS Serer:

Banner
|+
Primary WiNG Server;
Spit Tunmeding ;
Socondnry WINS Server
|+
DHCP Network Scope
|+

Drefauit Domain

FMC_Add_Group_Palicy



AE  BRVPNA KRS A 68 F B DNSHRSS 85 7T AR AT | SEZ F i VB &L ] FQDNFlenroll.cisco.com,

FEARL . SMEBIObjects > Object Management > Access List > Extended, #i7. Add Extended Access List

. Firewsll Management Center Overdew Analysia Poisins I. .
"
1

S 6NARBHEELACLINE . LBMRSASISERNEEXHFFRHNBHER, £E. Add

F:‘tendEd :l -



MNew Extended Access List Object

M

l redirect 1 ]

Entries (0)

Sequence  Action Source Source Port Destination Destination Port

Mo records to display

Allow Cverrides

FMC _Add Redirect ACL Part 1

Application

Users s0T

Cancel Save

HPR 6.2 [HIEDNSRE., R{EISEPSN IPHrutHREAR RS2 | R ESBREEEEEE 2. ATERRE, XFMEEE

M. ¥, Save

Add Extended Access List Entry

Action:

© Block " I

Logging:
Default hd

Log Level:

Informational v

Log Interval:
300 Sec.

Network Port

© Application @ users © Security Group Tag

Awvailable Networks (™ =+ Source Networks (0)

‘Q, Search by name or value any

Add to Source

IPvd-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPvG-IPv4-Mapped
IPvi-Link-Local

IPv&-Private-Unigue-Local-Addresses

IPvG-to-IPvd-Relay-Anycast

Enter an IP address

FMC_Add Redirect ACL_Part_2

(7]
Destination Metworks (1)
ISE_PSN_ _. ]
|| Ada | | Enteran IP address [ Add

Cancel




Name

rediract

Entries (4)

Block  any-ipvd ISE_PSH,
y=iF

P " DNS_over_TCP
& Block fJ‘-; :::—:-r UDP
3 @ Block FTP,
Allw  any-iped any-ipwd

Allow Owverrides

AR WEEBACLRAIFH BARFTPREIRARS 3 R B,




S8 7. S EIObjects > Object Management > RADIUS Server Group, #.i5, Add RADIUS Server Group

£h Firewall Management Center Overview  Analysis  Policies  Dewices Integration Deploy O @ -
|

= RADIUS Server Group
|

RADIUS Server Group Objects contain ane o mare references to RADIUS Servers. These AAA servers are used 1o authenticate users logging in through Remote Access VPN connections.

Hame

FMC_Add New_Radius Server_Group

S| 7ARMEI, KEEnable authorize only, # & Enable interim account update, 2 Enable dynamic authorization.

Add RADIUS Server Group (7]

Name:*

rtpise

Description:

Group Accounting Mode:

Single v
Retry Interval:* (1-10) Seconds
10
Realms:
v

Enable authorize only

Enable interim account update

Interval:* (1-120) hours

|24

Enable dynamic authorization

Port:* (1024-65535)
f ]

Cancel Save



FMC_Add New Radius Server_Group Part_1

S8 7.2% HPlus BARR I M radiusBR S5 88, 12151 SE PSNIP Address/Hostname, Key. 3% specific interfaceit {TiE#E, i%#FRedirect
ACL., RfE , EEiSavelr FH Wradiusii SR, A5, BREEiSave , RENHRADIUSHRS2R4E,

Add RADIUS Server Group

Enable authorize only
Enable interim account update
Interval:*

24
Enable dynamic authorization
Port:*

1700

Merge Downloadable ACL with Cisco AV Pair ACL

o After Cisce Befere Cisco AV Pair ACL

> AV Pair ACL

RADIUS Servers (Maximum 16 servers)

IP Address/Hostname

FMC_Add _New_Radius Server_Group_Part 2

) New RADIUS Server

1P A Hostname:®

Authentication Port:™
1812

Key:*

Conficrn Kay:-*

Accounting Port:
1813
Timeout:

10

Connect using:

Routing ® Specific Interface

inside_zone ||

[ redirect - |

S 8 SR RObjects > Object Management > Address Pools > IPv4 Pools, 2 #Add IPv4 Pools3 2 Name, | Pv4 Address Rangefl

Mask, ? ? AR5 % . Save

IPv4 Pools

posture,_pocl 87,0

FMC_Add_Newpool

Firawall Management Center o0, aunes  poices  Dwicas

Pud pocl conaing st of IPvd sddresses, it is used foe managementdisg

Intpgragon

pnastie wnerlace with chasterng, or dor VPN remote sccess probles

Add IPvd Pool

posture_pool

Description

Pvd Address Range®
192.166.6.30-192.168.6.100

1 ipaddr-ipaddr e.g., 10.72.1.1=10.72.1.150

Allow Cverrides

L] Conhgure davice ovarmides in the sddness pool obsect 1o
avaid IP address conflicts in case of object i shared across
multiple devices

» Owerride (0)

Doy @ @ 0 @

Add IPvd Pools

@, Fiter

Dinplaying 1 - 2 of 2 rows

[

Fage 1

su

s u

S 9 S FCertificate Objects > Object Management > PK| > Cert Enrollment, # @5Add Cert Enrollment, RRE—1NEF , REE



Enroliment Typer %2 Self Signed Certificate, 2 7 Certificate Parametersik 1 -+ F 12 £t Common Name# Country Code, ? ? A/G#¥ &
.Save

Firewall """‘",'“U“"'”"'L Center Ovendow  Ansbpls  Policles  Deviees isegration Doply O, @ £ @ fangai . ol
SarEmoliners o

e Speciod CA. Thase Sctivitios occur in

A comhes agning Reguests (C5Rs) snd obtuising ker

...... Tim:
Add Cort Enrgliment @ Add Cert Enrallrment [ e -
Marme* —— ot 28
dama_vpn - T

Descrigton

Chidormation  Conticans Parametors Ky Revocation CA omation Ky  Rewoeston

Envolmant Typa: Include FOON: | Don't wse FODM in cerifcate =

4 Gommen Nama (CH} s mandatory for saif-signed certcate that is used in flamote Access Inchace Device's IP Address:
L wonfgere CN, pase navigats 1o cate Parameters’ fab.

Commaon Mame (CH): | demo. exnmgle com
Nipkdation Lisage: B Psec Chant S5L Cliant S5L Sarver l

Oegarization Una (OU): |
Degasization (0]
Locality (L]

Saate [5T);

fontry Gode (G | GN

T TET

Inehuse Davices Sorsl Nusbar

Bbow Overrides Allovs Overrides

Displarging 1 - 3o 3 roes Fagn |1 ol 1

FMC_Add_New_Cert_Enrall

S8 10 S ZElDevices > Certificates, M A , EDevice FIEFRFTDE#: , ECert Enrollment TR A IE EHEM. #£F. Add

[} Firewall Management Center Overviow Anatsis Pokicies Objects Integration Deploy O, @ & @ fangei il
Al Caniteates B

Domain [ ATy \dsming Conibeats Expiry CA Comiheats Explry Stana
. &
Add New Certificate [+] Y
o (& + 1]
8 L PCT
Add a new centificate to the device using cert enrollment object which is used to
generate CA and identify certificate. -
Lo
Devica®: "
I Postura-FTD-CML27 v |

Cert Enrollment*:

demo_vor| v

Cert Enroliment Details:

Mame: demao_vpn
Enroliment Type: Self-Signed
Enrollment URL: NfA

Cancel

FMC _Add New Cert To FTD

S 11 BfnZlDevices> VPN > Remote Access, #i, Add

SB MARMEEIH , HEFTDHRINFSelected Devices, #ifi, Next



1, Firewall Management Center

Overdew Analysis Pokcies Devices Oingects. Inregration
Remote Access VPN Policy Wizard
@ Foscy Assignment 2 | Connection Proble 3| Securs Clent 4 | Access B Certificase 5 | Summary

Targeted Devices and Protocols

This wizard wil guide you through the required minimal sieps to conhgure the Aomobe
Aezaus VPN palicy with & rew user-dohned conneetion prokle,

Dwscription:

VPN Protocols:

@ sa
MG Prec-mivi
Targeted Devices:

Moenilably Devices

O Search

Splpcted Divices

Postura-FID-CARLZT §

WFH-FTO-Posture-CML;

FMC_New_RAVPN Wizard 1

Before You Start
Bedore you stan, ensure the following configuration

hpenents 19 e in placs 10 complats Romots AZcess.
VPN Policy.
Authentication Server

Conlgguns LOTAL &7 Risslivs o RADISS Sy
o 550 1o authenticate VPN clents.

Secure Client Package

Make sure you hine Secure Chant package for VPN
Clant dowricaded of you have the relnvant Gisco.
credentials to download it curing the wizard.

Davice Interface
Intirtacas Should b already conbgured on targeted

denices S0 that they £an be used as 2 Seourity Zone
of interface s 1o onable VPN accoss.

bepioy 0. @ & @

Cancel |

S 11.24E Authentication Server, Authorization Server, Accounting Server %2 LA BT B B MradiusiRE 854 . B TR A E.

- Fireviall Management Center

Overview Analysis Poiicies Devices Oijesces Inngeaticn
Remote Access VPN Policy Wizard
1) Poliey Assigeeneen 1) connoction protse 3| Secum Cliom & | Ageoss & Corsfieato 5| Suemmary

Famas
Uer

Connection Profie:

1 e U=
-

A

Conrmction Profiles spocity the i for 0 WPN

= —

1@ Crnating the

el e, how AAA, i accomplshid and how addresses are assigred. Thay also nclude user atiribulos, which

ane dehned in group policies

Connaction Profie Mame:® | posture_vpn

I @ This nama is configured & 0 connection Aliag, it Can b used 1o CONNECT 13 the VPN patoway

& g (AL
Specily 2 . certificates or both], and the AAA servers that wil be used for VPN
connections.
Authentication Method: | AAA Oinly -
I A aticen 5 ripise *| + |

Faltusck to LOCAL Authantication

I Authorization Server: rpise

7]

I Accounting Server | pisy | 4+ |
Client Address Assignment:
E T D TP PSR e I ddim s e U i ntan mam

FMC_New RAVPN Wizard_2

ooy Q @ @

| Cancet |

R 11.37E1Pv4 Address Pool s 3£ #2 LA BT Bl & 9 3t  #R.  7EGroup Policy FIE R A BT Bl E AV 4H R A&, % diNexto

admin

Beimin

Back |

e

il SECURE




Degiy O @ £+ @ sdmin~ b secung

Firewall Management Center Overdow  Analysis  Polcies  Devices  Objects Indogration
Remote Access VPN Policy Wizard
1) Palicy Assignment Q) comacton Prots 3 | Securs Clont 1 Aczuss & Corsicann 5 Summary
Acxounting Server Apise +| +
Cliant Agdrass Assignmant:

Elient IP ackdrass can be assigned from A serves, BHCE server and I address pools. When muliple opiions ar
seducten. IP addioss. is et af ., DHCP server and P acdnss pool

Use i Server (Realm or RADILS only) @
Use DHCP Servers
Use I Address Pools

v Address Pooly: | posturs_pool s

1PvE Address Pools:
Group Policy:
A i olty b 8 Cbction of uih-Sreted Bisaion pltint whith dnk ss8igned 1 Slest whan & VN

connection is establisher. Select of creabe 3 Gr
Iﬁm-\.a Posicyr™ [ Ronn_0p bl o3 |

Edit Group Policy

: e : o l

FMC_New RAVPN Wizard_3

S 11 4EPLINUERRIEENE, $£h, Next

' Coploy O WP 1 @  adwn e cpcipe

3 F.rrE?NaII l\_.lanalglan_nelnll:‘_‘enlm G P Folcia  OelEs D [—

Remate Access VPN Policy Wizard

1) Paiiy Assigrmant 2| Conneetion Prosi 'mnchm 4 Azcoss & Confican 5 | Susmemary
L]
r o e . O
i Seuns Clent - o . Cerporsts
Ana
Secure Client Image
This WPN gateway can ssomatically downioad the latest Secure Client package 16 the chent device when the VPN
initiated. ¥ choosing the O for package.

IDownioad Secure Clent packages from Cisco Software Downdoad Center.

Show Rigverder butions =

Secure Chant File Dbjet Name Secwrs Clien Pasckage Name Operating Syssem
chant_mage inoo-sacun-chont-win-5.1.3. 62 -wabdepio Windows -
B _5_1_3_62 o e - chont-braabd <51 382 -wabd. .. Linux b

Canoed | [ Back
FMC_New_RAVPN Wizard 4

SR 11.5%EBVPNIEZEOMNED, EREFISHEFTD LEMUEREM. £, Next



= Filewa!l_Management Center

| Ovendew  Analysis Pulicies Devices Objects  teggration
Remote Access VPN Policy Wizard
) v 2 Profike 1) Sscure Client omkmm 5 | Summary
°

PR

=i = . vtside "

[ t treica

A

MWetwork Interface for Incoming WPN Access
Sebect o creste s Interface Group of 8 Secwity Zone that containg the netwerk intefaces wann
i

]

® Enable DTLS on member interaces

Interta: ol Socurity Zone:®

cutside _rone

dh A the devices mest have interfoces as part of the Interface GroupySecurity Zone selected.

Device Certificates

Duvica corsificatn (sl calied idontity cantifcate) identies the VPN gatewary 12 the remote sccess
clutnis. Sekect a ceriibcate which |s used fo authenticate the VPN gaimway.

[Ceﬂilncme Envgiment * dema_vpn

123 Envcll the selected certifcacs Gbiec: on I Wrgel devices

Access Control for VPN Traffic

Al decrypled eraffic in the VPN tunnel is subjecied b the Access Control Policy by default. Seiect

i3 option 16 bypass decrypted e from the Ascoss Control Py

[ iypass Access Controd polkcy for decrypted trafic (sysopt parmit-von]

FMC_New_RAVPN Wizard 5

vepoy O, @ & @

SR MOERENH LBRBINEXES . MR —LIEE , FEEHFnish, MRFEEREMNR , 5% HBacko

Firewall Management Center

W Crvervien Aralysis Polcles Devices Oibjects Integration
Remote Access VPN Policy Wizard
1| Policy Agsigernend 2 | Connection Profile 3 | Secury Cliers 4 | Actoss B Corcate .W\t

'y
Ramate
User

Secuwe Chent -

Remote Access VPN Policy Configuration
Firowall Maragerrs Gontor wil conbgun an RA VPN Polley with the following settings

Nama: podbun_vpn
Dinvice Targets: Posturs-FID-COALT
Connection Profie; poatune_vpn

Connection Allas: postur,_vpn

AR

Awtheriication Mathod:  AAA Oty
Authentication Server: NP (RADUS)
A i Sarv ripine
Accounting Server: s

Address Assignment

Acidiress brom ARA: -
CHCP Servers: -
Address Pools [Ped);  POIRS_DOY
Address Pools [(Pv6), -

Group Pokicy: posture_gn
Secune Chant Images Bnux_5_1_3_62
Imortacn Dyt utside_one
Device Gerficates: demo_vpn

Duevice identity Centificate Enroliment

Certicate enrcilment object ‘demo_vpn’ s not instaled on one of mone targesed

= 2

N
Devics
AsL

Additional Configuration Raquirements

Al the wited  completes, the
conbiguration needs bo be completed for VPN o
ek o 0l cevice Lgets.

0 Access Contrel Policy Update

A Access Coniol e meal B dofined 19 alkow
VPN traffic on ol tangeted devices.

0 MAT Exemplion

¥ MAT is anabled on tha targuied devices, you
must defre & AT Policy 10 exsmpt VPN rafic,

@ DNS Configuration

To resoba Postname speciled in AAA Senwrs
or CA Servers. configure DNS using FlenCondg
Policy on the mrguind devices.

@ Port Configuration

551 will be erabled oo port 443,

Prac-iEvE uses port 500 and Cllert Sarvices
wil be enabled on pon 443 for Sacure Clant
image dowscad RAT=Trmversal wil be erabled
try et and will use port 4500,

Please ensure that thess ports ane mot used in
HNAT Policy of other services before deploying
the conhguration.

A Hetwork interface Configuration

| cancer

admin

Eack

bepiy O, @ 0 @ admiae

‘Hide SECURE

FMC_New_RAVPN_ Wizard 6

ST A12EHEEHBRFTDATRIZRIHEVPNEE,

Cancel




Firewall Management Center

Overiw  Ansiyiis  Policies  Devies  Obieen S———
R
posture_vpn a Advancad Depioy | i (] ignorm waenings
Wy -
poFtung test
.pasmm-rm-cmzr | oy o ppionmans
Connaction Prodig ACcuss Imodsces Actvanced
+

Hama ARA G Policy

AL B
Dl WEBVPNGroup Authorization: am

AL

Authentication: ripise (RADILIS)
posture_vpn Authorzston:  nipise (RADILS) iy poasn_go 1 selscind | @ 1 pending . o

Accousting:  ripiee [RADILS)

FMC_Deploy FTD

ISEEHEE

S, 13 SfEIWork Centers > Posture > Network Devices, #i#, Add

Work Centers / Pagture

J|  Bookmarks Dverview Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

BE  Dashbosrd

Network Devices

i Context Visibility

Salested 0 Tats 4
A, Operations
Il Policy
Name -~ IP{Mask Profils Nams Location Typs Description
A Adminisiration
] 2 Cisco Al Locations Firawall
. g Cisco Al Locations Firewall
O Wz, . & Cisce Al Locations Firgwall
Tk tive Hel
L O o 2 Ciseo Al Loeations Firawall

ISE_Add_New_Device

S8 13. 142 4t Name, IP Address3t [ 3R B TUH .,



abaln |dentity Services Engine Work Centers / Posture

c15€0

) Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
=
rk Dewvices List » New Network Device
1l
o

Network Devices

| MName posture-FTD
Description
2
Al
i IP Addresz - P . e I3z o
?
Device Profile 2% Cisco ¥ O
Modal Name v
Software Version w

Network Device Group

Location All Locations ~ Set To Default

IPSEC Is IPSEC Device ~ Set To Default

ISE_Add_New Device 1

SR 13.2i% BRADIUS Authentication Settings& i%4E, 32 Shared Secret, #, Submit

Werk Centers / Pegturs

[ Jre—— Guerwiew  WetworkDevices  CdentBuovisioning  Poiley Blemests  Poatwe Poliey  Poiley Sets  Trowbieshoot  Repets  Semiings

5D Dasnbsans cation Sottings

i Combext Vielity

RADIFS UDF Settings

% operaiens
Protocel -

Une Second Shared Secret

3 Work Canters Sacond Shaed
Sacre
ok Port unon
Walivactive Help

RADIUS DTLS Settigs

DTLE Requieed
S Secral  eacwnis
o Bert 2048

e CA of 15T
Camficates for Cak SECLE requieed (optonal)

DHS Mima
General Settings

Eratle Ny Wi

iy Eneryistish By

e
Buthanticater Cose
ey

Koy Ingrat Format
O ASCH () HERADEGIUAL

TAGAGS Authentication Sottings

~ SNMP Settings

Advariod TrustSec Settings

ISE_Add_New Device 2

S8 14 MCiscoB 4t T 5 T 8 B 4 2 & Frcisco-secure-client-linux64-4.3.3139.0-isecompliance-webdepl oy-k9.pkg , Bid ¥\ T 304
mdSR M S CiscofitF THRMEE , RBRXGTF. BSESR1PRINT 5 M8 B Ficisco-secure-client-linux64-5.1.3.62-


https://software.cisco.com/download/home
https://software.cisco.com/download/home

webdeploy-k9.pkg.

S, 15 S EIWork Centers > Posture > Client Provisioning > Resources, #i7, Addi%#¥. Agent resources from local disk

' ldentity Services Engine

Work Centers / Posture

|} Overview Network Devices Client Provisioning Policy Elements Posture Policy
-
- Ciient Provisioning Palicy

Resources

1l | Resounces
o

Client Provisioning Portal

O Agent resources from Clsco site
a
O I Agent resources from local disk I
Al =
B Native Supplicant Profile
| Agent Confliguration
2 m) Agent Poeture Prafile
AMP En; Profile

| 3.1.3.062

] CiscoSecureClientDeskioplinux 5.1.3.062

Ci limntCo indows 4,3.4015.8192

Ci lientCi oduleLinux 4.3.3139.0

CiscofgentiessWindows 5.0.03061

CiscoAgentlessDSX 5.0.02061

0O o0 0 0

CiscoTemporalAgentWindows 5.0.03061

CiscoTemporalAgentOSX 5.0.03061

ISE_Upload_Resource

Policy Sets Troubleshoot

Type e
WinSPWizard

Natlve Suppiicant Pro...
Native Supplicant Pro...
MacOsXSPWizard
CiscoSecureClientDe...
CiscoSecureClientDe...
CiscoSecureClientCo...
CiscoSecureClientCa...
CiscoAgentiessWind...
CiscoAgantless05X
CiscoTemporalAgent...

CiscoTemporalAgent...

Reports

Version

3.2.01

Mot Applic...

Mot Applic...

2.7.01

5.1.3.62

5.1.3.62

4.3.4015....

4.3.3139.0

5.0.3061.0

5.0.3061.0

5.0.3061.0

5.0.3061.0

Settings

Selected O Total 16

Last Update

2023/07/04 06:54:02

2016/10/07 04:01:12

2023/07/04 07:55:16

2023/07/04 06:54:02

2024/05/08 10:20:06

2024/05/08 10:31:28

2024/05/08 10:26:57

2024/05/08 10:34:00

2023707704 06:54:10

202307704 08:54:14

2023/07/04 06:54:03

2023/07/04 06:54:07

Description

Supplicant Pror
Pre-configurec
Pre-configurac
Supplicant Pror
Ciseo Secure ¢
Cisco Secure (
Ciseo Securd
Cisco Secure €
With CM: 4.3.3
With CM: 4,3.2
With CM: 4.3.3

With CM: 4.3.3

$ IR 15.11%4% . Cisco Provided Packages o Choose File L 1% cisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkg. 27, Submit

Identity Serv

J| Bockmarks

B  Dashbaard Cha

rinning Policy
Dt Agent Pasouwces From Local Disk

Work Centers / Posture

Al T Brsourcas
o e LY . . Agent Resources From Local Disk
gt Privvislioning Ports
4, Operations
1) Policy
Category | Ciggo Provided Pac kage - |
&,  administration
Al Work Cantars I Chodse Fie | socura-_oploy-k9 DK:I

7 Interactive Help
w Agent Uploaded Resources

Name

Type

psktoplin,  ©

ISE Upload_Resources 1

Version Description

5.1.3.62 Ci




AE . EE 5% 14. £ cisco-secure-client-linux64-4.3.3139.0-isecompliance-webdepl oy-k9.pkge

$ 16 SR EIWork Centers > Posture > Client Provisioning > Resources, #, Addif#®.Agent Posture Profile



ldentity Services Engine Work Centers / Posture

] Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Clini Provisioning Policy

P | =S Resources

Clignt Provisioning Portal

.\ Selected 0 Total 16
4 Ade
2 o Agent resources from Glsco sie i ol Lastbipaata DascHviion
Agent resources from local digk oSecureClientDe... 5.1.3.62 2024/05/08 10:31:28  Cisco Secure Client for Ii...
al
Nathwe Supplizand Profile ve Supplicant Pro... Net Applic... 2016/10/07 04:01:12 Pre-configured Mative 5...
O Agent Configuration oSecur¢ClientCo... 4.3.3139.0  2024/05/08 10:34:00  Cisco Secure Client Linu...

2 O ntPrafile Not Appllc... 2024/05/08 10:37:17

AMP Enabiur Prafila
EEERES mProfile Not Applic... 2024/05/16 15:15:49

ISE_Add_Agent_Posture Profile

S8 16.112 4 Name, Server namerules , FHFRIREB L RB N ERINE. £, Save

5 : linux_agent_profile

RS ER B FMM : *.example.com

Identity Services Engine Waork Centers / Posture
) Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
LH Cli Pravisioning Pall
= servisioning Pol
IsntPrevisianing Paficy: 5E Posturn Agort Profiln Settings  New Profiie
1l | Ressurces
& .
Client Provisioning Porial ngent poeture Pmrlle
\ Name *
l linux_agent_profile
Deseription:
F |
Al
Agent Behavior
0
Paramater Valus Description
Enable debug log No b Enables the debug leg on the agent

ISE_Add_Agent_Posture Profile 1



Work Centers / Postu

Al

Overview

Metwark Devices

Client Provisioning Palicy Elements

Clignt Provisioning Policy

| Resources

Posture Protocol

Cliem Provisioning Portal

Posture Policy

Policy Sets

Farameter Value
PRA retransmission time 120 sEC5
Retransmission Delay =] sees
Retransmission Limit 4
Discovery host
Discovery Backup Server List y )

Choose
Server name rules * * axampla, cam|
Call Home List
Back-off Timer 30 s0E8

ISE_Add_Agent_Posture Profile 2

Troubleshoot

Reports Settings

Description

This is the agent retry period if there is a Passive Reassessment
communication failure

Tirme (in secondz) to wait before retrying.

Number of retries allowed for a message.

Enter any P address or FQDMN that Is routed through a NAD. The NAD
detects and redirects that hitp traffic to the Glient Provisioning
portal,

By default, AnyGonnect sends discovery probes to all the Gisco ISE
PSNs sequentially if the PSN is unreachable. Choose specific PSNs
as the backup list and restrict the nodes to which AnyConnect sends
discovery probes.

A list of wildcarded, comma-separated names that defines the
sarvers that the agent can connect to. E.g. " *.clsco.com”

A list of IP addresses, that defines the all the Policy service nodes
that the agent will try to connect to if the PSN that authenticated the
endpoint doesn't respond for some reason.

Agent will continuously try to reach discovery targets (redirection
targets and previously connected PSNs) by sending the discovery
packets till this max tirme limit is reached

SR 17 S BIWork Centers > Posture > Client Provisioning > Resources, # . Additi®.Agent Configuration

Work Centers / Posture

Al

Overview

Network Devices Client Provisioning Palicy Elements

Client Provisioning Policy

| Rosources

Resources

Cliant Provisioning Partal

L Add

O Agent resources from Cisco site
Agent resources from local disk
Native Supplicant Profile

0O Agent Posture Profile

AMP Enabler Profile

ISE_Add_Agent_Configuration

S| 17 2B B ¥

HER .

ERAEE : CiscoSecureClientDesktopLinux 5.1.3.062

s : linux_agent_config

Posture Policy

oSecureClientDe...
we Supplicant Pro...
oSecureClientCe...
ntProfile

AtPrafile

A HMAEIR : CiscoSecureClientComplianceModuleLinux 4.3.3139.0

1% E%4E VPN, Diagnostic and Reporting Tool

Be B X IE R ISEL IR T £ W © linux_agent_profile

Policy Sets Troubleshoot Reports Settings
Selected 0 Total 16
rd

Version Last Update Description

5.1.3.82 2024f05/08 10:21:28  Cisco Secure Client for li...

Mot Applic.. 2016/10/07 04:01:12  Pre-configured Native 5.,

4.3.3139.0  2024/05/08 10:34:00  Gisco Secure Client Linu...

Mot Applic... 2024/05/08 10:37:17

Mot Applic... 2024/05/16 15:15:49



B&, Submit

Identity Services Engine Work Centers / Posture

[ ] Overview Metwork Devices Client Provisioning Palicy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
=
- Cikgnt Provisiening Policy
3l | Resources * Select Agent Package: CiseoSecuraClientDeskiopLinuy 5.1.3.062 w
o
Client Provisioning Portal * Configuration

linux_sgant_config

\ Narna:
|

Description:

Description Value Notes

* Compliance .
Module

npliar inux 4.3,

Cisco Secure Client Module Selection

ISE Posture

Secure

Firawall O
Posture

Metwaork

Wisibility D

Diagnostic
and Reparting
Taal

Profile Selection

[‘ ISE Posture  linux_agent_profile hd I m
Cance!

ISE_Add_Agent_Configuration_1

$B 18. S EIWork Centers > Posture > Client Provisioning > Client Provisioning Policy, EAEM#IN & # KR s EEdit . & . Insert

new policy below

Identity Ser Work Centers / Posture
] Ovarview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
= F — = "
|| Shant Provionhi Pellcy | Client Provisioning Policy
1 Resources
e

Cllant Provisioning Partal Defing the Client Provisioning Policy to determing what users will receive upon login and user
X For Agent Configuration: version of agent. agent profile, agent compliance module, and/for agent customization package:
For Native Supplicant Configuration: wizard profile andjor wizard. Drag and drop rules to ehange the order.

] Windows Agent, Mac Agent, Mac Temporal and Mac Agentiess polickes support ARMEL, Windows policies run separate packages for ARMA and
Intel architeetures. Mac policies run the same package for both architestures.
F For Windows Agent ARMES policies, configure Session: OS-Architecture EQUALS armB4 in the Other Conditions column,

Mac ARME4 policies require no Other Conditions armGd configurations.

W you configuie an ARMEA cliem provisioning palicy fod an OS5, ensure that the ARMEA palicy is 81 the 1og of the condilions lis1, ahead of policies

Al withaut an ARMB4 condition, This is because an endpeint is matchod sequentially with the policies listed in this window
w
0
Rule Nama Identity Groups Operating Systems Other Gonditions Rasults
B W5 Any Apgle 105 A1 Candition(s) t Clsco-1SE-NSP Edit
] Android Any Andid Conditian(s) t Clsco-1SE-NSP

Duplicate abave

Duplicate below

inser new policy above

ISE_Add_New_Provisioning_Policy



FR 181 BERARFE :

B FR : Linux

BERS  Linux All

458 - linux_agent_config

B #Done M Save,

Work Centers / Posture

] Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

|| ctan rerining oty Client Provisioning Policy

Reesources

Gllant Provisioning Fortal Dafing the Cliont Provisioning Palicy to determing what usars will roceive upon kgin ond user session initiatian:
% Far Agent Configuration: version of agent, sgent profile, agent compliance madule, AnS/or 3gent CUGMIZAton package
For Native Supplicant Configuration; wizard profile andfor wizord, Drag and drop rules te change the arder,

L] Windaws Agent, Mac Agent, Mac Temparal and Mac Agentless policies support ARME4. Windews: poli
Intgl architectures, Mas pedisies run the same package for both architectures.

F] Far Windows Agent ARMEd palicies, configure Session: OS-Architecture EQUALS armG4 in the Other Gonditions column.
Mac ARMB4 policies require no Other Conditians wd configurations.
If you configure an ARMES client provisioning policy for an 05, ansure that the ARME policy is at the top of the conditions list, ahead of policies

s run separate packages for ARMA and

Al without an ARME4 condition. This is because an endpaint is matched sequentially with the palicies listed in this window.
w
i Ruls Name Identity Groups Operating Systems Other Conditions: Results
- | o5 Any Appile 105 A0 i Condigion(s) Chco-ISE-MIP Edit
- | Androkd Ay Android Candigion(s] Chico-I5E-N5P Exit
| Linuz Any Linux All Candition(s] linux_sgant_config Edit

ISE Add_New Provisioning_Policy 1

S8 19. S EIWork Centers > Posture > Policy Elements > Conditions > File, 25, Add

Ceonters / Postu

[ ] Owerview Network Devices Client Provisioning Paosture Palicy Policy Sets Troubleshoot Reports Settings

=
— . . aps
File Conditions
o Anti-Matware
* PR Seloctad 0 Total 385
Ani
1 Appbesssn
Nama Dascription Filo namo Gandition Typa
1 Compurd
Dicsonary Compound O M50 Cieco Prodefined Check:... SYSTEM_PROGRAMS'C.. Ciaco-Defined
Al s -
DNy Spl ) 5.M5..  Clsco Procefined Checis.. SYSTEM_ROOT\sysnativ.. Gisco-Dafined
Disk Eneryption
o uit.. Clsco Predefined Chesic.. SYSTEM_32Umagehipdll  Ciaco-Dofined
External Dataora
| o M. Clsco Pragofined Chaci... SYSTEM_ROOT\sysnatlv.. Cisco-Defined
Finwurs O istaB4_KEEIS902_MS0.. Giseo Precelined Check,, SYSTEM_ROOT\winsxs\a,, Cico-Dofined
Haidwide AlFRales
0 W10_64_1709_K845803,.. Clco Prodefined Chesk:... SYSTEM_ROOT\sysaathv.. Cisco-Dafined
Pateh Masagiment
o WE1z0.. Cisto Praselined Chesic... SYSTEM_IZiWitrustdll  Cisca-Dafined
Regeaty
Soren O pe_WI_KNZRRI0TE_MS13-...  Cieco Predefined Check:... SYSTEM_3\Scrrun.dil Cisco-Defined
O v CGisco Precefined Checic...  SYSTEM_ROOT\Syswo.. Cisco-Defined
vse
O eewrchzesisin_usiz.. Clico Prodefined Chasks,. SYSTEM_IZWIZEsys  Chcs-Difned
O oewio_eesossass Cisco Precefined Checic...  SYSTEM_3Z|Edgenimldll  Cisco-Defined
Remedistians
O W KB304 Cisto Procelined Check:,, SYSTEM_ROOT\sysnal Ciace-Defined
PR
! & daco-
A oS [ Glsco Prodefined Chec SYSTEM_ROOT\sysnativ...  Clsco-Defined
Authariration Profies O w J2E11_ME...  Cised Precefined Chasic.. SYSTEM_RODT\Syssstiv.. Cice-Dafned
Bommisadsbin ALy [ eewr cnaomsor_wsis-., Glsco Prodefined Chesk:.. SYSTEM_32\Wind2esys  Gisco-Defined

ISE Add_New File Condition

FR191 BEFARFE :

A% linux_demo file exist



BERS : Linux All

KR FileExist

X HB%4E - home, Desktop/test.txt

XHEEN  FE

B, Submit

i Identity Services Engine

() Ovarview Hetwork Devices

Conditisns

Anti-Msiwarn

Xy Antl-Spyware
Anti-Vinis

{ pro—

i Compound

Dictionany Gomesund
l Dietionaey Simple

Disk Encryasion

Extemal DasaScurce

I Fil

Fitmat

Hardwarn Astributes

Fatch Management

Rotugiany.

Striga

Service

use

Ramadiariaas

Requiremants
ABywed Protecals
Autharization Profiles

Downioadable AGLE

Client Provisioning Poliey Elements

Boarer Filg Condiion

Posture Policy Policy Sets

File Condition

Nama * linux_demo_file_exist ]
Description

I' Oparating System Lirna Al

Compliarco Modulo  Amy version

Work Centers / Posture

Troublashoot Reports Sattings

* Filo Typé Fiotxisionco
* Filo Path homa I Dsicton/tasttat
I‘ File Oparates Exists I

ISE Add_New File Condition_1

S 20. M ZEIWork Centers > Posture > Policy Elements > Requirements. TEfEMANI B #KE R THEdit » %42 Insert new Requirement
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Script
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a8 for  iMac DS wing Ao te umng  Agest matd ANY_am_mac_leat  then
Aoy A Detwtion_Mae  far  Mae 05X ey 4o [ — mAUH  ANTMmaSON Wen  AnpAMDeTememiiaAs:
Hemaitations oy A inaialinsion Lin  far  Linex Al RO p— wing  Agust maid ANV am_fn_laxi  en  Select Remeciaiions
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ISE_Add_New_Posture Requirement

FR201 BREFARES

B Test_exist_linux

BERS - Linux All

EHMER  4AXxHEEIRAE

RASRE K7

% : linux_demo file exist

& #Done MSave,
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Script

Service
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Samnorizasion Profies

Dwnloadable ACLS

Work Centers / Posture

‘Client Provisioning Policy Elements: Posture Palicy Policy Sets Troubleshoot Reports Settings
ity A

Requirements
Name Operating Systam Complisncs Modubs Poaturs Typs = Acthons
Tosk_uxisi_lnux for  Linux A1 waing  dxor st using  Agent metil  leux_demo_fle_ax ithen  Select Remediations

u

Any_AV_IRslation Wi for  Windsews AN W Do sarier usisg  Agem mathl  AWY_mi_win_ingt  then  Massaps Tt Duy
Any_A¥_Daficition s for  Windews AN wing 3o sariler Agers malll ANT_m_win_gel  then  AmAVDafsrediatosiin
Any_A% Instslafian Win  far  Windswes AN B e usleg  Agest =atl  ANY_si_win sk thes  Masssge Texl Oely
Any_AS_Defiomon Win  for  Wingews AN wung  3xor eariier usg  Agess math  ANT_as_win_del  then  AnyASTefRemedanioniin
Ay _A_isanallation st for  Mat DEX DK ke usig  Agem mall AWY_wmac_inat  then  Messape Ten Oy
Any_A¥_Dafirition Mac  for  Mas 05X wling 3.t cariler uieg  Ages math ANT_sv_mit_oef  then  AmdDefsmediatonie:
Any_A% insistston_ Mse  for  Ms: OEX saing  Jxer eariler urg  Agert matH  ANY_sa_msc_inat then  Mowssge Taxt Osy
Any A5 Detinon Mas  for Mas 05X wHng 3 r eariier ukeg  Agens matH AN amac el then  AmphiDefRemedationkas
Ay AM_bansbution Wi for  \Windeews AN I P usieg  Agem malll ANT_Bmowi_inel  then  Messsps Text Ony
Any_AM_Defisition_Win  for  Windows AN waing Aot usieg  Agest matil  ANT_sm_wi_del  then  AmyAMOw(Remediticiin
Any_AM_tuesbstisn_Mse  for  Ma: OEX waing usng  Agert math  ANY_sm_msc_iewt  then  Massgs Taxt Oy
Any_AM_Dgfeition_Msg  for  Mas DSX [ wping  Agens matH  ANY_am_msc_del  then  AmpAMDeRemadistioiss

Nate:

Dermedistan Athen b fileied baied o5 the osar

iy ipatas and o1

b esa salection

Remedistion Auisns se ol soplicabie lor Aselication Conditions (Esnligured using the Prevision By Cabegery of Pravision By Everything eptions), Hanswars Conditions, and Externsl Dals seurce eositions

Bemediasons Actins are ot

ISE_Add_New_Posture Requirement_1

Dibcabie for Apentiess Postie Type.

Edit

Edit




EE BIBEINLE , LinuxRERR X rshel I A4E 1 3 o

S, 21. S ZIWork Centers > Posture > Policy Elements > Authorization Profiles, #di, Add
FR2I1BEEFARFS :

B : unknown_redirect

£ H & IEHE Web Redirection(CWA, ,MDM,NSP,CPP)

1%3% Client Provisioning(Posture)

ACL : EEM



B : FEFrwmEErs (FA)

* Identity Services Engine

) Overview Network Devices
'E

Conditions w
I"?! Anti-Malware
,\ Anti=Spywate

Anti=Virus

' Application
'} Campeund

Dictignary Compaund
Al Dictionary Simple

Disk Encryption

External DataSource

File

Firewall

Hardware Attributes

Patch Management

Reglstry

Seript

Service

use

Romadiations »

Requiremenis

Allawad Protozals

| Authorization Profiles

Downleadable AGLs

Client Provisioning Palicy Elements
Authorization Profile
" Mame unknown_redirect

Dascription

* Access Type
ACCESS_ACCEPT

Network Device Profile 2t Cisce v i@

Service Template 0
Traek Movement Om
Agentless Pasture 0

Passive ldentity Tracking [ (7)

~ Common Tasks

) veice Domain Permission

‘Weab Redirection (CWA, MDM, NSP. CPP)

Tllent Frovisioning [POsture]

[ static 1P/Host name FQDN

Posture Palicy

ACL redifeet

[ Suppress Profiler CoA for endpoints in Logical Profile

ISE_Add_New_Authorization Profile_Redirect_1

Palicy Sets

Work Centers / Posture

Troubleshoot Reports Settings

~  Value Client Provisioning Portal (def -~



AR MACLEMEEMMSMASFTD LE B/ NACLE FRTHE,

SR 21.2E8Add LI FREMNREN LR UES AR MRNEE XM RIFAEE

Z#5 : non_compliant_profile

DACL%#; : DENY_ALL_IPv4 TRAFFIC

F ¥ : compliant_profile

DACLE# : PERMIT_ALL_IPv4 TRAFFIC



AR FERBEEIGEREEANRTEMLIRIDACL,

22. SfinElwork Centers > Posture > Posture Policy, FEEfAIH NI AR B & d5Edit » 3%£$%.Insert new policy
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ISE_ Add_New_Posture Policy
SW22 1 BERAER :
N E S : Demo_test_exist_linux
BHE  FE

BAERS : Linux All

EAMER 4 xREBIRA
RASRE K7

ER : Test exist_linux

& #Done MSave,
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., Posture Policy (EEI0

Duofirs the Posturs Polcy by coafiguring ruies basad on aporsting system and/or othar candétions. a

(] Paiey Optiors Dafwuit_Fieewsil_Policy_Mse ey Mme 08X A e imter Agent Dedsuin_Firewsil_eguire
1 ment._
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i O Polkicy Options Dalwult_Fiswall_Policy_Win_te Ary g Al o e Tamporal Agant [ Cietaaiin, Firmail Reduire
mporal ment_Win_bemporsd
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ISE_Add_New_Posture_Policy 1

$& 23. SMHEIWork Centers > Posture > Policy Sets, # o7 BAInsert new row above,
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ISE_Add_New_Policy_Set
SR231BEFAGE

REEE R - Firewall Posture

M MEBARZIPHE IS F[FTD IPH#E
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Secure Client

Download & Install

Download Cisco Secure Client and install it on your computer.

Download for Linux

© Instructions

Ubuntu_Browser_VPN_Download_1

T ERHY 344 79 cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh,
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Cisco Secure Client Installz
stc/2/index.html

O & https://demo.example.com/CACHE/s

« C
Library = &)

Organize~ Clear Downloads ' Search Downloads

» (O History
; cisco-secure-client-linux64-5.1.3.62-core-vpn-webdeploy-k9.sh

’ O
9.6 MB — example.com — 11:39
> © Tags
> ¥ All Bo...
@ MSIrucTons
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=) demo.example.com/+CSC

= » O Ol & ttps://demo.example.com/+CSCOE+/logon.html#form_title_text bk, @ @
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General Media Permissions IR

Website Identity
Website: demo.example.com
owner: This website does not supply ownership information.

Page Info — https://demo.example.com/+CSCOE+flogon.html#form_title_text - O x

Verified by: C=CN,CN=demo.example.com View Certificate

Privacy & History

Have | visited this website prior to today? No

Is this website storing information on my computer? Yes, cookies Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords
Technical Details

Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.

Help

Ubuntu Browser VPN_Cert_Download

$] 277 Ubuntu®E P i LT F LK. S Epath home/user/Downloads/ Z 4 CiscoZ £ & F i

<#root>
user@ubuntu22-desktop: ~$

cd Downl oads/

user@ubuntu22-desktop:~/Downloads$

I's

ci sco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

demo-example-com.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

user@ubuntu22-desktop:~/Downloads$




sudo ./cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

[sudo] password for user:

Installing Cisco Secure Client...

Migrating /opt/cisco/anyconnect directory to /opt/cisco/secureclient directory
Extracting installation files to /tmp/vpn.zaeAZd/vpninst959732303.tgz...
Unarchiving installation files to /tmp/vpn.zaeAZd...

Starting Cisco Secure Client Agent...

Done!

Exiting now.

user@ubuntu22-desktop:~/DownTloads$

S 285 FUbuntuF Fim EBIVPNIT FiE$,

<#root>
user@ubuntu22-desktop:~$

cd Downl oads/

user@ubuntu22-desktop:~/DownTloads$

I's

cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh

deno- exanpl e-com crt

user@ubuntu22-desktop:~/DownTloads$

openssl verify denp-exanpl e-comcrt

CN = demo.example.com, C = CN
error 18 at 0 depth lookup: self-signed certificate
Error demo-example-com.crt:

verification failed

user@ubuntu22-desktop:~/DownTloads$

sudo cp denp-exanpl e-comcrt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/DownTloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added

, 0 removed; done.
Running hooks in /etc/ca-certificates/update.d...
done.



user@ubuntu22-desktop:~/Downloads$

openssl verify denp-exanpl e-comcrt

demo-example-com.crt: OK

S 297E Ubuntu® F i £ 3T FF Cisco Secure Client , RS 1V PN 211 # 2 demo.example.coms



Cisco Secure Client = (= &

(@) AnyConnect VPN |~ Statistics @ About

TIr
CI5CO
Connect to: | demo.example.com | 1t
Group: posture _vpn

Username: |sefest

Password: teeseeREETY

¥, Disconnect

Connected to demo.example.com.

Ubuntu_Secure_Client_Connected
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) Device Security Check = @ + - B X
« C Ohttps:ffdemoisa.example.com:8443;’portal,fPortalSe-‘:up.action?portal:eeBQFd ity =

i i 3 e — x
WESRITILSE l°g n to this Page Info — https://demoise.example.com :8443/portal/PortalSetupaction?... - O X

M LG (=]
O kK s =
General Media Permissions BRI

Website Identity
Device Security Check Website: demoise.example.com

. Qwner: This website does not supply ownership information.
Your computer requires s in ) . .
Verified by: CN=demoise.example.com View Certificate
Start Privacy & History
Have | visited this website prior to today? No k
Is this website staring information on my Yes, . Clear Cookies and Site Data
computer? cookies

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between
computers. It is therefore unlikely that anyone read this page as it traveled across the
network.

Help

Ubuntu_Browser  CPP_Cert_Download

S 30.15FUbuntu® 4% £ BYISE CPPIT]FEH,

<{froot>

user @ubuntu22-desktop:~/Downloads$ |s
cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh
demo-example-com.crt

ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

sudo cp ise-cert.crt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/Downloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added
, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

S, 31fEISECPPI I L aEiStart »



(L) Device Security Check % -+

« > C QO G https:;//demoise.example.com :8443/portal/PortalSetup.action?portal=ee39fdo ¥ =
©@ vou must log in to this network before you can access the Internet. X
Client Provisioning
Device Security Check
Your computer requires security software to be installed before you can connect to the network.
Start
Ubuntu Browser CPP_Start
%1 32.Click here to download and install Agent.
() Device Security Check % | + B e &
€= IE https://demoise.example.com :8443/portal/ClientProvisionStart.action?from=C ¥ =
X

©® voumust log in to this network before you can access the Internet.

i 1 - I
cisco Client Provisioning F

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

- + This is my first time here

1. You must install Agent to check your device before accessing the networld Click here fo download and install Agent

2. After installation, Agent will automatically scan your device before allowin
3. You have 20 minutes to install and for the system scan to complete.

Note: With some browsers, when you click Download, the script is directly saved in the configured Downloads folder in your

sysiem.
Tip: Leave Agent running so it will automatically scan your device and connect you faster next time you access this network.

":: You have 20 minutes to install and for the compliance check to complete

+ Remind me what to do next

Ubuntu_Browser_CPP_Download_Posture

$I 331 Ubuntu®E ik LT F 4L, SMZEIEE Zhome/user/Downloads , REIRASER,

<tfroot>

user@ubuntu22-desktop:~/Downloads$ Is
ci sco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denpi se. exanpl e. com 8443_0NcLgcMJRf yZmR6HoL



cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh
demo-example-com.crt
ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denoi se. exanpl e. com 8443 ONcLgcMJRf

user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$

./ cisco-secure-client-ise-network-assistant-linux64-5.1.3.62_denpoi se. exanpl e. com 8443 _0NcLgcMJRf yZnR6Hol

Cisco Network Setup Assistant

(c) 2022-2024 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks
Cisco ISE Network Setup Assistant started. Version - 5.1.3.62

Trusted and Secure Connection

You are connected to

demoise.example.com

whose identity has been certified. Your connection to this website is encrypted.
Downloading Cisco Secure Client...

Downloading remote package...

Running Cisco Secure Client - Downloader...

Installation is completed.

S 34EUbuntuBF FiRUILE |, IRECiscoR 2 B FmHAENITHE,. ISERGRRZ ST EERZERIHET,



Cisco Secure Client — O

(@ AnyConnect VPN |~ Statistics @) ISE Posture ® ~bout

NI
CISCO

Connect to: v It

Conneckt

Ready to connect.

Ubuntu_Secure Client |SE Posture Installed

S8 357 Ubuntuz PP iis EFT FF & UK. SR RIE& 2 home/user/Desktop , i Btest.txt— N304 LUK 2 I SE LBl B B ST 544

<#root>
user@ubuntu22-desktop: ~$

cd Deskt op/

user@ubuntu22-desktop:~/Desktop$

echo test > test.txt
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S 172 UbuntuZ: F 3% 5V PN 382 E demo.exampl e.com,

Cisco Secure Client

() AnyConnect VPN ‘ |~ Statistics @) ISE Posture

I
CISCO

Connectto: | demo.example.com

Group: posture vpn
Username: isetest

Password: seRMdBENEEe

¥, Disconnect

‘ Connected to demo.example.com. \

© About

Verify_Ubuntu_Secure Client_Connected

$£=% : REUbuntuF F i EMISEL IR L 21 EIRE,



Cisco Secure Client - o x

(@) AnyConnect VPN |~/ Statistics @) ISE Posture \ @ About

T
CISCO

A9

Compliant.

Network access allowed.

Verify_Ubuntu_Secure_Client_Compliance

=Y . REISELWRadius3Et B&, SiZEIOperations > RADIUS Live Logs.

aheie |dentity Services Engine Operations / RADIUS
|} Live Logs Live Sessions
=
1 Misconfigured Supplicants Mii figured Davi RADIUS Drops: Client Stopped Responding Repeat Counter

X 0 0 0 0 0
.

Refrash Show Wikhin
i Mever w Latest 20 records -~ Last 24 hours
R 1l
Al
Time Status Details Identity Endpoint ID Profile Status 1 Poliey Authorization Policy
3 w Idontity Endpein ID Endpairt Profile Posture S1atus Authantication Paliey Autharizatian Policy
Muy 29, 2024 DIDB:4E, 798 PM [} 3 atest 2:54:00:1 T:BB:FA Ubuntu-Warkstation  Compliant Firewnll Posture »» Dofault Firgwall Pastuse »» Compliant
May 20, 2024 (9:08:48,798 PM | -] Py CH Firawall Pesture Firawasll Postuse == Compliant
May 29, 2024 09:08:13.570 PM | -] a otest 52:54:00:1T:BB:FA Ubuntu-Warkstation  Pending I 3 Firewall Posture »» Default Firgwall Posture »» Unknawn




Verify I1SE LivelLog

FEME . BEYSSHHEHASMEFTD CLI,

<tfroot>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftdv741>

enabl e

Password:
ftdv741#
ftdv741#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : isetest Index : 33

Assigned IP : 192.168.6.30 Public IP : 192.168.10.13

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 51596 Bytes Rx : 17606

Pkts Tx : 107 Pkts Rx : 136

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

Group Policy : posture_gp Tunnel Group : posture_vpn

Login Time : 14:02:25 UTC Fri May 31 2024

Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb007182000210006659d871

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 33.1

Public IP : 192.168.10.13

Encryption : none Hashing : none

TCP Src Port : 59180 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : 1inux-64

Client OS Ver: Ubuntu 22.04 LTS 22.04 (Jammy Jel |l yfish)



Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62

Bytes Tx : 6364 Bytes Rx : 0
Pkts Tx : 1 Pkts Rx : 0O
Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 33.2

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 59182

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 6364 Bytes Rx : 498

Pkts Tx : 1 Pkts Rx : 6

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4_TRAFFI C- 57f 6b0d3

DTLS-Tunnel:

Tunnel ID : 33.3

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 56078

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 38868 Bytes Rx : 17108

Pkts Tx : 105 Pkts Rx : 130

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4A_TRAFFI C- 57f 6b0d3
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/compatibility_doc/b_ise_sdt_33.html#reference_zvp_mv4_lsb
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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