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https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_compliance.html#Cisco_Concept.dita_484c9ce6-556d-41cf-880b-711ec49aa30f
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
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ACL: deny tcp any
host PSNIP eq 8449

3

ACL: permit lep any
host PSNIP eq 8449

hittps probe to
PSNs new
port i.e:8449

Pending

{9

A57TEH

BLE
RERL R EZFEMEBL

1. AnyConnect& in 2 £ 1T E B X HELE

1AERRISE GUIR |, S EIREE>REE TR>4R>F 7 imBE> 7R,
1.2) 48 2 f£ A B9 AnyConnect£8 i 2 & 1T (4 B i 34 21 & T BC B U4

1.37EAgent BehaviorX 1 , FfPosture State Synchronization Interval& & 73 1F)300% 2 A1 #1E
BE, 0-ZEARSES

1.4 BUUREBRRZE ARV ZNIR-Z2EFIREALIIRREFMEPSN LK iRR S
RS, MRFIEFEFAPSN , MEZENPSNNEERNMZ O RS [/ FTRAERSELSHZH

o
= Cisco ISE Palicy - Policy Elements B O & L5
Dictionaries Conditions Resuits
e L AnyConnect will send periedic probes with the given
interval continuously till valid 1SE is found.
Authentication ¥
Posture State Synchronisation &0 Supported range (= between 0 = 300 seconds. '0° disables
Intarval pariodic probing
Authorization >

AnyConnect sends probes to backup list during discowery
Profiling b Posture probing Backup List 1 PSM(s) phase to find ISE server. By default, if it is empty. It uses all
PSNS a5 a backup Servers,

D " Sat th ber of d dart bund be collected
al the numbear ol aulomate A ndles 1o be collacte
Automated DART Count =] . . " I
during failure scenarios
Ciient Provisloning w
Easounces Warning, prior to grace period Sat how many minutes prior to the end of the grace pariod

1] ming
axpirabion to show tha WarmIng. 0 means do not show Warning.



2. BB A T#ACL(JACL)EABR IE 5 RIR S B 8w A £ Cisco ISER P Im RS EM T EM, BFEE
NBAPSNARMGEEFIELEZE , AELRRSEANERT , hENLHERVACLINEEH
KIRABE S RO , MRENLIRRSELHRANIER , Hl

deny tcp any host PSN1-IP-ADDRESS eq 8449
deny tcp any host PSN2-IP-ADDRESS eq 8449
permit ip any any

permit ip any any T 2 EIMHN |, BU B EEENHESR AT AANE,

X MRAREEJACLFRIdenysk B , N7 Cisco ISERFIE MR £ At & RS E B 4 BR
, FEL IR ERVRSESHWER |, EXICiscorR 2B ImEMB3,

WABLwO ( XEHE A ) ATLAFEClient Provisioning Portal il E M H E X, SMEIEE>ZEZIF
EE>EPRBE>ERAMENIIF>IFTANRERE , ARTAINFRE. TEAERBRIAEF
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= Cisco l: Administration - Device Paral Manageament

Blocked List BYOD Cenificate Provisioning Client Provisioning Mobile Device Managemeant

Portals Settings and Customization

Client Provisioning Portal [default) Diefault portal and user eéxperiencd use:

anguage File W

Portal Behavior and Flow Settings Portal Page Customization

Portal & Page Settings

Portal Settings

B443

B448

ISUF
5k EDARTHRZH 2

My Davices

Custom Portal Files Seltings

Client Provisioning Portals Flow (base

B EEDARTHEHATHHNERZLE FimRSER BE(AnyConnect_ISEPosture.txt) , AIANE

FimRIPRAE D
1. RBTETR , REREH,

2022/11/09 12:22:47 [Information] aciseagent Function: Authenticator:

2. RBSRERBESHEN B30

2022/11/09 12:22:47 [Information] aciseagent Function:

2022/11/09 12:22:47 [Information] aciseagent Function: PeriodicProbe:

3. BR W B 2R E

PeriodicProbe::
:sessionSyncProbe Thread Id: 0x296

%1% [ (8449) £ B30 BISE PSNEIHTTPSE#,

:sendUIStatus Thread Id: OxC60 Fil

ProcessMessage Thread Id: 0xC60 F



2022/11/09 12:22:47 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296
2022/11/09 12:22:47 [Information] aciseagent Function: HttpConnection::MakeRequest Thread Id: 0x296C Fi
4 ’{j‘/ﬂl'{k/bsnijﬁgil)—mﬁﬁqo

2022/11/09 12:22:54 [Information] aciseagent Function: hs_transport_winhttp_post Thread Id: 0x296C File
2022/11/09 12:22:54 [Information] aciseagent Function: hs_transport_post Thread Id: 0x296C File: hs_tra
2022/11/09 12:22:54 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296

MEF iR 8RS /HIR

EEFH EHRNBESE RERBEXRBISE PSNEISYN-ACKINNER T , EL iR
B 25 4% 0(8449) L EISE PSNT R RKIEHISYNBIES :

413 2022-11-89 12:23:42.611361  192.168.255.211

ZE RS

192.168.48.231 TCP 66 49885 + 8449 [SYN] Seq=@ Win=64268 Len=0 M55=1428 W5=256 SACK_PERM

474 2022-11-09 12:24:00.621182  192.168.255.211 192.168.48.231

66 40806 + 8440 [SYN] Seqe@ Win=64260 Lensf M5S=1428 WS=256 SACK_PERM

488 2022-11-89 12:24:86.622549

MISE

192.168.255.211

192.168.48.231

TEMISERBIE FRAN T2 T RAESEE

Mo

'Ij(/L,\EE& H-J- 'H( /L,\EE
NHBRREF /WL T HREMRESE , EMISERBIRSREN KRB TRBESR

66 49807 » 8449 [SYN] Seq-@ Win=54260 Len=0 M55=1428 WS=256 SACK_PERN

, AN ZEIERESE

1% 0 (8449) L 312

IVAES

2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
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2022/11/09 12:26:24 [Information] aciseagent Function:
2022/11/09 12:26:24 [Information] aciseagent Function:
2022/11/09 12:26:24 [Information] aciseagent Function:

3) CiscoZ £ B FIRFEILRABRS , EEIHRITRAITS :

2022/11/09 12:
2022/11/09 12:
2022/11/09 12:
2022/11/09 12:
2022/11/09 12:
2022/11/09 12:
2022/11/09 12:

R HEER

26:
26:
26:
26:
26:
26:
26:

24
24
24
24
24
24
24

[Information] aciseagent Function:
[Information] aciseagent Function:
[Information] aciseagent Function:
[Information] aciseagent Function:
[Information] aciseagent Function:
[Information] aciseagent Function:
[Information] aciseagent Function:

WA R &R 3
& AnyConnect_ ISEPosturetxtElF\EB‘Z#':F&’E?E/T‘zzélﬂﬁhuﬂf?ﬂ] HEEFPmAZHE

LIRS B £ % 0 (8449) £ 5ISE PSNF
B L2 IEE & X 4FISEPostureCFG.xml :

Posture\” ( X FWindows PC ) .

ﬁ 28 'lj( /L,\

$ S B R “StateSyncProbelnterval’

/\\\E *%
“%ProgramData%\Cisco\Cisco Secure Client\ISE

, NAHIRE

PeriodicProbe: :sessionSyncProbe Thread Id: 0x296
PeriodicProbe: :sessionSyncProbe Thread Id: 0x296
SwiftHttpRunner::restartDiscovery Thread Id: 0xC

SwiftHttpRunner: :processMessage Thread Id: 0xC60
SwiftHttpRunner::restartDiscovery Thread Id: 0xC
SwiftHttpRunner::restartDiscovery Thread Id: 0xC
hs_transport_free Thread Id: OxC60 File: hs_tran
PeriodicProbe: :ProcessMessage Thread Id: 0xC60 F
PeriodicProbe: :ProcessMessage Thread Id: 0xC60 F
PeriodicProbe::sessionSyncProbe Thread Id: 0x296

EMDARTEHREEEF M IRITEN LK

KFOHE :



@ [ [ IsePostureCFGxml x o — 0O
i, (i) File | CyUsersfavakhrus/.. A 7 v % N Tt B ® :
<ServerNameRules>»®*</ServerNameRules> —

<OperateOnNonDot1XWireless»>@</OperatednNonDotiXWireless>
¢<HonCompliantButtonText/>
{GracePericdStartDescriptionDetails/>
{RemediationTimer>12</RemediationTimer>
<DhcpRenewlelay>1</DhcpRenewlelay >

¢CallHomelist />

¢<LogFileSize»5</LogFilesSize>

{WarningTimer>@< /WarningTimer>
<PRARetransmissionTime>128</PRARetransmissionTime>
¢<EnableldgentIpRefresh>8</EnableAgentIpRefresh>
{HetworkTransitionDelay>18</NetworkTransitionDelay>
<DartCount»3</DartCount>

¢CwaByodProbingInterval >18</CwaByodProbingInterval>
<HonCompliantTitle/>»
<HonCompliantDescriptionDetails/ >
CPingArp>@</Pinghrp>
<DhcpReleaseDelay>d4</DhecpReleaselelay>
¢StealthWithNotification»@</StealthWithNotification?
<MonCompliantButtonLink/>
¢SignatureCheck>»@</SignatureCheck>

<DiscoveryHost/>
ey Ta ol N G =T B 18 < StateSyncProbeIntervals

<GracePeriodStartDescription/>

+ &8 0 2o x

¢EnableRescanButton>1</EnableRescanButton> ]

¢VlanDetectInterval»@&</VlanDetectInterval>

¢<Disablelal»@</DisablelaC> o i}
4 [

HrA“StateSyncProbelnterval’ S {E‘0" R RSB Z EE A,

MREISEN K inE £ TEEIE IFF':Piﬁﬁ ‘Rin RS ERESELS AR, BZREFRRRESR
PiRHEEX P, WEBRELRESIHEFE.

ZEERSE S KB EISERH R £ R H B

ZIH%ISEJ:E’Jzzélﬂﬁﬁ,.,ﬂ*ﬁ?iﬂ&#ﬁHj%?ﬁ , MEKREERZEREFREBERSITHRSE
i% 0(8449) L F3AISE , HiBERLFMIRS J“% B (Compliant),

* ISE GUIFHYER :

Cisco ISE

Alarms: Posture configuration detection
Dwscription

Amyoonnect probes o FEH dunng posie emplant sSale

Suggested Actione

Pledriy drviare 1o Bleck fetedrk Wlhe on port 300 wlen poasiusg flaud vl £omghant

Rowsd Page 1 o 1 - I

Tima Stamp Descripthon Daotalls

[ Aper 19 2023 0B-43:59.408 AM Posrure conliguration detecion: Massnage sAnyconmsect probes o PN duling postures complisnt state; Serversavakhn... E
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¥ ur

ERBRASR L ix O (8449) LI TCPEH !

No.

Time
988 2022-11-89 12:26:24.690977
989 2022-11-89 12:26:24.744041
999 2022-11-89 12:26:24.744102
991 2022-11-89 12:26:24.744548
992 2022-11-89 12:26:24.796877
993 2022-11-89 12:26:24.813236
994 2022-11-89 12:26:24.813335
995 2022-11-09 12:26:24.813396
996 2022-11-89 12:26:24.815274
997 2022-11-09 12:26:24,.881656
998 2022-11-89 12:26:24.881656
999 2022-11-89 12:26:24.881755

Source
192.168.255.211
192.168.48.231
192.168.255.211
192.168.255.211
192.168.48.231
192.168.48.231
192.168.48.231
192.168.255.211
192.168.255.211
192.168.48.231
192.168.48.231
192,168, 255,211

Destination
192.168.48.231
192.168.255.211
192,
182.
192.
152.

168.48.231
168.48.231
168.255.211
168.255.211
192.168.255.211
192.168.48.231
192.168.48.231
192.168.255.211
192.168.255.211
192.168.48, 231

Mzmﬂﬁégjﬁ 'H(/I_,\*Ei;{ H /u\g_l.'l-IE

| Length Info
66 49819 » 8449 [SYN] Seq=0 Win=64268 Len=8 M55=1428 W5=256 SACK_PERM
66 8449 » 49819 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=8 MS55=1300 SACK_PERM W5=128
54 49819 -+ 8449 [ACK] Seq=1 Ack=1 Win=262480 Len=8
268 Client Hello
68 8449 +» 49819 [ACK] Seqsl Ack=215 Win=38336 Len=8
1354 8449 » 49819 [ACK] Seg=1 Ack=215 Win=38336 Len=1380 [TCP segment of a reassemb
§24 Server Hello, Certificate, Server Key Exchange, Server Hello Done
54 49819 » 8449 [ACK] Seg=215 Ack=2071 Win=262400 Len=0
188 [Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
6@ Change Cipher Spec

————

99 Encrypted Handshake Message
TCP 54 49819 -+ 8449 [ACK] Seq=341 Ack=2122 Win=262400 Len=@

MDARTR452# &AnyConnect_ISEPosture.txt :

1)L

ZEFERDE

2022/11/09 12:26:34 [Information]

|5k BISERI &

'LE ’Ij( N 1|:| z%s ,

2) B Z

2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:

34
34
34
34
34
34
34
34
34
34
34
34
34
34
34
34

[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]

M TRMEIFEBWMNEE , Lik

2022/11/09 12:26:34 [Error] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:

aciseagent

i [1(8449) £ & #2 BISE PSNEYHTTPSE#,

Function: PeriodicProbe:

ZEERENRE.

aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent

:sessionSyncProbe Thread Id:

Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:

ZL2TERBRLSFL

PeriodicProbe:

PeriodicProbe:
PeriodicProbe:
PeriodicProbe:

0x275

hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt

:sessionSyncProbe Thread Id: 0x2750 File
:sessionSyncProbe Thread Id: 0x275
:ProcessMessage Thread Id: 0xC60 F
:ProcessMessage Thread Id: 0xC60 F



TEBEEFBEHRD T EINEEUNERZEEFBGUIEFBIIRSES, ik , EEEH
BEICiscoZ £ B PR T BEERBRSR LT EFH TE,

BAIFIRS RE R NE & XA

1. BIEA R RBRNE B X

= Cisco ISE

Dictionaries Conditions Resuls

Authentication

ERdACL

& 7 IE#AYAACL :

Policy - Policy Elements

avakhrus_posture_probe_ACL

Downloadable ACL

Authorization
Authorization Proliles * Mama

Downloadable ACLs

Description
Prodiling
P warsion
Posturs " DACL Content
Client Provisioning >

avakhrus_posture_probe_acC)

IPwd IPvE Agnostic

122567 dany tep any hast PSN -IP-ADDRESS ¢q 8449
8810111 gy tep any host PSNZ-IP-ADDRESS eq 8449
213415 pesmit ip any any

1617181

9202122

23243252

e ]

3031323

3343535

ITIEI04

Check DACL Syntax

2. WIFF M FHRIEREIACLEN RE H /N S B RIEERES EBRIE,

CPMSessionlD

CiscoAVPair

Result

Class

cisco-av-pair
cisco-av-pair

cisco-av-pair

c0a830e7IF jml. TxwC 6BfWNqU3IRwErGfaDTw3krqrlQOzEm/ej0

aaa:service=ip_admission,aaazevent=acl-download

CACS:c0a830e7IFjmLTxwC_6BfWNqU3IRWErGfaDTw5krqr1QOzEm/
ej0-ISE-PSN-FQDN/482174459/4380

ip:inacl#l=deny tcp any host PSN1-IP-ADDRESS eq 8440
ip:inacl#2=deny tcp any host PSN2-IP-ADDRESS eq 8449

ip:inacl#3=permit ip any any

3. WIFJACLEB EHNA TREEARE



avakhrus_3560C#sh authe sess int fa0/12 det
Interface: FastEthernet0/12
MAC Address: 0050.56a8.be02
IPv6 Address: Unknown
IPv4 Address: 192.168.255.193
User-Name: TRAINING\bob
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Restart timeout: N/A
Periodic Acct timeout: 172800s (local), Remaining: 92111s
Session Uptime: 1515s
Common Session ID: COA8FFOC00000012679EAF14
Acct Session ID: 0x00000012
Handle: 0x5D000005
Current Policy: POLICY_Fa0/12

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:
ACS ACL: xACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac

Method status Tist:

Method State
mab Stopped
dotlx Authc Success

avakhrus_3560C#sh access-lists | s XxACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac
Extended IP access Tist XACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac (per-user)
1 deny tcp any host PSN1-IP-ADDRESS eq 8449
2 deny tcp any host PSN2-IP-ADDRESS eq 8449
3 permit ip any any

& &l =] &
ZEIHEPRBBELS KM, HEISEL R HER

BEEMFZEAREZ ENEARARNA T EBNJACL , ISELHKRZSITTMRSELS HLRE
BMAB, MRLIKEZEITHERSESZHRUNPITEERTNAJACLIEE , REMRNA
JACLEIt i Z £ IHPRSR LS HEM S HE#HTH , WarERER, ERIKEID CSCwd58316514
BT thwE &



https://tools.cisco.com/bugsearch/bug/CSCwd58316
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= Cisco ISE Work Centers - Posture

Overview MNetwork Devices Client Provisioning Paolicy Elements Pasture Policy Policy Sets Troubleshoot Reports

Client Provisioning Policy

|P Address Change

Resources

Client Provisioning Portal

Parameter Value

Enable agent IP refresh () No ~
VLAN detection interval () 0 secs
Ping or ARP (1) Ping v
Maximum timaout for ping 1 secs
DHCP renew delay 1 secs
DHCP release delay 4 SBCE

Network transition delay (1) 10 secs
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