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1. PRl https:/Kise-ip}/ers/sdk

2. FRAENISEEE R EIEER,
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External RESTful Services (ERS) Online SDK

+ Quick Reference Support Bundle Trigger Configuration

Overview
Resource definition

Idantity Group
Identity Sequence

Internal User = Revision Higtory
My Device Peral s Create -i—.
.

Mative Supplicant Profie
Network Device

Metwork Device Grosp

Hode Details

PSH Winde Details with Radiss Sei
Partal .
ol Thass Overview
Profiler Prafile

Pull Deployment Info
Prgrid Node

Pegrid Setings

Radius Server Sequence

Get Version

Support Bundle Trigger AP! allows clients to trigger support bundle provided the log settings are given using which the support needs to be generated.

ResuD Store
SMS. Server Please note that thess sxamples are nol meant to be used a3 is because they have references to DB dats.
SXP Connectians. You should treat it as a basie template and edit it before sending fo server.
SXP Local Bindings
SXP Vpng
Security Groups Back to top
Sescurity Groups ACLY
Security Grougs to Vimual Netws Resource definition
Seif Registered Portal
Sponsor Greup
Sponsor Group Member Attribute Type Required Default valua Description
Spenter Parual B
Sponsored Guest Porial name String Yes Resgurce name
Suppor Bundly Downlsad id String No Resource UUID, mandatory for update
Suppar Bundle Status
Suppcet Runcle Trigger Configur. li=chomovmtagmm— String No
Certific
mt:mm::kn hastName String Yes This parameter is hostName only, oo of xoocyyy.ze
:ﬁi ::;.:u Servers supportBundieOptions  SupportBundleOptions  Yes
Tacacs Server Sequence InchudeConfigDB Boolean Yes false Set to include Config DB in Support Bundle
;:::T::‘:‘:'::m" includeDebuglogs  Boolean Yes false Set to include Debug logs in Support Bundle
includelocallogs  Boolean Yes falsa Set to include Local logs in Support Bundle

6. ME , BALLE EE T fIRest®E i £ AXMLEISONHITAPIVE A Fir 35 R BE i LA K T A Y e R
il

7. B@FPostman AIEL EX ISEMVE A F AU, ERPUETFT , BREEXFHRIERN FHK
UERE | FARINZ B EISEF 8| 2/YISE ERSH &I,



GET

Type

EE : BRIEEPostmantBETEZE , BNHRBE RANAX

Authorization s o I/ Pre-request Script 2sls Setting Cookies

Basic Auth Username ERS-USER

e wer Password /



8. 'EPostman™® |, #Z|Headersi& T+ , {FAXMLZHJSONE BAPIEABAFTEMNIRL , tISDKPATR
o ABIFEAISON, IRLBESLMM TR :

https://10.201.230.99:9060/ersfconfig/networkdevice/name/Test Copy Save
o )
Params Authorization = Headars (12) Body « Pre-raquest Script Tests Settings Cookies
Headers 2 hidden
Key Value Description === Bulk Edit

Content-Type applicationfjson

Accept applicationfjson

ERS-Media-Type supportbundle.suppertbundie..0

9. BEIEXEX , REEEFRKA, XAFERIMEU AR IFHHA DA FERIXMLEISONER,

(5 https://10.201,230.99:9060/ers/config/networkdevice/name/Test Copy E) save

FosT ’

on Headers (1) Body Cookies

none form=-data x=www-form=urlencoded @ raw binary GraphQL XML - Beautify

10. FXMLELJSONER M ME R IEX B , IREFEEERE :
XML :

<?2xml version="1.0" encoding="UTF-8"?> <ns0:supportbundle xmlns:ns0="supportbundl e.ers.ise.cisco.com"

xmlns:xs="http://www.w3.0rg/2001/X ML Schema" xmlns:nsl="ers.ise.cisco.com" xmlns.ers="ers.ise.cisco.com" description="Support Bundle

Generation" name="supportBundle'> <hostName>Node hosthame the SB is being collected from </hostName>

<supportBundlel ncludeOptions> <fromDate>mm/dd/yyyy</fromDate> <includeConfigDB>tr uelfal se</includeConfigDB>
<includeCoreFiles>tr uelfal se</includeCoreFiles> <includeDebugL ogs>tr uelfal se</includeDebuglL ogs>

<includelL ocalLogs>tr ueffal se</includel ocal L ogs> <includeSystemL ogs>tr uejfal se</includeSystemL ogs> <mntL ogs>tr uejfal se</mntL ogs>
<policyXml>tr uejfalse</policy Xml> <toDate>mm/dd/yyyy</toDate> </supportBundl el ncludeOptions> </ns0:supportbundle>

JSON :

{ "SupportBundl€": { "name": "supportBundle", "description”: " Support Bundle Generation”, "hostName": "node hostname the SB is being
collected from™, "supportBundlel ncludeOptions®: { "includeConfigDB": truelfalse, "includeDebugL ogs': truelfalse, "includelLocalLogs':
truelfalse, "includeCoreFiles': truelfalse, "mntLogs’: truejfalse, "includeSystemLogs": truejfalse, "policyXml": truelfalse, "fromDate":
"mm/dd/yyyy", "toDate": "mm/dd/yyyy" } } }

11. &$BPOST ¥ER 3% , ¥ Mhttps. /{1 SE-ip}/ers/config/supportbundleX B #Send, MRMAERNBIHEEBER , BS4ME F“201
Created” 8B, , B4R M=,



http://www.w3.org/2001/XMLSchema
https://%7BISE-ip%7D/ers/config/support
https://%7BISE-ip%7D/ers/config/support

W Workspa hitps:i10.201,230.99:9060/ers/config/networkdevice/name/Test Copy
POST “ https:/[10.201.230.99/ers/config/ supportbundle Y
Params Authorization e Headers (13) Body * Pra-request Script Tests Settings
none form-dat, X form-url ded @ raw binary GraphQL  JSON ~
P SUPPULLBUNULYE I
3 “name": - “test
4 "description”: "Support Bundle Generation",
5 "hostName": "ise3-ltest",
& "supportBundleIncludeOptions":
7 *includeConfigDB”: tzue,
8 “includeDebuglogs™: true,
9 “includeLocallogs®: true,
10 “includeCoreFiles”: true,
11 “mntLogs": true,
12 “includeSystemLogs”: true,
13 “policy¥ml”: true,
14 “fromDate”: “09/25/2023%,
15 "toDate": "69/25/2023"
16 3
17 3
8 %

Body Cookies (2) Headers (19) Test Results

Pretty Raw Praview Visualize JSOM =

1

REXFRA RS

B LUBEET — RYIGETH USRI IAX B RA IR EMRER BT Ko

B save ~ &

Cookies

@ Status: 201 Created Time: 2065 Size: 119 KB

Beautify

[E) Save as Example e+

(=

Q

)

&f

(]

=
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External RESTful Services (ERS) Online SDK

* Quick Reference

Support Bundle Status

- APl Documentation

b Mentity Group

© | Mentity Sequence

= | Internal User

" | My Device Portal

| Mative Supplicant Profile

| Metwark Bevice

| Metwark Device Group

| Node Détails

| PSN Nadi Ditails with Radius Séi

- L Pomal

- | Portal Thams

| Profiler Profile

" _| Pull Deployment Info

| Pugrid Node

| Pugrid Settings

© | Radius Server Sequence

| RestD Store

' | SMI5 Server

' || SXP Connections

| 5%F Local Bindings

| 5P vpns

| Security Groups.

| Security Groups ACLs

| Security Groups to Virtual Netwo

| Self Registered Portal

© | Spensor Group

| Spensor Group Member

. Spensar Paral

" | Sponsared Guest Portal

- | suppart Bundle Download

| Support Bundle Status

" | Support Bundle Trigger Configur.

© | System Certificate
Tasara Crammmand Cara

Request:

| HTTP 'ERS-Medka-Type' Header (Not Mandatary):
| MTTP "X-CSRF-TOKEN' Header (Required Only if Enabled from GU): fetch

i Method: GET

| R https://10.201.230.99 /ers/config/supportbundiestatus
| HTTP 'Content-Type' Header: application/xmi | application.json

| HTTP *Accept! Header: apphication/zl | application/feo

supportbundle.supportbundiestatus.1.0

| Request Cantent:

LN

Response: (SearchResult)

HTTP Status: 200 (0K)

{ Content:

i XML

| <Txml versios="1.0" encoding="UTF-8°7>

i <ms0:searchResult xmins:na0="vi.era.ise.cisco.con”™ smlns:nsl="ers.ise.cisco.com” wmlng:era-vi="srs-vi" total="2">

<nsd:nextPage rel="next” href="link-to-next-page” type="application/xml™/=
<nsl:previcusPage rel="previcus” href="link-to-previcus-page” type="application/x=l"/>
“ns:ressurcess
<nsiiresource description="descriptionl” id="idl" nome-"nomel">
<link rel-"self” href-"Eltjurl to ressurce namel>" type-"application/=ml®/>
</mslireBource>

ESove S I I T R P ..

——a e

2. S |Header SET+ HNAPIA BB BFFEMNIRL |, ISDKH AR, AFIEHISON, RAEEBSMU TR ;

B

e hitps:/{10.201,230.99:9060/ers/config/ orkdevice/name/Test Copy ) save v &
Params Authorization = Headers (12) EBody e Pre-request Script Tests Settings Cookies
Headers < 9 hidden

Key Value Description = Bulk Edit Presets -

Content-Type
Accept

ERS-Madia-Type

3. EFEGET ERFE |, #ilkhttps //{I SE-i

applicationfjson
applicationfjson

suppertbundie.suppertbundiestatus 1.0

[ers/config/supportbundlestatusH # #Send, MREANRHEEIER , EXHEBER—%

“200 OK"HEURAENRE — NI RHEINEXEE, EFURSERNANELIFRBIREESHIITR. MEFUKEID , LUE
IEHEB1E TN ORGETRE Y A E A iZIDo


https://%7BISE-ip%7D/ers/config/supportbundlestatus
https://%7BISE-ip%7D/ers/config/supportbundlestatus

e s https://10.201.230.99:9060 ers/config/networkdevice/name Test Copy
GET v hitps:/110.201.230.99/ersfconfigfsupportbundi us -
Params Authorization Headers (13} Body ¢ Pre-request Script Tests Settings
Headers < 10hidden
Key Value

Content-Type

Accept

(<IN < B <

ERS-Media-Type

Key

application/json
applicationfjson

suppertbundle supportbundlestatus.1.0

Save v & =
m
Cookies
Description === Bulk Edit Presets ~

Body Cookies (2) Headers (18) Test Results
Pretty Raw Preview Visualize JSON ~ =
1
2 “SearchResult": {
3 “total®: 1,
4 “resources": [
5 i
3 se3-ltest”,
7 “name”: "ise3-ltest”,
] “deseription”: “"Support Bundle Status api,
9 “link": {
10 ‘rel*: "self",
11 “href": “"https://10.201.230.99 /ers/config/supportbundlestatus/ise3-1test”,
12 “type": "application/json
13 3
14 ¥
15 ]
16 I
17 [

@ Status: 200 OK Time: 4215 Size: 1.4BKB [ Save as Example  see

D Q

4. WEIDRE , HREXHMHTRSET+TH SDK , REIEFEGet-By-1d, MATATIR , AT RIATREIARFEHIPRK AR TR W RL

External RESTful Services (ERS) Online SDK

~ APl Documentation

Quick Reference

| Mdentity Group

| Mdentity Sequence
.| Internal User

. My Device Portal

- | Mative Supplicant Profile

| Network Device

_| Network Device Group

| Kode Details

. PSN Node Details with Radius 5o
.| Portal

_| Portal Theme

| Profiler Profile

.| Pulll Deployment Infe

. Pugric Node

. Pxgrid Settings

. Radius Server Sequence

. RestiD Store

|| $MS Server

. 3P Connections

- | P Local Bindings

| SXP Vpns

.| Security Groups

| Security Groups ACLs

. Security Groups to Virtual Netwo
- | Self Registered Portal

- | Sponsor Group

- Sponsor Group Member

| Sponsor Portal

.| Spensored Guest Portal

_ | support Bundle Download

. Support Bundle Status

| support Bundle Trigger Configur:
| System Certificate

| Tuears Crmsmund Sare

Support Bundle Status

Request:
Methad: GET
URL https:/#10.201.230,99/ers/config/supp {id}
HTTP 'Content-Type' Header: application/xmi | applicationjson
HTTP "Accept' Header: application/xmi | application/json
HTTP "ERS-Media-Type' Header (Not Mandatory): upportbund us.1.0
HTTP "X-CSRF-TOKEN' Header (Required Only if Enabled from GUI::  fetch
Request Content:
wA

i Content:

i coxml wersion="1.0° encodings"UTE-6"7>

P — PP dle-pk-
<fileSize>535703</filesize>
<hostName>Testhode</hostiane>

gesSupport Bundls on completeds /| g
<startTime>Fri May 31 06:37:31 UTC 2019</startTime>
<status>complete</statos>

</mab:sbatatus>

dmin-05-31-2019-06-37 . tar .gpg</filoHame>

i <nspisbstatus xminsined="supportbundle.ecs.ise.cisco.com” xmlinsixe="httpi S www.wd.org/Z001/MLEchema” xminsinsl="ers. ise.cisco.com” xminsiers="ers.ise.cisco.com™ i
E b

5.5 B|Header kM H NAPI A B BEFMTERIRL , MSDKAFTR. AfFIEFAISON, IRLEESTUMTATR



Params

Headers

asg

6. EEGET RS E , #lMihttps //{I SE-i

https://10.201.230.99:0060/ersfconfiginetworkdevice/name/Test Copy

Authorization e Headers (12) Body e Pre-raquest Script Tasts Settings
> 9 hidden
Key Value
Content-Type application/json
Accept application/json
ERS-Media-Type supportbundle. suppertbundiestatus.1.0

B save -~ &

Cookies

Description ==+ Bulk Edit Presets «

ler slconfig/supportbundlestatus/{id} AR 3L FINEMID , Zig¥&HSend. MERER

AHHEELE , EXAEE K200k HE , HEERERERERAER LI IHE RS IHEXNES AL, iCTHEUPH
fileName , RS EEPUTHM,

e
il

GET

Params

Headers

Body Cookies (2)

https:/f10.201.230.99:9080/ers/config/networkdevice /name/ Test Copy

~ htips:/i10.201.230.99/ers/config/supporibundiestatus/fise 3-1test ‘—

Authorization = Headers (13} Body » Pra-request Script Tests Seltings
< 10 hidden
Key Value
Content-Type application/json
Accept application/json
ERS-Media-Type supportbundle.supportbundlestatus1.0

aders (19) Test Results

Pratty Raw Praview Visualize JS50N 5
1 i
2 “sBStatus”: §
3 “id": "ise3-1test",
4 "name": "ise3-ltest",
5 "description”: "Support Bungle Status a_ni"
6 I 'fileName™: "ise-support-bundle-pk-ise3-1test-external-09-26-2023-81-26.tar.gpg", |
7 “filedize”: 430200964,
3 “hostName”: “ise3-ltest”,
9 "message”: “Support Bundle Removed successfully®,
i} "startTime®: "Tue Sep 26 01:26:44 UTC 2023",
11 “etatus”
12 JINK" . %
13 "rel": "self",
14 “href®: "https://10.201.230.9%/ers/config/supportbundlestatus/ise3-1test",
15 “type”: "application/json”
16 3
17 i
18 ¥

TREXFRHA

AT IS RS 2L FeompletediRASSE |, AT AREE T H

35

Description

Status: 200 OK

@) Save ~
Cookies
Bulk Edit Presets

Time: 713ms  Size: 172KB  [5) Save ac Example  ees

)

o Q

+  1£SDK_EHISupport Bundle Downloadtab T , #%#%Download SupportBundle, FIREIFFR , AT 2HITREWFTE/IRK,

XMLFISONERR , LAK T 4 0 57


https://%7BISE-ip%7D/ers/config/supportbundlestatus
https://%7BISE-ip%7D/ers/config/supportbundlestatus

External RESTful Services (ERS) Online SDK

+  Quick Reference Support Bundle Download

Methad:

Bdentiny Sequente EL https://10.201.230.99, 3 Supp d
tnternal User - <
My Devie Portal HTTP 'Content-Type' Header: application/xml | application/json

Mative Supplicant Prafile T 7 :
uvwork Devies HTTP ‘Accept’ Header: application/zml | application/jsen

Herwork Device Group HTTP "ERS-Media-Type' Header (Not Mandatory): suppartbundie. support bundledawnload. 1.0

:,TNE:';:.,..‘ with Radlus Ses HTTP "X-CSRF-TOKEN' Header (Required Only if Enabled from GUI):  The Token value from the GET X-CSRF-TOKEN fetch request
Portal

Portal Theme
Frofier Profile
Trall Capheyenac bt wersion="1.0° smesdi
Fxgrid Nede appesviandly salis e
Fxgrid Settings N —

Radius Server Sequence </mab:auppartbundion
RestlD Sinre

SMS Sarver

SXP Connections
%P Local Bindings
SHP Wpns b
Security Groups R

Security Groups ACLS L

Security Groups io Viriwal Beiws

Self Begiitered Portal .
i Response: (NAA)
Spomsar Group Member
Speasar Portal
Sponsored Guest Portal
Suppart Bundle Downlosd
Support Bundle Status Content:
Support Bandle Trigger Configur

System Certificate

Tacats Command Sets

Request Content:
e

eisco.cen® xales:

=*Bttpod fanne. wd o /284100 Schoma cocon® xmlnaiers=“ars.

for downlosd</f5leNanex

pportuadlabounload” = {
slame” : "Support busdle file nase to be picked for download”

HTTP Status: 200 {0K)

|Rerponss is returnsd as am Octot Stroam representing & TAR.GPO £4

2. F|Header SETF HNAPIE R EBEFTENIRL , SDKH TR, A HISON, IRKEESMUTFIR :

=l

https://10.201.230.99:9060/ers/config/networkdevice/name/Test Copy ) save

GET v Send v

1

Params Autharization Headers (12} Pre-request Script Tests Settings Cookies
Headers < @ hidden
Hey Value Description «++  Bulk Edit
Content-Type application/json
Accept applicationfjsan
ERS-Media-Type supportbundle supportbundledownload. 1.0

IBEEXEX , AREERE, XAFEMNMEMTHZIFHEH I FHXMLIEISONER

i https://10.201,230.99:9060/ers/configinetworkdevice/mame/Test Copy Save v
o ) m
Params Authorization » Headers (11) Body JesTs Settings Cookies
none form-data x=www-form-urlencoded @ raw binary GraphQL XML Beautify

AFEXMLERISONEAR K MBI IE I D, RIBEEFRE. XHEBRMNET KRE M T4 (ise-support-bundle-pk-ise3- 1test-external-
09-26-2023-01-26.tar.gpg) :

XML

<?ml version="1.0" encoding="UTF-8"?> <ns0:supportbundle xmlns:ns0="supportbundle.ers.ise.cisco.com"
xmlns:xs="http://www.w3.0rg/2001/X ML Schema" xmlns:nsl="ers.ise.cisco.com” xmlns.ers="ers.ise.cisco.com"> <fileName>Support bundle
file nameto be picked for download</fileName> </ns0:supportbundle>

JSON :

{ "ErsSupportBundleDownload" : { "fileName" : "Support bundlefile name to be picked for download" } }


http://www.w3.org/2001/XMLSchema

5. % BPUT ER A% |, $alkhttps //{I SE-ip}er s/config/supportbundledownload & #Send, MR —YIEEBIEW , &M% E 2200
OK"EEHBEXHETH,

LN

R B 5 R APIBRSSGUI T E (fl @ https: //{iseip} : {port}/api/swagger -ui/index.htmlZEhttps:/{iseip} : 9060/ers/sdk) , Nz RAPIAR
SHEBMA T,

HHEEHERR

« FTARESTERESMEY®# , A BRRERERGHEF,

o EHREFHMXAPHEXHNEZ , FHERR B SEEE O Fapiservice 8 H ERBRE R B

c EHREERSAPHEXMNEIA , EERHALSEEE D PN AFRIRENBL, EEFRED , HSME
Cisco ISE GUI , # 53 &% B¥R FH % Operations > Troubleshoot > Debug Wizard > Debug L og Configurations

o HBULMNTHHLEBATHBEE. EEEFLEND , ESMEICisco ISEGUI , BHFEEIRHEEOperations >
Troubleshoot > Download L ogs.

o BULUABRNTHBESRDETNFP TRIFEANSES[TERF THTRZRM) , b UEN K thapi RS AR AEN
BEX(Log File)E , M @it B %" (Debug L ogs)it T+ & T & api RSB B &


https://%7BISE-ip%7D/ers/config/supportbundlestatus
https://%7BISE-ip%7D/ers/config/supportbundlestatus

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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