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Ewaluating Autharization Policy o
Commane|Fiom Deve Queried PIP - Notwork Access.UserName 10
Queried PIF - identityGroup. Name 2
Setected Shed Profile 2)
Authorization Details Max sossicns policy passed 1
New arcaunting session created In Session cache 0
Generated Time 2025-01-19 17:12:43.368 +1.00
Returmed TACACSs Authorization Reply q)
Lagged Teme 2025-01-1% 17:12:43.368
Epoch Time (sec) 1737303163
SE Node ise3d
Message Text Device-Administration: Session Authorization succeaded

Failure Feason

Resolution
Root Cause
Usemame SecOps _User
L Network Device Name DNAG
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Servico-Argumant cas-senvice

BOEAS505-2150-4215-280e- 67534450560

AuthenticationidentitySiore Internal Users

Authent

cnhdethod Lookup

SelectedAccessSendce Defauit Dovice Admin
RequestLatency L]

identityGroup User ientity Groups:-SecOps

diwthenti

Internal Users
w5

AuthenticationStatus AuthenticationPassed
UsarType User
CPMSassiondD 13004827410,62.150, 146281 31 Authorization1 30048274

dentifySelectionMatchedRule  DNAC - Authentication

3wd;4=7 5u56=1;7=4,8=0;9=0: 10=10:11=2:12=221
0150

Cisco

PSEC IPSECHIS IPSEC DewicoRNo

Name User kientity Groups:SecOps

Enabled

Nescoids {Auther-Reply-Status=PassAdd. AVPair=Cisco-
- ANPairs ROUEs Soc Ops-Role: |
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_device_admin.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/admin_guide/b_cisco_dna_center_admin_guide_2_3_5/b_cisco_dna_center_admin_guide_2_3_5_chapter_0100.html#id_129384
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/admin_guide/b_cisco_dna_center_admin_guide_2_3_5/b_cisco_dna_center_admin_guide_2_3_5_chapter_0100.html#id_129384
https://www.youtube.com/watch?v=yE80wGdJgmE
https://www.youtube.com/watch?v=yE80wGdJgmE
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