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max-dn 24
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system message CME2

max-conferences 12 gain -6
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create cnf-files version-stamp 7960 Jun 10 2008 15:47:13

ST RETF K E M X HEE R , HESNTLLANMNBRNZ2 X, AELMETLMERA
FXHYE FILAN, EEAI{EWANZESEAYWAN P B LA 3% B 2518 & RIRFTEAY B & XA X

Private

Wireless

e
b
bt
i

Aty

-
i
b
e
e

o
Sy

+
bbb
i

R
S

s
T




class-map type inspect match-all acl-cmap
match access-group 171
class-map type inspect match-any most-traffic-cmap
match protocol tcp
match protocol udp
match protocol icmp
match protocol ftp
1
1
policy-map type inspect most-traffic-pmap
class type inspect most-traffic-cmap
inspect
class class-default
drop
policy-map type inspect acl-pass-pmap
class type inspect acl-cmap
pass

zone security private
zone security public
zone security wired
zone security wireless
!
zone-palr security priv-pub source private destination public
service-policy type inspect most-traffic-pmap
zone-palr security priv-vpn source private destination vpn
service-policy type inspect most-traffic-pmap
zone-pair security acctg-pub source acctg destination public
service-policy type inspect most-traffic-pmap
zone-pair security eng-pub source eng destination public
service-policy type inspect most-traffic-pmap
1
1
1
interface GigabitEthernet0/0
ip virtual-reassembly
zone-member security eng

Entire router configuration:

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!

hostname 3825-srst

!

!

logging message-counter syslog
logging buffered 51200 warnings
!

no aaa new-model

clock timezone mst -7

clock summer-time mdt recurring
!

dotll syslog

ip source-route

!

!

ip cef

ip cef

!

1

ip domain name cisco.com



ip name-server 172.16.1.22
ip vrf acctg

rd 0:1

!

ip vrf eng

rd 0:2

!

ip inspect WAAS enable

!
no ipvé cef
multilink bundle-name authenticated
1

1
voice-card 0

no dspfarm

1

!

archive

log config
hidekeys

1
!
class-map type inspect match-all acl-cmap
match access-group 171
class-map type inspect match-any most-traffic-cmap
match protocol tcp
match protocol udp
match protocol icmp
match protocol ftp
1
!
policy-map type inspect most-traffic-pmap
class type inspect most-traffic-cmap
inspect
class class-default
drop
policy-map type inspect acl-pass-pmap
class type inspect acl-cmap
pass
!
zone security private
zone security public
zone security vpn
zone security eng
zone security acctg
zone-palr security priv-pub source private destination public
service-policy type inspect most-traffic-pmap
zone-pair security priv-vpn source private destination vpn
service-policy type inspect most-traffic-pmap
zone-pair security acctg-pub source acctg destination public
service-policy type inspect most-traffic-pmap
zone-pair security eng-pub source eng destination public
service-policy type inspect most-traffic-pmap
1



1

!

interface Loopbackl01l

ip vrf forwarding acctg

ip address 10.255.1.5 255.255.255.252
ip nat inside

ip virtual-reassembly

zone-member security acctg

1

interface Loopbackl02

ip vrf forwarding eng

ip address 10.255.1.5 255.255.255.252
ip nat inside

ip virtual-reassembly

zone-member security eng

1

interface GigabitEthernet0/0

no ip address

duplex auto

speed auto

media-type r3j45

no keepalive

1

interface GigabitEthernet0/0.1
encapsulation dotlQ 1 native

ip address 172.16.1.103 255.255.255.0
shutdown

!

interface GigabitEthernet0/0.109
encapsulation dotlQ 109

ip address 172.16.109.11 255.255.255.0
ip nat outside

ip virtual-reassembly

zone-member security public

1

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

media-type r3j45

no keepalive

1

interface GigabitEthernet0/1.129
encapsulation dotlQ 129

ip address 172.17.109.2 255.255.255.0
standby 1 ip 172.17.109.1

standby 1 priority 105

standby 1 preempt

standby 1 track GigabitEthernet0/0.109
1

interface GigabitEthernet0/1.149
encapsulation dotlQ 149

ip address 192.168.109.2 255.255.255.0
ip wecep 61 redirect in

ip wcep 62 redirect out

ip nat inside

ip virtual-reassembly

zone-member security private

1

interface GigabitEthernet0/1.161
encapsulation dotlQ 161

ip vrf forwarding acctg

ip address 10.1.1.1 255.255.255.0

ip nat inside



ip virtual-reassembly
zone-member security acctg
1
interface GigabitEthernet0/1.162
encapsulation dotlQ 162
ip vrf forwarding eng
ip address 10.1.1.1 255.255.255.0
ip nat inside
ip virtual-reassembly
zone-member security eng
1
interface Serial0/3/0
no ip address
encapsulation frame-relay
shutdown
frame-relay lmi-type cisco
1
interface Serial0/3/0.1 point-to-point
ip vrf forwarding acctg
ip address 10.255.1.1 255.255.255.252
ip nat inside
ip virtual-reassembly
zone-member security acctg
snmp trap link-status
no cdp enable
frame-relay interface-dlci 321 IETF
!
interface Serial0/3/0.2 point-to-point
ip vrf forwarding eng
ip address 10.255.1.1 255.255.255.252
ip nat inside
ip virtual-reassembly
zone-member security eng
snmp trap link-status
no cdp enable
frame-relay interface-dlci 322 IETF
!
interface Integrated-Service-Engine2/0
no ip address
shutdown
no keepalive
1
interface GigabitEthernet3/0
no ip address
shutdown
!
router eigrp 1
network 172.16.109.0 0.0.0.255
network 172.17.109.0 0.0.0.255
no auto-summary
!
router eigrp 104
network 10.1.104.0 0.0.0.255
network 192.168.109.0
network 192.168.209.0
no auto-summary
!
router bgp 1109
bgp log-neighbor-changes
neighbor 172.17.109.4 remote-as 1109
!
address-family ipvd
neighbor 172.17.109.4 activate
no auto-summary



no synchronization

network 172.17.109.0 mask 255.255.255.0

exit-address-family
1
ip forward-protocol nd
ip route vrf acctg 0.0.0.0 0.0.0.0 172.16.109.1 global
ip route vrf acctg 10.1.2.0 255.255.255.0 10.255.1.2
ip route vrf eng 0.0.0.0 0.0.0.0 172.16.109.1 global
ip route vrf eng 10.1.2.0 255.255.255.0 10.255.1.2
1
1
ip http server
no ip http secure-server
ip nat pool acctg-nat-pool 172.16.109.21 172.16.109.22 netmask 255.255.255.0
ip nat pool eng-nat-pool 172.16.109.24 172.16.109.24 netmask 255.255.255.0
ip nat inside source list 109 interface GigabitEthernet0/0.109 overload
ip nat inside source list acctg-nat-list pool acctg-nat-pool vrf acctg overload
ip nat inside source list eng-nat-list pool eng-nat-pool vrf eng overload
ip nat inside source static 172.17.109.12 172.16.109.12 extendable
1
ip access-list extended acctg-nat-list

deny ip 10.0.0.0 0.255.255.255 10.0.0.0 0.255.255.255

permit ip 10.0.0.0 0.255.255.255 any
ip access-list extended eng-nat-list

deny ip 10.0.0.0 0.255.255.255 10.0.0.0 0.255.255.255

permit ip 10.0.0.0 0.255.255.255 any
1
logging 172.16.1.20
access-list 1 permit any

access-list 109 deny ip 192.168.0.0 0.0.255.255 192.168.0.0 0.0.255.255
access-list 109 permit ip 192.168.0.0 0.0.255.255 any
access-list 111 deny ip 192.168.0.0 0.0.255.255 192.168.0.0 0.0.255.255
access-list 111 permit ip 192.168.0.0 0.0.255.255 any

access-1list 141 permit ip 10.0.0.0 0.255.255.255 any
access-1list 171 permit ip host 1.1.1.1 host 2.2.2.2
|

|

|

|

|

|

!

control-plane

|

|

|

gateway

timer receive-rtp 1200

1

!
alias exec sh-sess show policy-map type inspect zone-pair sessions
!

line con 0

exec-timeout 0 0O

line aux 0

line 130

no activation-character
no exec

transport preferred none



transport input all
transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
line 194
no activation-character
no exec
transport preferred none
transport input all
transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
line vty 0 4
password cisco
login
!
exception data-corruption buffer truncate
scheduler allocate 20000 1000
!
webvpn context Default_context
ssl authenticate verify all
!
no inservice
1

end
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