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BAXHHANNESERES N CiscoBRERAM,

545k B EBxMR/Y Java Applet

BREUTESR

1. BB FEEHFIFR (ACL).

2. f% ip inspect http java SR iNB &R,

3. f¥ ip inspect M access-list b R A FAIBEEO, X : £ARHIF , ACLIAYRBERIFIL
2(10.66.79.236)fyJava’MEF , MBRRIELKBEMY S NJava M BF. BBESB[APMER
Rtk Fo R BT Internet HATHA , AN RFIRERREFHTEENN LN, X MR
f£Cisco IOSBRHMA12.IATRESRA , IFBEEEABEO LRNAHRYIER, XD
NAICREF AL A E ACL SEFF ThEERH,

EE
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¥ EERAXAUAEANSPHEBER , BSHSRERTE(UERE).
P &

AXHEEARTHERE :
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Metwork 192.168.10.x

Inside
EthernetD
192.168.10.1 /Rnuter with Firewall

Outside
FastEthernetD

10.66.79.39

)

Web Server 2
Mot Trusted

@ Web Server 1

10.66.79.236

EE
RREALTEE :
BEEER

Current configuration : 1224 bytes

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname Australia

!

boot-start-marker

boot-end-marker
|




memory-size iomem 15
mmi polling-interval 60
no mmi auto-configure
no mmi pvc

mmi snmp-timeout 180

no aaa new-model

ip subnet-zero

1

ip cef

H-

p inspect name firewall tcp

H-

p inspect name firewall udp

!--- ACL used for Java. ip inspect name firewall http
java-list 3 audit-trail on
ip ips po max-events 100
no ftp-server write-enable
!
interface FastEthernet0/0
ip address 10.66.79.39 255.255.255.224

!--- ACL used to block inbound traffic !--- except that
permitted by inspects. !--- This 1is no longer required
on Cisco IOS Software !--- Release 12.3.4T or later. ip

access-group 100 in
ip nat outside
ip inspect firewall out
ip virtual-reassembly
speed auto
!
interface Serial0/0
no ip address
shutdown
no fair-queue
!
interface Ethernetl/0
ip address 192.168.10.1 255.255.255.0
ip nat inside
ip virtual-reassembly
half-duplex
!
ip classless
ip route 0.0.0.0 0.0.0.0 10.66.79.33
no ip http server
no ip http secure-server

!-—-- ACL used for Network Address Translation (NAT). ip
nat inside source list 1 interface FastEthernet0/0

overload
1

!--- ACL used for NAT. access-list 1 permit 192.168.10.0
0.0.0.255

!--- ACL used for Java. access-list 3 permit
10.66.79.236

!--- ACL used to block inbound traffic !--- except that
permitted by inspects. !--- This 1is no longer required
on Cisco IOS !--- Software Release 12.3.4T or later.

access-list 100 deny ip any any
1

!

control-plane

1




1

line con 0
exec-timeout 0 0
line aux 0

line vty 0 4
login

RO RBETIRTRIAECHEERSERZTHNER.

mTAHBEREFTE (NRIMA, ) ZHHELYL show H , FALTEAUEEX show i
RHND

- show ip inspect sessions [detail] — &'~ Cisco 10S By K i& MR EMNFIESE, Wik
KEZF detail ATERBXZXELFNHMES.

B HEBR
AL R T TAFXERER T HEHRIEL,
BRI T

DEHHMABREFIE (XEXMAF ) XFELE showw$ , FAKTETUERR show #d
B 2 4.

AR : R Hdebugtt H 2Bl , HSHEBEXdebugis THEEEE.

- no ip inspect alert-off — J§ A Cisco 10S BF R ikEIREB. MREE T http 14 , BRI LUES
BEABEFECH.
. debug ip inspect — £ RE X Cisco 10S By A HEARIE B
THRZHEET 10.66.79.236 LK Web AR % — N AE Java Applet WA ZEFEENHLRZ
J& , 3R B debug ip inspect detail AR B H RO,

B4 Java BE

*Jan 12 21:43:42.919: %FW-6-SESS_AUDIT TRAIL_START:

Start http session: initiator (192.168.10.2:2673)

-- responder (128.138.223.2:80)

*Jan 12 21:43:43.571: %FW-3-HTTP_JAVA_BLOCK:

JAVA applet is blocked from (128.138.223.2:80) to (192.168.10.2:2673).
*Jan 12 21:43:43.575: %FW-6-SESS_AUDIT TRAIL:

Stop http session: initiator (192.168.10.2:2673) sent 276 bytes
-- responder (128.138.223.2:80) sent 0 bytes

*Jan 12 21:43:43.575: %FW-6-SESS_AUDIT TRAIL_START:

Start http session: initiator (192.168.10.2:2674)

-- responder (128.138.223.2:80)

*Jan 12 21:43:43.823: %FW-6-SESS_AUDIT TRAIL:

Stop http session: initiator (192.168.10.2:2672) sent 486 bytes
-- responder (10.66.79.236:80) sent 974 bytes


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

*Jan 12 21:43:44.007: $FW-3-HTTP_JAVA_BLOCK:

JAVA applet is blocked from (128.138.223.2:80) to (192.168.10.2:2674).
*Jan 12 21:43:44.011: $FW-6-SESS_AUDIT_ TRAIL:

Stop http session: initiator (192.168.10.2:2674) sent 276 bytes

-- responder (128.138.223.2:80) sent 1260 bytes

*Jan 12 21:43:44.011: $FW-6-SESS_AUDIT_ TRAIL_START:

Start http session: initiator (192.168.10.2:2675)

-- responder (128.138.223.2:80)

*Jan 12 21:43:44.439: $FW-3-HTTP_JAVA_BLOCK:

JAVA applet is blocked from (128.138.223.2:80) to (192.168.10.2:2675).
*Jan 12 21:43:44.443: $FW-6-SESS_AUDIT_ TRAIL:

Stop http session: initiator (192.168.10.2:2675) sent 233 bytes

-- responder (128.138.223.2:80) sent 1260 bytes

*Jan 12 21:43:44.443: $FW-6-SESS_AUDIT_ TRAIL_START:

Start http session: initiator (192.168.10.2:2676)

-- responder (128.138.223.2:80)

*Jan 12 21:43:44.879: $FW-3-HTTP_JAVA_BLOCK:

JAVA applet is blocked from (128.138.223.2:80) to (192.168.10.2:2676) .
*Jan 12 21:43:44.879: $FW-6-SESS_AUDIT_ TRAIL:

Stop http session: initiator (192.168.10.2:2676) sent 233 bytes

-- responder (128.138.223.2:80) sent 1260 bytes

*Jan 12 21:43:44.899: $FW-6-SESS_AUDIT_ TRAIL_START:

Start http session: initiator (192.168.10.2:2677)

-- responder (128.138.223.2:80)

R JAVA B&

Jan 12 21:44:12.143: $FW-6-SESS_AUDIT_TRAIL_START:
Start http session: initiator (192.168.10.2:2685)
-- responder (10.66.79.236:80)

*Jan 12 21:44:12.343: $FW-6-SESS_AUDIT_TRAIL_START:
Start http session: initiator (192.168.10.2:2686)
-- responder (10.66.79.236:80)

*Jan 12 21:44:17.343: $FW-6-SESS_AUDIT_TRAIL:

Stop http session: initiator (192.168.10.2:2685) sent 626 bytes
-- responder (10.66.79.236:80) sent 533 bytes

*Jan 12 21:44:17.351: $FW-6-SESS_AUDIT_TRAIL:

Stop http session: initiator (192.168.10.2:2686) sent 314 bytes
-- responder (10.66.79.236:80) sent 126 bytes

*Jan 12 21:44:23.803: $FW-6-SESS_AUDIT_TRAIL_START:
Start http session: initiator (192.168.10.2:2687)
-- responder (10.66.79.236:80)

*Jan 12 21:44:27.683: $FW-6-SESS_AUDIT_TRAIL_START:
Start http session: initiator (192.168.10.2:2691)
-- responder (10.66.79.236:80)

*Jan 12 21:44:28.411: $FW-6-SESS_AUDIT_TRAIL_START:
Start http session: initiator (192.168.10.2:2692)
-- responder (10.66.79.236:80)

*Jan 12 21:44:28.451: $FW-6-SESS_AUDIT_TRAIL_START:
Start http session: initiator (192.168.10.2:2693)
-- responder (10.66.79.236:80)

*Jan 12 21:44:28.463: $FW-6-SESS_AUDIT_TRAIL_START:
Start http session: initiator (192.168.10.2:2694)
-- responder (10.66.79.236:80)

*Jan 12 21:44:28.475: $FW-6-SESS_AUDIT_TRAIL_START:
Start http session: initiator (192.168.10.2:2695)
-- responder (10.66.79.236:80)

*Jan 12 21:44:28.487: $FW-6-SESS_AUDIT_TRAIL_START:
Start http session: initiator (192.168.10.2:2696)
-- responder (10.66.79.236:80)

*Jan 12 21:44:28.499: $FW-6-SESS_AUDIT_TRAIL_START:
Start http session: initiator (192.168.10.2:2697)
-- responder (10.66.79.236:80)



*Jan 12 21:44:28.515:

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

(10.66.
*Jan 12 21:44:28.527:

(10.66.
*Jan 12 21:44:28.543:

(10.66.
*Jan 12 21:44:28.551:

(10.66.
*Jan 12 21:44:29.075:

(10.66.
*Jan 12 21:44:29.135:

(10.66.
*Jan 12 21:44:29.155:

(10.66.
*Jan 12 21:44:29.159:

(10.66.
*Jan 12 21:44:29.215:

(10.66.
*Jan 12 21:44:29.231:

(10.66.
*Jan 12 21:44:29.251:

(10.66.
*Jan 12 21:44:29.395:

(10.66.
*Jan 12 21:44:29.403:

(10.66.
*Jan 12 21:44:29.423:

(10.66.
*Jan 12 21:44:30.091:

(10.66.
*Jan 12 21:44:30.095:

(10.66.
*Jan 12 21:44:30.115:

(10.66.
*Jan 12 21:44:30.119:

(10.66.
*Jan 12 21:44:30.123:

(10.66.
*Jan 12 21:44:30.191:

(10.66.
*Jan 12 21:44:30.219:

(10.66.
*Jan 12 21:44:30.399:

¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2698)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2699)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2700)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2701)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2734)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2735)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2736)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2737)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2739)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2740)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2742)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2747)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2748)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2749)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2798)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2799)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2800)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2801)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2802)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2803)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2804)
79.236:80)
¥FW-6-SESS_AUDIT_TRAIL_START:



Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:

(10.66.
*Jan 12 21:44:30.411:

(10.66.
*Jan 12 21:44:30.423:

(10.66.
*Jan 12 21:44:31.103:

(10.66.
*Jan 12 21:44:31.115:

(10.66.
*Jan 12 21:44:31.127:

(10.66.
*Jan 12 21:44:31.139:

(10.66.
*Jan 12 21:44:31.147:

(10.66.
*Jan 12 21:44:31.159:

(10.66.
*Jan 12 21:44:31.171:

(10.66.
*Jan 12 21:44:31.183:

(10.66.
*Jan 12 21:44:31.195:

(10.66.
*Jan 12 21:44:31.203:

(10.66.
*Jan 12 21:44:32.107:

(10.66.
*Jan 12 21:44:32.123:

(10.66.
*Jan 12 21:44:32.143:

(10.66.
*Jan 12 21:44:32.163:

(10.66.
*Jan 12 21:44:32.175:

(10.66.
*Jan 12 21:44:32.187:

(10.66.
*Jan 12 21:44:32.199:

(10.66.
*Jan 12 21:44:32.211:

(10.66.
*Jan 12 21:44:32.223:

initiator

79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:

(192.168.10.2:2806)

(192.168.10.2:2805)

initiator
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2807)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2843)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2844)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2845)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2846)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2847)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2848)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2849)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2850)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2851)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2852)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2908)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2909)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2910)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2911)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2912)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2913)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2914)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2915)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:

initiator (192.168.10.2:2916)



-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

Start http session:
-- responder

HXER

(10.66.
*Jan 12 21:44:32.235:

(10.66.
*Jan 12 21:44:33.151:

(10.66.
*Jan 12 21:44:33.163:

(10.66.
*Jan 12 21:44:33.175:

(10.66.
*Jan 12 21:44:33.187:

(10.66.
*Jan 12 21:44:33.199:

(10.66.
*Jan 12 21:44:33.211:

(10.66.
*Jan 12 21:44:33.223:

(10.66.
*Jan 12 21:44:33.235:

(10.66.
*Jan 12 21:44:33.251:

(10.66.
*Jan 12 21:44:33.259:

(10.66.

79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2917)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2982)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2983)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2984)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2985)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2986)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2987)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2988)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2989)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2990)
79.236:80)
SFW-6-SESS_AUDIT_TRAIL_START:
initiator (192.168.10.2:2991)
79.236:80)
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