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Cisco SYSTEMS

S Cisco ASIM 5.0 G|

Cisco ASDM 5.0 provides an intuitive graphical user intarface that makes it easy to set up,
canfigure and manage your Cisco Secunty Apphances,

Cigen ASDM runs as aither & local application or & Java Applet.

Whafn vou Fuf Crsca ASDM & 5 local .:.pplu:hti-:n, it connadts B your SEi:uril!'r Apphance fram
your deskbop wia S50, Running Cisco ASDM ag an application has thess advantages:

« Upgrades of the local application are performed autoratically,
= ‘fou can invoke ASDM fronn desktop shortcuts, Mo browser is required.
« Dne desktop shortout allows you to connect to muvtinds Securty Appliances,

Download ASDM Launch [ and Start ASDM

ol can run Cisco ASDM as a Java applet that is dynamically downloaded fromn the device to
which you conneck,

Fun ASDM as & Jawa A

Copyrght @ 2005 Cisco Systems, Inc. All nghts reservad.

2. ## Download ASDM Launcher and Start ASDM LA T8 ASDM N A EBFHNZEERF,

3. T8 ASDM Bz F/E , RBRTRZEHKHHIZ1T Cisco ASDM BEHEF.

4 AR http - SEBEON IP it , URAFPENOS (NREEE) . WRAIGEH
RAZEAFENOS,
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i Cisco ASDM Launcher RN
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Cevice IP Address:

Lsernarme:

Fassword:

Close

M

Mote: AS0M does NOT zave pazswords locally.
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55 WP Wizard . kT |
VPN Wizard WP Tunnel Type (Step ¥ of ..

Lise this wizand 1o configura new sie-to-Site VPN binngls ar new rémole access
WPH tunnels. A tunnel betaaen bwo devices ks called a site-to-gite lunmnel and |
bidiractional. & tunnel esiablished by calls from remaobe wsers such as
telecormanubers i called remole access unnal,

Thig wizard erealas bagic nnel corfiguraions halvou can edil Isler using the

ASOIM.
WPHM Tunnel Type: REREEITN
"':""""T' - Remade
* Site-to-5ite %ﬁ,_ﬁﬂ,@
VPN Remete Access
Lncal ¥ e R
" Remots ALLEZE h et yif
Pl }ﬂ:&
WPH Tunnel Intarface:  [outside =]

Eack | Newe | Finin | cancer]  Hew |
]

7 EERENSFENAL P i, WAZEANSORIEES (EARAPRARAERSR ) .

& VPN Wizard _ i - A
VEN Wizard Femote Sie Pear (Step 2 of 7}
Enter the IP addrass and the kifmal group of e peer davice far \is site-bo-sibe
bunnel. Then selectthe aufentication mathod: & password shased by boi cites or
A cedtificale issued by a Cedificals Aufnority
Peer I Addiess; |1|:|.:-u.1u 1
Tunnied Geoup Name:  [10.20.20.1
Aulthentication
¥ Pra-ghared Key
Pre-shared Key: |'3'5“5"”
i Cefificate
Cerificate Signing Algorshm: | 3-E4) ¥ |
Trusipoint Mame: | =]
<Back | Negs | fircn | cancer|  Hei |
[

8. EEEAT IKEWEMY , BN E 1 MR . SEEMERER KL ZHEER.



& VPN Wizard . 3 0. x|
VEN Wizard IKE Policy {Step 3 of 7}

Salact the encrption algarhm, auihentication algashm, and Difie-Hellman group
for the devicas 0 ugs to negoltiste an bntemed Key Exchange (IKE) secunty
associa®on betwean tham. Configueations on both sides of the connaclion must

rrabth exatiy,
Encryplion; |nEE-256 =]
AmhenSieation:  |SHA =]

OH Group: |_ "'I

-Bm:kl h[?n | Fir | L‘:m:elJ Harn_]
9. BEZMT IPsec WEM , BHN"E 2 R, XLEEIEEMimLHTE

& VPN Wizard _ _ - A
VPN Wizard IPSac Encrypion and Authedication  (Step 4 of 1)

Selact the encnption and suthenticalion algosithms for this IPSec VPN himnael,
Configurations on both siles of the connecson must match exacthy.

Encryplion; |nEE-256 =]

Authentication: IEH"'- ﬂ

<Back | Nwt= | fircn | cancer|  Hei |
10. EER AVFEBIERET VPN BRER W, FLFRE |, I7E pix515-704 BIA it F M.




§& WPN Wizard

_ - x|
YEN Wizard Local Hosts and Netwarks - (Step 5 of 7}
An IPSac tunned prodects dala exchanged by selected hosts and nebeorks a the
loeal and rermote ites. You Idenlify hosts and networks for the |ocal sie an fhis
screan and for ibe ramote 582 on the next screen,
Hositetsork 1 Be Added Sebecled HostsMedsorks:
i+ 1P Address " Mame T~ Graup 172220004
Interface;  [mside ] |
IP address: i1 712210 5 |
Mask: jz55.255 2550 =]
<Back | Npat= | finien | cancer|  Hein |
4T
1. B EPRE MY IZ 2w A EHLF P L&,
& VPN Wizard — = |
YEN Wizard Hemote Hosts and Networks [Step 6 af 7)
Enber fhe hosis and nobwarks 3 fhe remaole sibe of the FEec connéction,
Hositetsork 1o Be Addaed Sebacled HostaMetsorks:
I+ 1P Address " Mame i~ Group 172.16.1.004
Interface;  [oulside ] | S
IP address I1?11E-1.D 5 |
Mask: jz55. 2552550 =]
< Back | Nefs | finien | cancer|  Hew |
12. W EFRERTESY VPN S EXHEN. FARERE K MELBRZELER  FLH
Finisho



§& WPN Wizard :
YEN Wizard Summary (Step ¥ of 7]

WP Tunnel Interface: outside
Fear P Address: 102002001
Tunned Group Name: 10020.20.1

clscol 23

Traffic e io b probacied By this tann el
(local 172221 0024
frameote) 172.06.1.0024

You have created @ Site-30-5ibe WP Runnél with B follceing aSributes:

S gumenbcation uges pre-ahaned Kiy

IRE Policy Encrmpian Fauthentication § DHGroup: AES- 256 1 SHA T Group 5
FEer ESF Encryption f EEF Authenticabion: AEE-256 1 SHA

Help |

«Back | 1ea- | fj&lg_huj cancel |

PIXCLI & &

pix515-704

pi xfirewal | #show run : Saved PI X Version 7.1(1) !

host nane pi xfirewal | domai n-nanme defaul t.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted nanes !
interface Ethernet0 nameif outside security-level 0 ip

address 10.10.10.1 255.255.255.0 !--- Configure the
outside interface. ! interface Ethernetl naneif inside
security-level 100 ip address 172.22.1.163 255.255.255.0
I--- Configure the inside interface. ! !-- Qutput

suppressed ! passwd 2KFhbNI dI . 2KYOU encrypted ftp node
passi ve dns server-group Defaul t DNS domai n- name
default.domain.invalid access-list inside_natO_outbound
extended permt ip 172.22.1.0 255.255.255.0 172 .16.1.0
255.255.255.0 !--- This access |ist
(inside_natO0_outbound) is used with the nat zero
conmand. !--- This prevents traffic which matches the
access |list fromundergoing !--- network address
translation (NAT). The traffic specified by this ACL is
l--- traffic that is to be encrypted and !--- sent
across the VPN tunnel. This ACL is intentionally !---
the sanme as (outside_cryptomap_20). !--- Two separate
access lists should always be used in this
configuration. access-list outside_cryptonmap_20 extended
permt ip 172.22.1.0 255.255.255.0 172 .16.1.0
255.255.255.0 !--- This access |ist
(outside_cryptomap_20) is used with the crypto map !---
outside_map to determ ne which traffic should be
encrypted and sent !--- across the tunnel. !--- This ACL
is intentionally the same as (inside_natO_outbound). !--
- Two separate access lists should always be used in




this configuration. pager lines 24 ntu inside 1500 ntu
out si de 1500 no failover asdmimage flash:/asdm 511. bin
I--- Enter this command to specify the |ocation of the
ASDM i mage. asdm history enable arp tinmeout 14400 nat
(inside) O access-list inside_natO_outbound !--- NAT O
prevents NAT for networks specified in the ACL

i nsi de_nat 0_out bound. route outside 0.0.0.0 0.0.0.0
10.10.10.2 1 timeout xlate 3:00:00 timeout conn 1:00: 00
hal f-cl osed 0: 10: 00 udp 0:02:00 icnp 0:00: 02 tinmeout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absolute http server enable !---
Enter this command in order to enable the HTTPS server
for ASDM http 172.22.1.1 255.255.255.255 inside !---
Identify the | P addresses from which the security

appliance !--- accepts HITPS connections. no snnp-server
| ocation no snnp-server contact !--- PHASE 2

CONFI GURATION ---! I--- The encryption types for Phase 2
are defined here. crypto ipsec transformset ESP-AES-
256- SHA esp- aes- 256 esp-sha-hmac !--- Define the
transformset for Phase 2. crypto map outside_map 20

mat ch address outside_cryptonap_20 !--- Define which
traffic should be sent to the I Psec peer. crypto map
outside_map 20 set peer 10.20.20.1 !--- Sets the |Psec
peer crypto map outside_nap 20 set transform set ESP-
AES- 256-SHA ! --- Sets the I Psec transformset "ESP-AES-
256-SHA" !--- to be used with the crypto map entry
"outside_nap". crypto map outside_nap interface outside
l--- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFI GURATION ---! I--- This configuration uses isaknm
policy 10. !'--- Policy 65535 is included in the config
by default. !--- The configuration commands here define
the Phase !--- 1 policy paraneters that are used. isaknp

enabl e outside isaknp policy 10 authentication pre-share
i saknmp policy 10 encryption aes-256 isaknmp policy 10
hash sha isaknp policy 10 group 5 isaknmp policy 10
lifetine 86400 isaknp policy 65535 authentication pre-
share i saknp policy 65535 encryption 3des isaknp policy
65535 hash sha i saknp policy 65535 group 2 isaknp policy
65535 lifetine 86400 tunnel -group 10.20.20.1 type ipsec-

2 '--- In order to create and nanage the database of
connection-specific records !--- for ipsec-12l—+4Psec
(LAN-to-LAN) tunnels, use the tunnel-group !--- conmand
in global configuration node. !--- For L2L connections
the nanme of the tunnel group MJST be the IP !--- address
of the | Psec peer. tunnel-group 10.20.20.1 ipsec-
attributes pre-shared-key * !--- Enter the pre-shared-

key in order to configure the authentication method.
telnet tineout 5 ssh tineout 5 console timeout O !
class-map i nspection_default match defaul t-inspection-
traffic ! ! policy-map gl obal _policy class

i nspection_default inspect dns maxi num|ength 512

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
Crypt ochecksum ecbh58c5d8ce805b3610b198c73a3d0cf : end

PIX-02

PI X Version 7.1(1)
]

host nane pi xfirewal
domai n- nane defaul t.donmain.invalid




enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
nanes

|

interface EthernetO

namei f outsi de

security-level O

i p address 10.20.20.1 255. 255.255.0
|

interface Ethernetl

namei f inside

security-level 100

i p address 172.16.1.1 255.255.255.0
|

passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive

dns server-group Defaul t DNS

domai n-nane default. donmain.invalid

access-list inside_nat0O_outbound extended permit ip
172.16. 1.0 255.255.255.0 172

.22.1.0 255.255.255.0

I--- Note that this ACL is a nmirror of the

i nsi de_nat 0_out bound !--- ACL on pix515-704. access-|i st
out si de_cryptomap_20 extended permit ip 172.16.1.0
255.255.255.0 172 .22.1.0 255.255.255.0 !--- Note that

this ACL is a mirror of the outside_cryptomap 20 !---
ACL on pix515-704. pager lines 24 ntu inside 1500 mtu
out si de 1500 no failover asdmimage flash:/asdm 511. bin
no asdm history enable arp tinmeout 14400 nat (inside) O
access-1list inside_natO_outbound tinmeout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00:02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225
1: 00: 00 ngcp 0:05:00 timeout ngcp-pat 0:05:00 sip
0:30: 00 sip_nedia 0:02:00 timeout uauth 0:05:00 absol ute
http server enable http 0.0.0.0 0.0.0.0 inside no snnp-
server |ocation no snnp-server contact crypto ipsec
transform set ESP- AES- 256- SHA esp- aes- 256 esp-sha- hnac
crypto map outside_nmap 20 natch address

out si de_cryptomap_20 crypto map outside_map 20 set peer
10.10.10.1 crypto map outside_map 20 set transformset
ESP- AES- 256- SHA crypto map outside_nap interface outside
i saknp enabl e outside isaknmp policy 10 authentication
pre-share isaknp policy 10 encryption aes-256 isaknp
policy 10 hash sha isaknp policy 10 group 5 isaknp
policy 10 lifetime 86400 tunnel -group 10.10.10.1 type

i psec-121 tunnel-group 10.10.10.1 ipsec-attributes pre-
shared-key * telnet timeout 5 ssh timeout 5 consol e
timeout O ! class-map inspection_default match default-
i nspection-traffic ! ! policy-map global _policy class

i nspection_default inspect dns maxi num|ength 512

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
Crypt ochecksum 6774691244870705f 858ad4e9b810874 : end
pi xfirewal | #
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1BE -

crypto map map-name seqg-num set connection-type {answer-only | originate-only | bidirectional}
- answer-only - A TIEELNEAEDNBRTARBRHR R I AL IKE EEGEmE , AEE
BRI RS F AR,
- bidirectional - A T8 E L FAARTF L MBRF ZEEZNREERE, IREMBUKIUR
B BRIANERRE,
- originate-only - Fi T 18 E b 3 S 4R &2 58 — N % I S # DA E S5 52 B Y M R T F 45
crypto map set connection-type 5= 9% A LAN Z| LAN ThEEfEEEERE, SATFEEREN — IR
BEESNMNERANEFE, LHBERENATFEFEZBEIHE:

. P& Cisco ASA 5500 RAILZ2iR%E
. Cisco ASA 5500 R%IZ %1% % F Cisco VPN 3000 £+ &5
. Cisco ASA 5500 & 5L £ 1% % FIZ1T Cisco PIX R RBHHRA 7.0 RESMANZLIRE
ERER A LAN E| LAN E$£ |, Cisco BWIEE A originate-only XRBFIHEEN —IREHENRE
&2, HEHA answer-only X BFHEEZANRANEAN —REHEN RNE, B REEHKL
, "B £ A crypto map set peer i T XN EAN L AERHF TR, ‘REE'LZLEZFEZREIRFH
FE—ANEEDE, MRZNEATER , L2 RELERBIRFSHRFNT — N EEHE
, BRI E AN RENRFTBERNERL,

AZMAEREES , " RARENEFAHZIRZHREY -FLTARBE , AENSEHE, RE , £
I EHEFMATEY —NEFER LAN 2 LAN B3E#E | FERBE-—ROKESH T REREER,

AE: NRE—AMBZEHRRNVPNERETZNNE IP st |, W —BENFEHEWF | HEAZH
MNE IPEiZ VPN, A , —BENFMAHIRE | iZ VPN T2 5E IP ik, HMFHIMERNE
SA FREEFSE VPN (LU EHREIE IP thit, ERLEIS , AT ARBETRXE VPN S

o

TR E A LAN B LAN dEERR

bt 3] LN
Originate-Only Answer - Onl 'y

Bi - Di recti onal Answer - Onl y

Bi - Di recti onal Bi - Di recti onal
=6l

R (E2REEEXTHA ) BE crypto map mymap , FIFEEZXBIRE RN originate-only,

host nanme(confi g) #crypto map outsi de_map 20 connection-type origi nate-only

BERE2XE (SA)

EPIX ESPRUESXT , FRUTHS :

. clear [crypto] ipsec sa - il BR5E 3N IPsec SA. <= crypto 2 A[IEM,
. clear [crypto] isakmp sa - filBR5ESN IKE SA. <% crypto A%,

B
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Mondtoring = YPH = YPN Connection Graphs = IPSec Tunnels

=VPH Connection Grapl
[

B EIVPN Statistics
i Crypto Statislics
i I Encryotion Statistec
B Global IKENPSe: &
; !, Profocol Statistics
. M Sessions

Available Graphs for:

|IHE Active Tunnels

3. Rii Addd BRI ANERAERKREOTES,

Monitaring = VPN = ¥PH Conneclion Graphs = IPSac Tunneals

Add ==

=& Remoye

‘ou can display 2 new Graph Wind ow, or modify an
existing Graph ¥Window, Click 2 graph fyp2 in the treg
on the far lef, and then select one or more of the
graphs (n the Available Graphs list To select Inese
graphs, click Add. To display the selecied graphs,
click *Show Graphs_ .

Ciraph Wind o

kiEcu ASDM 5.1 fior PI{- 172 221163 - Geaph
Selected Graphis)

=

B SPERTE. I

- EFVPN Connection Grapl

& EveN Statistics
t- B Crynto Statistics
b I Encryption Statistic
+- 38 Global IKE/IPSec £
I Protocol Statistics
.- M sessions

Morailable Graphs for:

You can display a new Graph Window, or modify an
existing Graph Window. Click a graph type in the frea
on the far e, and then select one of more of the
graphe inthe Bvailable Graphs lisl To selectthase
graphs, click Add. To display the selected graphs,
click "Show Graphs.. "

Graph Win o o

ICIEHIASDHSI for PB{- 172.221.163 - Graph _:
Selected Graph(s)

IFSec Tumnels, IPSec Aclive Tunneg|s

ot o ks et

4. % Show Graphs LLEF IKE # IPsec SEZIFZER



& Cisco ASDM 5.1 for PIX - 172.22.1.163 - =10 %]

Cisco ASDE 5.1 for PIX - 172.22.1.163 - Graph

Graph | Table
IPSec Tunnels, IPSec Active Tunnels

Wiew: |F:|:-a Hlirme, data every 10 s8¢ j

Graph | Table

IPSec Tunhels, IKE Actiee Tunnels

5. 1% Monitoring> VPN > VPN Statistics > Global IKE/IPSec Statistics JA T ## &< VPN F2i&
NEIHER.



Monitoring = VPN = VPN Statistics » Global IKENFSe: Statistcs

'Fr Connaction Graphs  — Glabal IKEAFPSe: Stabslics

ity
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EA LA CLI RiIEBSER B E K. &t show crypto isakmp sa - AR ERBERE K
, & i show crypto ipsec sa ir T I MEBENIT T Hix., MEFRENBIFEIHHRE.

pix515-704

pi xfirewal | (config)#show crypto i saknmp sa Active SA 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey
SA during rekey) Total IKE SA: 1 1 IKE Peer: 10.20.20.1
Type : L2L Role : initiator Rekey : no State : MM ACTI VE

pix515-704

pi xfirewal | (config)#show crypto ipsec sa interface
outside Crypto map tag: outside_map, seq num 20, |oca
addr: 10.10.10.1 access-list outside_cryptomap_20 permt
ip 172.22.1.0 255.255.255.0 172.16.1.0 255. 255. 255.0

| ocal ident (addr/mask/prot/port):
(172.22. 1.0/ 255. 255. 255. 0/ 0/ 0) renpte ident
(addr/ mask/ prot/port): (172.16.1.0/255.255.255.0/0/0)
current _peer: 10.20.20.1 #pkts encaps: 20, #pkts
encrypt: 20, #pkts digest: 20 #pkts decaps: 20, #pkts
decrypt: 20, #pkts verify: 20 #pkts conmpressed: 0, #pkts
deconpressed: 0 #pkts not conpressed: 20, #pkts conp
failed: 0, #pkts deconp failed: O #send errors: 0, #recv
errors: O local crypto endpt.: 10.10.10.1, renote crypto
endpt.: 10.20.20.1 path nmtu 1500, ipsec overhead 76
media ntu 1500 current outbound spi: 44532974 inbound
esp sas: spi: OxA87AD6FA (2826622714) transform esp-
aes- 256 esp-sha-hmac in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 1, crypto-map: outside_nap sa timng
remai ning key lifetine (kB/sec): (3824998/28246) |V
size: 16 bytes replay detection support: Y outbound esp
sas: spi: 0x44532974 (1146300788) transform esp-aes-256
esp-sha-hmac in use settings ={L2L, Tunnel, } slot: O
conn_id: 1, crypto-map: outside_map sa timing: renmaining
key lifetinme (kB/sec): (3824998/28245) |1V size: 16 bytes




[replay detection support: Y |

P B R

PFS

£ IPsec thE@H , TLHEERE (PFS) I AREN TN NZERASEMETNRHATHERX, FBERAN
RREX &4k F RS ARER PFS , BT ATE PIX/ASA 2217 L2L IPsec B&i&,

RIMBERT PFSOTEZRARS. ESAPFS , BHEAXRBEEERNTEH pfs 8 HI5E enable
XEF, EEH PFS, 5% A disable X#EF,

host nane( confi g- group-pol i cy)#pfs {enable | disable}
ENEESEITHRETHER PFS Bt , BRALGTH no R, —MNAKRMA UM S —MNAKE
YK PFS ME. FRALBTH no XX |, Uy IEHEE.

host nane(confi g- group-pol i cy) #no pfs

Management-Access

RO REMNE ST AT EERTHEDERR.

BrIEEL HEEE N TE E management-access T , BN TTEMBRERN 5 —Iwxt PIX B A EPH#EE
O#4T ping B&4E,

Pl X- 02( conf i g) #managenent - access i nsi de Pl X-02(confi g) #show managenent - access nanagenent - access
i nsi de

debug &

AE : KR debug B m 2 AT , HZ AKX Debug TMEEEER.

debug crypto isakmp - £ REX IPsec EENBARER , HETHTRBR I REMMLIELIE —H
B,

debug crypto isakmp

pi xfirewal | (confi g)#debug crypto i saknp 7 Nov 27

12: 01: 59 [IKEvl DEBUG : Pitcher: received a key acquire
nmessage, spi Ox0 Nov 27 12:01:59 [IKEv1]: IP =
10.20.20.1, IKE Initiator: New Phase 1, Intf 2, |KE Peer
10. 20.20.1 local Proxy Address 172.22.1.0, renote Proxy
Address 172.16.1.0, Crypto nmap (outside_map) Nov 27

12: 01: 59 [IKEvl DEBUG: | P = 10.20.20.1, constructing

| SAKMP SA payl oad Nov 27 12:01:59 [IKEvl DEBUG: IP =
10. 20. 20. 1, constructing Fragnentation VID + extended
capabilities payload Nov 27 12:01:59 [IKEv1]: IP =

10. 20. 20. 1, | KE_DECODE SENDI NG Message (nsgi d=0) with
payl oads : HDR + SA (1) + VENDOR (13) + NONE (0) total
length : 148 Nov 27 12:01:59 [IKEv1l]: |IP = 10.20.20. 1,

| KE_DECODE RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) total length : 112
Nov 27 12:01:59 [IKEvl DEBUG: |P = 10.20.20.1,
processing SA payl oad Nov 27 12:01:59 [IKEvl DEBUG: I P
= 10. 20. 20.1, Cekley proposal is acceptable Nov 27

12: 01: 59 [IKEvl DEBUG: | P = 10.20.20.1, processing VID
payl oad Nov 27 12:01:59 [IKEvl DEBUG: |P = 10.20.20.1,
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Recei ved Fragmentation VID Nov 27 12:01:59 [IKEvl

DEBUG : | P = 10.20.20.1, |IKE Peer included IKE
fragmentation capability flags : Main Mde: True
Aggressive Mode: True Nov 27 12:02:00 [I KEvl DEBUG : IP
= 10.20.20.1, constructing ke payl oad Nov 27 12:02: 00
[IKEvl DEBUG : | P = 10.20.20.1, constructing nonce

payl oad Nov 27 12:02:00 [IKEvl DEBUF: |P = 10.20.20.1,
constructing Cisco Unity VID payload Nov 27 12:02: 00
[IKEvl DEBUG : | P = 10.20.20.1, constructing xauth V6

VI D payl oad Nov 27 12:02:00 [IKEvl DEBUG: IP =
10.20.20.1, Send 10S VID Nov 27 12:02:00 [ KEv1l DEBUG :

I P = 10.20.20.1, Constructing ASA spoofing | OS Vendor |ID
payl oad (version: 1.0.0, capabilities: 20000001) Nov 27
12:02: 00 [I KEvl DEBUG: | P = 10.20.20.1, constructing

VI D payl oad Nov 27 12:02:00 [IKEvl DEBUG: IP =
10.20.20.1, Send Altiga/ Ci sco VPN3000/Cisco ASA GWVID
Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20.1, |KE_DECODE
SENDI NG Message (msgi d=0) with payloads : HDR + KE (4) +
NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 320 Nov 27

12:02: 00 [I KEv1]: IP = 10.20.20.1, |KE_DECODE RECEI VED
Message (nsgi d=0) with payloads : HDR + KE (4) + NONCE
(10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 320 Nov 27 12:02: 00
[KEvl DEBUGE: | P = 10.20.20.1, processing ke payl oad
Nov 27 12:02:00 [IKEvl DEBUG: |P = 10.20.20.1,

processi ng | SA_KE payl oad Nov 27 12:02:00 [| KEvl DEBUG :
I P = 10.20.20.1, processing nonce payl oad Nov 27

12:02: 00 [IKEvl DEBUG: | P = 10.20.20.1, processing VID
payl oad Nov 27 12:02:00 [IKEvl DEBUGF: |P = 10.20.20.1,
Received Cisco Unity client VID Nov 27 12:02:00 [I|KEv1
DEBUG : | P = 10.20.20.1, processing VID payl oad Nov 27
12:02: 00 [I KEvl DEBUG: | P = 10.20.20.1, Received xauth
V6 VID Nov 27 12:02:00 [IKEvl DEBUG: IP = 10.20.20.1,
processi ng VID payl oad Nov 27 12:02:00 [IKEvl DEBUG: | P
= 10.20.20.1, Processing VPN3000/ ASA spoofing | OS Vendor
I D payl oad (version: 1.0.0, capabilities: 20000001) Nov
27 12:02:00 [IKEvl DEBUG : | P = 10.20.20.1, processing
VI D payl oad Nov 27 12:02:00 [IKEvl DEBUG: IP =

10. 20. 20. 1, Received Altigal/C sco VPN3000/C sco ASA GW
VID Nov 27 12:02:00 [IKEv1l]: IP = 10.20.20.1, Connection
| anded on tunnel _group 10.20.20.1 Nov 27 12:02:00 [|KEvl
DEBUG : Group = 10.20.20.1, IP = 10.20.20.1, Generating
keys for Initiator... Nov 27 12:02:00 [|KEvl DEBUQ :
Goup = 10.20.20.1, IP = 10.20.20.1, constructing ID
payl oad Nov 27 12:02:00 [|IKEvl DEBUG: G oup =
10.20.20.1, IP = 10.20.20.1, constructing hash payl oad
Nov 27 12:02:00 [IKEvl DEBUF: G oup = 10.20.20.1, IP =
10. 20. 20. 1, Conputing hash for | SAKMP Nov 27 12:02: 00
[IKEvl DEBUG : | P = 10.20.20.1, Constructing | CS keep

al i ve payl oad: proposal =32767/ 32767 sec. Nov 27 12:02: 00
[ KEvl DEBUG : G oup = 10.20.20.1, IP = 10.20.20.1,
constructing dpd vid payl oad Nov 27 12:02:00 [IKEv1]: IP
= 10. 20. 20. 1, | KE_DECODE SENDI NG Message (nsgid=0) with
payl oads : HDR + ID (5) + HASH (8) + |0S KEEPALI VE (14)
+ VENDOR (13) + NONE (0) total length : 119 Nov 27
12:02: 00 [IKEv1]: IP = 10.20.20.1, |KE_DECODE RECEI VED
Message (nsgi d=0) with payloads : HDR + ID (5) + HASH
(8) + 1 0S KEEPALI VE (14) + VENDOR (13) + NONE (0) total
length : 96 Nov 27 12:02:00 [I KEvl DEBUG : G oup =
10.20.20.1, IP = 10.20.20.1, processing | D payl oad Nov
27 12:02: 00 [I KEvl DEBUG : Group = 10.20.20.1, IP =

10. 20. 20. 1, processing hash payl oad Nov 27 12:02: 00

[ KEvl DEBUG : G oup = 10.20.20.1, IP = 10.20.20.1,




Conputing hash for | SAKMP Nov 27 12:02: 00 [| KEvl DEBUQ :
I P = 10.20.20.1, Processing | CS keep alive payl oad:
proposal =32767/ 32767 sec. Nov 27 12:02: 00 [| KEvl DEBUQ :
Group = 10.20.20.1, IP = 10.20.20.1, processing VID

payl oad Nov 27 12:02:00 [|IKEvl DEBUG: G oup =
10.20.20.1, 1P = 10.20.20.1, Received DPD VID Nov 27

12: 02: 00 [IKEv1l]: I P = 10.20.20.1, Connection |anded on
tunnel _group 10.20.20.1 Nov 27 12:02: 00 [| KEvl DEBUQG :
Goup = 10.20.20.1, IP = 10.20.20.1, Cakley begin quick
node Nov 27 12:02:00 [IKEvl]: Goup = 10.20.20.1, IP =
10.20.20.1, PHASE 1 COWPLETED Nov 27 12:02:00 [IKEv1]:
IP = 10.20.20.1, Keep-alive type for this connection:
DPD Nov 27 12:02:00 [IKEvl DEBUG: G oup = 10.20.20.1,
IP = 10.20.20.1, Starting phase 1 rekey timer: 73440000
(nms) Nov 27 12:02:00 [IKEvl DEBUGF: G oup = 10.20.20.1,
IP = 10.20.20.1, IKE got SPI from key engine: SPI =
0x44ae0956 Nov 27 12:02:00 [IKEvl DEBUG: G oup =
10.20.20.1, IP = 10.20.20.1, oakley constucting quick
node Nov 27 12:02: 00 [IKEvl DEBUG : Group = 10.20.20.1,
I P = 10. 20. 20.1, constructing bl ank hash payl oad Nov 27
12:02: 00 [I KEvl DEBUF: G oup = 10.20.20.1, IP =

10. 20. 20. 1, constructing | PSec SA payl oad Nov 27

12:02: 00 [I KEvl DEBUF: G oup = 10.20.20.1, IP =

10. 20. 20. 1, constructing | PSec nonce payl oad Nov 27
12:02: 00 [I KEvl DEBUG: G oup = 10.20.20.1, IP =

10. 20. 20. 1, constructing proxy |ID Nov 27 12:02:00 [IKEvl
DEBUF: G oup = 10.20.20.1, IP = 10.20.20.1,
Transmtting Proxy ld: Local subnet: 172.22.1.0 mask
255. 255.255.0 Protocol 0 Port O Renpte subnet:
172.16.1.0 Mask 255.255.255.0 Protocol O Port O Nov 27
12:02: 00 [I KEvl DEBUGF: G oup = 10.20.20.1, IP =

10. 20. 20. 1, constructing gm hash payl oad Nov 27 12:02: 00
[ KEv1]: 1P = 10.20.20.1, |KE_DECODE SENDI NG Message
(nmsgi d=d723766b) with payloads : HDR + HASH (8) + SA (1)
+ NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)
total length : 200 Nov 27 12:02:00 [IKEvl]: IP =

10. 20. 20. 1, | KE_DECODE RECEI VED Message (nmsgi d=d723766b)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) +
ID (5) + 1D (5) + NO\NE (0) total length : 172 Nov 27
12:02: 00 [I KEvl DEBUF: G oup = 10.20.20.1, IP =

10. 20. 20. 1, processing hash payl oad Nov 27 12:02: 00

[ KEvl DEBUG : G oup = 10.20.20.1, IP = 10.20.20.1,
processi ng SA payload Nov 27 12:02: 00 [I KEvl DEBUQG :
Group = 10.20.20.1, IP = 10.20.20.1, processing nonce
payl oad Nov 27 12:02:00 [|IKEvl DEBUG: G oup =
10.20.20.1, IP = 10.20.20.1, processing | D payl oad Nov
27 12:02: 00 [I KEvl DEBUG : Group = 10.20.20.1, IP =

10. 20. 20. 1, processing I D payload Nov 27 12:02:00 [I|KEvl
DEBUG : G oup = 10.20.20.1, IP = 10.20.20.1, loading all
| PSEC SAs Nov 27 12:02:00 [IKEvl DEBUF: G oup =
10.20.20.1, IP = 10.20.20.1, Generating Quick Mde Key!
Nov 27 12:02:00 [IKEvl DEBUF: G oup = 10.20.20.1, IP =
10. 20.20.1, Cenerating Quick Mdde Key! Nov 27 12:02: 00
[KEvl]: Group = 10.20.20.1, IP = 10.20.20.1, Security
negoti ation conplete for LAN-to-LAN G oup (10.20.20.1)
Initiator, Inbound SPI = 0x44ae0956, Qutbound SPI =
0x4a6429ba Nov 27 12:02:00 [IKEvl DEBUG: G oup =
10.20.20.1, IP = 10.20.20.1, oakley constructing final
qui ck mbde Nov 27 12:02:00 [IKEv1]: |P = 10.20. 20. 1,

| KE_DECODE SENDI NG Message (msgi d=d723766b) with

payl oads : HDR + HASH (8) + NONE (0) total length : 76
Nov 27 12:02:00 [IKEvl DEBUF: G oup = 10.20.20.1, IP =
10.20.20.1, IKE got a KEY_ADD msg for SA: SPI =
0x4a6429ba Nov 27 12:02:00 [IKEvl DEBUG: G oup =




10.20.20.1, IP = 10.20.20.1, Pitcher: received
KEY_UPDATE, spi 0x44ae0956 Nov 27 12:02:00 [ KEv1]:
Goup = 10.20.20.1, IP = 10.20.20.1, Starting P2 Rekey
timer to expire in 24480 seconds Nov 27 12:02: 00
[KEvl]: Group = 10.20.20.1, IP = 10.20.20.1, PHASE 2
COVPLETED ( nsgi d=d723766b)

debug crypto ipsec - & RE X IPsec EZA R IHER.

debug crypto ipsec

pi x1(confi g) #debug crypto i psec 7 exec nobde

commands/ opti ons: <1-255> Specify an optional debug

| evel (default is 1) <cr> pix1l(config)# debug crypto

i psec 7 pix1l(config)# | PSEC. New enbryonic SA created @
0x024211B0, SCB: 0x0240AEBO, Direction: inbound SPI
O0x2A3E12BE Session I D 0x00000001 VPIF num: 0x00000001
Tunnel type: 12l Protocol : esp Lifetime : 240 seconds

| PSEC. New emnbryonic SA created @ 0x0240B7A0, SCB:
0x0240B710, Direction: outbound SPI : 0xB283D32F Session
I D: 0x00000001 VPIF num: 0x00000001 Tunnel type: |2l
Protocol : esp Lifetine : 240 seconds | PSEC. Conpl et ed
host OBSA update, SPI 0xB283D32F | PSEC. Updati ng

out bound VPN cont ext 0x02422618, SPI 0xB283D32F Fl ags:
0x00000005 SA : 0x0240B7A0 SPI : 0xB283D32F Mru : 1500
bytes VCI D : 0x00000000 Peer : 0x00000000 SCB :
0x0240B710 Channel : 0x014A45B0 | PSEC. Conpl et ed out bound
VPN context, SPI 0xB283D32F VPN handl e: 0x02422618

| PSEC. Conpl et ed out bound inner rule, SPI 0xB283D32F
Rule 1 D: 0x01FA0290 | PSEC. New out bound pernmit rule, SPI
0xB283D32F Src addr: 10.10.10.1 Src mask:

255. 255. 255. 255 Dst addr: 10.20.20.1 Dst nask:

255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore
Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use
protocol: true SPl: OxB283D32F Use SPI: true | PSEC
Conpl et ed outbound permt rule, SPI 0xB283D32F Rule ID:
0x0240AF40 | PSEC. Conpl eted host |BSA update, SPI
Ox2A3E12BE | PSEC. Creating i nbound VPN context, SPI
Ox2A3E12BE Fl ags: 0x00000006 SA : 0x024211B0 SPI
Ox2A3E12BE MIU : 0 bytes VCID : 0x00000000 Peer
0x02422618 SCB : 0x0240AEBO Channel : 0x014A45B0 | PSEC:
Conpl et ed i nbound VPN context, SPI O0x2A3E12BE VPN

handl e: 0x0240BF80 | PSEC. Updating out bound VPN cont ext
0x02422618, SPI 0xB283D32F Fl ags: 0x00000005 SA :
0x0240B7A0 SPI : 0xB283D32F MIU : 1500 bytes VCID :
0x00000000 Peer : 0x0240BF80 SCB : 0x0240B710 Channel:
0x014A45B0 | PSEC: Conpl et ed out bound VPN context, SPI
0xB283D32F VPN handl e: 0x02422618 | PSEC. Conpl et ed

out bound i nner rule, SPI 0xB283D32F Rule |ID:. 0x01FA0290
| PSEC. Conpl et ed out bound outer SPD rule, SPI 0xB283D32F
Rul e I D: 0x0240AF40 | PSEC. New i nbound tunnel flow rul e,
SPI 0x2A3E12BE Src addr: 172.16.1.0 Src mask:
255.255.255. 0 Dst addr: 172.22.1.0 Dst nask:
255.255.255.0 Src ports Upper: O Lower: O Op : ignore
Dst ports Upper: O Lower: O Op : ignore Protocol: O Use
protocol: false SPI: 0x00000000 Use SPI: false | PSEC
Conpl eted i nbound tunnel flow rule, SPI 0x2A3E12BE Rul e
I D: 0x0240B108 | PSEC. New i nbound decrypt rule, SPI
Ox2A3E12BE Src addr: 10.20.20.1 Src mask:

255. 255, 255. 255 Dst addr: 10.10.10.1 Dst nask:

255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore
Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use
protocol: true SPl: Ox2A3E12BE Use SPI: true | PSEC




Conpl et ed i nbound decrypt rule, SPI O0x2A3E12BE Rule |ID:
0x02406E98 | PSEC. New i nbound pernit rule, SPI
Ox2A3E12BE Src addr: 10.20.20.1 Src mask:

255. 255. 255. 255 Dst addr: 10.10.10.1 Dst nask:

255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore
Dst ports Upper: O Lower: O Op : ignhore Protocol: 50 Use
protocol: true SPl: Ox2A3E12BE Use SPI: true | PSEC
Conpl eted i nbound pernmit rule, SPI Ox2A3E12BE Rule ID:
0x02422C78
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