A EASR9k TACACSH Cisco Secure ACS 5.x8&
5ea

BE

1£10S XPHYTiE X Y 4R 44
e B A A
TE X ESAH

E10S XPHY A F & Y BV 4H 4
APRENBHAFH
APRENHESA
ERRHEMNAAAELE
ACSHR & 2R BL B

BER

BAAARIRER
Sysadmin

P HEBR

fasr

A IHEIRASR 9000 R FIR 4 RSB HEF(ASR)M B BB L TACACS+RIE B A BRI Z L5 H2
#IPR %525 (ACS) 5.xIRE 25,

HROATHETESHRNEEER S EIZEFIECisco IOS XREHREWAF AR, EXRME
EASKUETESHEINANAREAFANESE. AFPFEFNESEBSATRIE. BXH
BB (AAA)BRS B Cisco I0S XRE M setin BB, INEGTATRIEAFPSHATANIRR, BNXS®
STHTFRIESANENAR(BARA)RNRRIT—HBEES., ChkSSEALCERLENCIETI
EBRESICEREERAPSHREEKNIRE,

FREH
BEXR

Cisco BB THUTED :

- ASR 9000 BEBMEARE B



- ACS 5 x#PENE &
- TACACS+#MX

LR A
AP HEBET U TREFMELRA :

- 5Cisco 10S XREH4HIASR 9000 , fr44.3.4
. Cisco Secure ACS 5.7
AXHEPNEEERESRERERSE LB, AXEPFEANMBERERIEXARRE ( ik
) BB, MREHMERER , FRRETHRAEREEEER,

AE
1E10S XPRIFLE X By 4A 4

BWEXHAFAMESAIOS XPH, EERARERAXLETNELWARBRERRELBENLE,
MEXNWAF4A

XLERPFHEIOS XPTENX -

HAF4 R

cisco-support iR FHEBRINEEHE(EE , FAHEREARMEAR).

netadmin Configure network M 45 a0 FF 14 & 48 B& R AL 55 (OSPF) (B EFEAHMNEEER),

BER RITEERWES , HEEZREENF,

BLR ERHBERITEENRPAMAFIESRS.

EXD ERHABMITAERPHFIESG SERS,

sysadmin  FITHHESBHREEEMES , BI04 core dump 2 17 iR E P 4565 (8] L (NTP) B £ Y
serviceadmin HUITIRGEBES , flULiHFHELHIZR(SBC),

BREGHFPEM T EXENAEANBRRGAFRERRFNELREN BRI EEHMERS P,

BEAXLEGTREMELNAFS :

RP/ 0/ RSP1/ CPUO: ASROk#show aaa usergroup ?
| Qut put Modifiers

root-Ir Nanme of the usergroup
net admi n Nanme of the usergroup
oper at or Nanme of the usergroup
sysadm n Nanme of the usergroup

root-system Nanme of the usergroup
servi ceadm n Nanme of the usergroup
ci sco-support Nanme of the usergroup
WORD Nanme of the usergroup
<Cr>

FiE LS4

XEMELNESARTRNTEERREMEAR , HEMAKREE :



. cisco-support : CiscoXx#F A A{ES

- netadmin : MEEEREFS

- BRER  BREASHES(EREW)

- BLR X2 EHEHEBREEAES

. *E%v}b . Q%JLEIJMEEJ\{I'R

. sysadmin : ?r\v;., BRES

. serviceadmin : JRFEEES , #ilm , SBC

BEEAIX L n#ﬁﬁiﬁ(ﬂ’ﬂﬁc%éﬂ :

RP/ 0/ RSP1/ CPUO: ASR9k#show aaa taskgroup ?
| Qut put Modifiers

root-1Ir Nane of the taskgroup
net adm n Nane of the taskgroup
oper at or Nane of the taskgroup
sysadm n Nanme of the taskgroup

root - system Nanme of the taskgroup
servi ceadm n Nanme of the taskgroup
ci sco-support Name of the taskgroup
WORD Nanme of the taskgroup
<Cr>

BEEALGTREXFNES

RP/ 0/ RSP1/ CPUO: ASROk#show aaa task supported

XRXFHESIIE

Aaa ACL E®BA Ancp Atm EARRS Bedl Bfd bgp
5|19%EF EH4  HUEZR Cdp CEF Cgn cisco-support IBEmgmt & B RS
crypto Diag A R%F Wzh#EF Dwdm  Eem Eigrp DAMARS extifEl
& WEMgr XHRE B AE Fr Hdlc FHRS hsrp O
B’ IPRRZ  Ipv4 IPv6 Isis Lovpn = Ot e
Lpts HS® MPLS LDP MPLS#74 MPLS TE 4A#% Netflow PR 2% NP

Ospf Ouni  Pbr PKG mgmt POS DPT Ppp Qos Remd fih &

RIP BLR 1BRE route-map BEHIREE Sbc Snmp SONET sdh &%
17-May-01 R&% 125 TTYiRE  EE BHA VLAN VPDN vIrp

Hpg— LN ESTUAEHPES - HAE LR,

B EEAFMNRBRENIEE.
‘—51_1; ERFESRENRE b AP IRBENIEE,
PAT BEAFHRIREMIEE, B , pingFTelnet,
ERES ?‘éiﬁ‘,i‘ﬁ}ﬁiﬁﬁfﬁﬂ’ﬂﬁio

#10S XPHY A B XA 4

RPFEXWAFA

EERREEMECHAFEAENEBENTE. XREERA

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #user group TAC- Defi ned



RP/ 0/ RSP1/ CPUO: ASROk( conf i g- ug) #t askgr oup oper at or
RP/ 0/ RSP1/ CPUO: ASROk( confi g- ug) #conmmi t

RAFEXHESA

FEAEREMINBCHESEENBENTE. XREETRA

RP/ 0/ RSP1/ CPUO: ASROk( conf i g) #t askgr oup TAC- Def i ned- TASK
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #task ?

debug Specify a debug-type task ID

execute Specify a execute-type task ID

read Specify a read-type task ID

wite Specify a read-wite-type task 1D

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #t ask read aaa
RP/ 0/ RSP1/ CPUO: ASROk( config-tg)#task wite aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask execute aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask debug aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #task read acl

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg)#task wite acl
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask execute acl
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #conmmi t

RP/ 0/ RSP1/ CPUO: ASROk#show aaa taskgroup TAC- Defi ned- TASK
Task group ' TAC- Defi ned- TASK

Task 1 Ds included directly by this group:
Task: aaa : READ WRI TE EXECUTE DEBUG
Task: acl : READ WRI TE EXECUTE

Task group ' TAC Defined- TASK' has the foll ow ng conbined set

of task IDs (including all inherited groups):
Task: aaa : READ VWRI TE EXECUTE DEBUG
Task: acl : READ VWRI TE EXECUTE

MRAREENNAERTLAESENRNBRIE - TREEN , B8
mE

w1

RP/ 0/ RSP1/ CPUO: ASROk#descri be show aaa usergroup
Package:

User needs ALL of the follow ng taskids:

aaa (READ)
RP/ 0/ RSP1/ CPUO: ASROk#

AT AREFAFPETshowin TaaallF4E , BEFTSAHPEEARFLLRE -

£%51% T aaa

2

RP/ 0/ RSP1/ CPUO: ASRIOKk( confi g) #descri be aaa aut hentication |ogin default group tacacs+

Package:

e ARG T E

BRE,

=~



User needs ALL of the follow ng taskids:

aaa (READ WRI TE)
RP/ 0/ RSP1/ CPUO: ASROk( confi g) #

R T R P ME E#E X iZ1Taaa authentication loginis S RIAETACACS+ ,

el 4 g
£55i%/Baaa
REEENRES AN MESENAF A, X2 ERA

RP/ 0/ RSP1/ CPUO: ASR9k#show aaa user group TAC Defi ned
Tue Feb 16 00:50: 56. 799 UTC
User group ' TAC- Defi ned'

Inherits fromtask group 'operator’

User group 'TAC- Defined' has the follow ng conbined set
of task IDs (including all inherited groups):

Task: basi c-services : READ VWRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: | ogging : READ

RP/ 0/ RSP1/ CPUO: ASROk#conf t

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #user group TAC- Defi ned

RP/ 0/ RSP1/ CPUO: ASROk( confi g- ug) #t askgr oup TAC- Def i ned- TASK
RP/ 0/ RSP1/ CPUO: ASROk( confi g- ug) #commi t

RP/ 0/ RSP1/ CPUO: ASR9k#show aaa user group TAC Defi ned
Tue Feb 16 00:51: 31.494 UTC
User group ' TAC- Defi ned'

Inherits fromtask group 'operator’

Inherits fromtask group ' TAC- Defi ned- TASK

User group ' TAC- Defined' has the follow ng conbined set
of task IDs (including all inherited groups):

Task: aaa : READ WRI TE EXECUTE DEBUG
Task: acl : READ WRI TE EXECUTE

Task: basi c-services : READ VWRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: | ogging : READ

E%EEI%EEI@AAAEEE

EMNERHEEN —1TACACSHRS S -
BE LT ACSHRS 25 IP# it E v B < i B Rl Mytacacs-server

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #t acacs- server host 10.106. 73. 233 port 49
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tacacs-host)#key 0 cisco
RP/ 0/ RSP1/ CPUD: ASROk( confi g-tacacs- host) #conmi t

2N

70N

EESEPEE

7



tacacs-server host 10.106.73.233 port 49
key 7 14141B180F0B

1 AT RIS S TACACS RS .

#aaa authentication |l ogin default group tacacs+ |oca
#aaa aut hori zation exec default group tacacs+ |oca

&5 authorisation(optional) :

#aaa aut horizati on commands default group tacacs+

1B E R E S ERBRSS B8 (FTE)o

#aaa accounting conmands default start-stop group tacacs+
#aaa accounting update new nfo

ACSHRFGEIEL B

SRIMREFRER , BT ENEAAAT P IRHY BRI ZRIPE 5 HEACSIRSS 88 | SMs M EIR>M
FREFNMAAATF IR, EAHIF , BEN T ciscolE N HEE R EMASRATE EH —#,

» @r My Workspace Network Resources > Network Devices and AAA Clients
Pk
A Network Devices
» Network Device Groups
Location Filter: Name k4 Match if:  Contains 4 ASR
Device Type
Name ~ |P Address Description NDG:Location
Default Network Device LAB-ASR 10.106.49.63/32 LAB-ASR device All Locations:LAB  All Device Types:ASR
External Proxy Servers
OCSP Services

| » &8 Users and Identity Stores

» €% Policy Elements
» [l Access Policies
| » [.] Monitoring and Reports

» & System Administration

SER2MBEEAAER , REENFREHFA , &6, BEADA,

NDG:Device Type



» &4 My Workspace

» 53 Network Resources

Users and Identity Stores > Identity Groups

‘ Identity Groups
-3 ‘ . -
: Filter: ﬁ Match if: < Go
v Internal Identity Stores
Eers ‘ Name ~ Description
Hosts vAll Groups Identity Group Root
> External Identity Sﬁores ASR-Operator
Certificate Authorities
Certificate Authentication Profile ‘ ASR-Operator-AAA
Identity Store Sequences ASR-RootSvstem
» G Policy Elements ,
. ASR-Sysadmin
» [ Access Policies
> Monitoring and Reports
> System Administration
SRINGEHAETR , FOEARF ARSI ESEERAFHMNEN L,
» &3 My Workspace Users and Identity Stores > Internal Identity Stores > Users
» [0 Network Resources e — -
-+ 38 S .
Filter: k4 Match if: ] Go w
Identity Groups
v Internal Identity Stores Status User Name « Identity Group Description
== (5] ASRaaa All Groups:ASR-Operator-AAA
Hosts
» External Identity Stores [ ] ASRRead All Groups:ASR-Operator
Certificate Authorities (o] ASRRoot All Groups:ASR-RootSystem
Certificate Authentication Profile . . ;
S e e o ASRwrite All Groups:ASR-Sysadmin

» G Policy Elements

» [ Access Policies

» [.] Monitoring and Reports

» B2 System Administration

Note: FEA B , MRE/NEIMREGE A A/ @7 ERER M , ERKIENACSHEHA
Fo HEABIHR | ASIRMANRERFRERES

SRA4ENEBELEE B AFHShellfil & X 4,



Policy Elements

Name
ASR-Operator
" ASR-RootSystem
ASR-Sysadmin

Operator with AAA
Permit Access

Shell Profiles
- .
al

'k

MEBET , EELE I EBshelBEXH , LREHEEBESH.

General  C Custom Attributes | ]
Common Tasks Attributes
Attribute Requirement Value
Manually Entered
Atiribute Requirement Value
task Mandatory rwx: #operator
“ General < Common Ta Custom Attributes | ]
Common Tasks Attributes
Attribute Requirement Value
Manually Entered
Attribute Requirement Value
task Mandatory rwx:aaa,#operator




iSepanissEanmmnasiay Custom Attributes | ]

Common Tasks Attributes
Attribute Requirement Value

™. Policy Elements

Manually Entered

Shell Profiles.

nd Identity Stores
.. Policy Elements Common Tasks Attributes
Aftribute Requirement Value
Manually Entered
Attribute Requirement Value
e i task Mandatory rwx: #root-system
Shell Profiles

SRS E TR, BIEMITREBAS,.

Single result selection ' Rule based result selection
Urce: |nternal Users @

B. Access Policies

Identity

SREMBEGETR , RERBEFTROBREAUECIEAFHFRAH BRF R BshellBEXH

o



» i My Workspace Access Policies > Access Services > Default Device Admin > Authorization

» 111 Network Resources
Standard Policy| Exception Policy
» @b Users and identity Stores

i Device Administration Autharization Policy
+ G Policy Elements

+ O Default Device Admin
Identity

] ASR_Operalor Rule in All Groups:ASR-Operator
(2] ASR Operator AAA Rule in All Groups:ASR-Operator-AAA

E'; Filter: | Status k4 Match if: Equals i Enabled k3§ ClearFilter
v
v Acoess Services Status  Name )

| Service Selection Rules Identity Group

B @ M =

+ © Default Network Access (=] ASR_Sysadmin_Rule in All Groups:ASR-Sysadmin
Identity ©®  ASR Root-system Rule in All Groups:ASR
Authorization

~ Max User Session Policy
Max Session User Settings
Max Session Group Settings
+ Max Login Failed Attempts Policy
Max Login Falled Attempts Group Seti

Wi
BAER

RNTEME , FHAFBasrread. XEERIFHDS,

user nane: ASRread
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#show user
ASRr ead

RP/ 0/ RSP1/ CPUO: ASROk#show user group
oper at or

RP/ 0/ RSP1/ CPUO: ASROk#show user tasks

Task: basi c-services : READ WRI TE EXECUTE
Task: cdp : READ
Task: diag : READ
Task: ext-access : READ EXECUTE
Task: | ogging : READ

BAAANRIER

RNTEME , FHHAFRasraaa, XERRIETT,

Note:asraaa 2 MTACACSHRSF 2s HEIX VIR E R 55 51/ BEaaafV ES FHITE — i,

user nane: asraaa
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#sh user
asraaa

RP/ 0/ RSP1/ CPUO: ASROk#sh user group
oper at or

RP/ 0/ RSP1/ CPUO: ASROk#sh user tasks

Task: aaa . READ VRI TE EXECUTE
Task: basi c-services : READ WRI TE EXECUTE
Task: cdp : READ

Task: diag : READ

NDG:Device Type

in All Device Types:ASR
in All Device Types:ASR
in All Device Types:ASR

in All Device Types:ASR

Results
Command Sets

Permit-All
Permit-All
Permit-All
Permit-All

Hit Count



Task: ext - access
Task: | oggi ng

Sysadmin

RN T EM , 8B Basrwrite.

usernane: asrwite
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#sh user

asrwite

RP/ 0/ RSP1/ CPUO: ASROk#sh user

sysadm n

RP/ 0/ RSP1/ CPUO: ASROk#sh user

Task: aaa
Task: acl

Task: adm n
Task: ancp
Task: atm
Task: basi c- servi ces
Task: bedl

Task: bf d
Task: bgp
Task: boot

Task: bundl e
Task: call -home
Task: cdp
Task: cef

Task: cgn
Task: confi g- ngnt

Task: confi g-services
Task: crypto
Task: di ag
Task: drivers
Task: dwdm
Task: eem
Task: eigrp
Task: et her net - servi ces
--More--

(output omtted )

BR%E

RN TEME , A AP Basrroot, XL

user nane: asrroot
passwor d:

READ
READ

group

t

RP/ 0/ RSP1/ CPUO: ASROk#show user

asrroot

RP/ 0/ RSP1/ CPUO: ASROk#show user

root - system

asks
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ

group

RP/ 0/ RSP1/ CPUWO: i os#show user tasks

EXECUTE
LREIERS,
WRI TE EXECUTE
WRI TE EXECUTE
WRI TE EXECUTE
WRI TE EXECUTE
WRI TE EXECUTE
WRI TE EXECUTE
WRI TE EXECUTE
WRI TE EXECUTE
WRI TE EXECUTE
RBIEHRT.

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG



Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
--Mre--
(out put

aaa
acl

adm n

ancp

atm

basi c-services
bcd

bf d

bgp

boot

bundl e

cal | - home

cdp

cef

cgn

confi g- mgnt
config-services

crypto

di ag

drivers

dwdm

eem

eigrp

omtted )

P B B

READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ

VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE
VWRI TE

EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE
EXECUTE

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

LEERIEMNETHIACSHREMBER, WHEEGETR , B UK IR A Esumbol K FHAHIRE

Report Selector

Favorites

w AAA Protocol
AAA Diagnostics

Authentication Trend
RADIUS Accounting
RADIUS Authentication
TACACS Accounting

TACACS Authentication

* Time Range

%7 Fiters

| Last 30 Minutes  ~

TACACS Authentication Unfavorite @ Bport [ s
Generated at 201
From 02/17/2016 03:45:51.754 PM To 02/17/2016 04:15:50.754 PM Total Pages: 1 GoTa: Go Page Fiacors /fo s
ACSView Timestamp Status Details = User Name Network Device  Identity Store Identity Group ACS Server
T -] [ Al - [ Al « [ a -
2016-02-17 16:15:43.698 ) a asrroot LAB-ASR Internal Users All Groups:ASR-RootSystem ACS-57
2016-02-17 16:15:35.073 a asrwrite LAB-ASR Internal Users All Groups:ASR-Sysadmin ACS-57
2016-02-17 16:15:24.896 = a asraaa LAB-ASR Internal Users Al Groups:ASR-Operator-AAA ACS-57
2016-02-17 16:15:11.954 = o  asmead LAB-ASR el e All Groups:ASR-Operator ACS-57

[ Run |

XER-ENMNERANBTHEREEEASR

show users
show usersé
show usersfE%
show users£&p
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