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https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html

vpnuser@ciscosspt.es

RA-VPN SecureU

Access

——

1. VPN Authentication on Secure Access 2. Radius request with the username and password,

RADIUS Access-Accept
3. 5200 Authentication succeeded
3.1 CSA-Unknown-Compliant

The Identity Exist on 3.2 Redirect URL Send
Secure Access? 3.3 dACL Send
YES NO Unknowr itity
5232 DACL Download Succeeded Authentication Rejected
CSA-Unknown-Compliance

F 3

| —— Ay e rosee
Qe . Q= _.

4, Posture status compliance, answer send to ISE 4.1 Evaluating Authorization Policy

5. Selected Authorization Profile - CSA-Compliant

5232 DACL Download Succeeded 5.1. Added the dACL specified in the Authorization Profile

CSA-Compliance

F 9
F 3

5.2. CoA send to Secure Access

6. Machine on Compliance Full Access to
Resources

Z4£15H- ISE -B &

HENMZLBREEPRSSIB(ISE)ERTRELEANZESE , FATENSHRIEHI (25F
MS-CHAPV2 ) RfriFiEEE, BERNRETRRESRELLRFULE(SSE)FERS REE T B2 H KR
B2 RINRLERE , RAEVPNEIARS (VPNaaS)EThee | H Al AISETRERI X L IR,

XMERTRIMEL BLZENTHRAR , R B EEIEMNA  FREERNEL
. FIACisco ISEREINEE , HIANRSITAL |, #H—SiEBtTLER  EAFHEZERIENEA
FPRETAEPCHEN ML, XATRRRAANSALAREERNRZTRIFEMETR , NMEFERE
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CUSTOMER INFRASTRUCTURE SECURE ACCESS INFRASTRUCTURE
192.168.10.0/24 Management IP Pool: 192.168.60.0/24
DNS ‘Endpoint IP Pools: 192.168.50.0/24
IP:192.168.10.153 :
DNS
Firewall
Secure
ISE Access
ISE
IP:192.168.10.206
Hostname: ISE.ciscosspt.es RA-VPN
:

Secure Client Users
(Outside Network)

[



AR EFREELREZE , S4ATREZLIERMISEERNE—F,

REHAERE

1E1Pt: LB BRADIUSA

EFMRadiusBEL EVPNEEX fF , BREHITUATIR
SME R 21 R 42 S R,

* ,'f—(_'\fﬁ Connect > Enduser Connectivity > Virtual Private Network

EERHEE"(Manage | P Pools) T, #HiManage


https://dashboard.sse.cisco.com/

Manage IP Pools

2 Hageans mapped

+  i%$FIP Pool Region # Radius Server

EUROPE 1
Pop Name Display Name Endpoint IF Pools Management |P Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
Europe (Germany) RAVPN 1 House &

256 user connections

256 user connections

s KREHERE




HIE |, FE“1PH”(IP Pool) B4 19 Bl B”(configuration) FHI%IZ&R & , Radius Group (Optional)

KRifi Add RADIUS Group

RADIUS Groups (optional)

Associate one RADIUS group per AAA method to this IP pool.

##li:'m 0_@

I,_J....L_.,':H

Mo RADIUS groups created

‘ [ Add RADIUS Group J




« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©



ERNER

- AAA method

. Authentication : #riZAuthentication B EIEEH EFiK O |, BRIAER T 1812

- MREH H BRI EERIZMicrosoft Challenge Handshake Authentication Protocol Version
2 (MCHAPV2) It & i 4E

e Authorization ; ¥ri2AuthorizationE R HE FikRiw O , BIAER TR1812

. #Ri2Authorization mode Only Change of Authorization (CoA) mode &% 4E 3 A1 K B ISERVRSHNE
&

«  Accounting : ricAuthorizationf EiEHE , HiEEBEwHO , RIABER T H1813

- 1&#ESingleor Simultaneous (EREERH |, BRKBBERRER —EREEHF. EASERT |, FidkHE
REBAPNFERSR)

« 3% Accounting update EIEAE AR F E #i 4 BURADIUSIG B 12K E#TE B



EE kB Authenticationst FAuthorization F3EMFAEAR —iK .

- 2Za, BFEXE RADIUSSarversEin B ER TEEAAARIT B I IERNRADIUS Servers (ISE) :

«  KRifF +Add



RADIUS Servers
You can add up to 8 servers in each group

Assign servers

[

e

# Server Name IP Address

RE, BEN TR :

Add RADIUS Server

Server name

L

IP Address
| |
Password type

Secret Key

| =3
Password

| =

Cancel



*  Server Name : BliE & FRUAMRIRISERRSS 85

o |PAddress : B &A@ %2 178 1 & B9 Cisco | SEIR & K 1P

+  Secret Key : EtiERADIUSEA

»  Password : Bt & & RadiusZ g

« M ifiSave HfEAssign Serverit I T 2 Bt 48 B RADIUSHER 55 25 H ik 2 SR Y I SERR 55 55

RADIUS Servers
You can add up to 8 servers in each group

Assign servers

ISE_CSA

«  BERRESave MRTFFIEERETK



« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©


https://dashboard.sse.cisco.com/

Protocols : #%# Radius

+  Map authentication groupsto regions : %21 [X ##%$2 Radius Groups

+ Riff Next

AR MREBSZAXE , WATEPARAEXEHEFRadiust . MRFXFM , WIEHINext BEARFIE



EEXMEENRIENSE , WHEHTRN.

@ General settings

Default Domain: ciscosspt.es | DNS Server: House
(192.168.10.153) | Protocol: TLS / DTLS, IKEv2

o Authentication, Authorization, and

Accounting
RADIUS

Traffic Steering (Split Tunnel)
Connect to Secure Access | 2 Exceptions

@ Cisco Secure Client Configuration

* Authorization

Authentication, Authorization, and Accounting

Choose a configuration method to complete the SAML authentication process

for this VPN profile.Help 3

Authentication | Authorization| Accounting

Enable Radius Authorization
Use defaults or customize groups to map to regions

Select one group for all regions

[ ISE_CSA U]
Region Management IP Groups
pools
RA
ISE_CSA v
VPN 2 192.168.80.0/24
i 102.168.60.0/24 | ISE_CSA (default) .
VPN 1 ’ o -

Cancel

Enable Radius Authorization : #8182 &% LA /5 ARADIUSEEAR

o AFRAREREE—AE  EPIZERENE —MEERADIUSIRS 28 A TR EZR 15 H-E L % A W4 (RA-VPN) It

, BN MERIENLT

o K Next

B ESEFTAAuthorization T2 /5 , IEHLEEHIT Accounting.



EE - R FB A Radio Authorization |, MK ik 2 24T 5E T4,

icik



@ ) Authentication, Authorization, and Accounting
General settings

Default Domain: ciscosspt.es | DNS Server: House Choose a configuration method to complete the SAML authentication process

(192.168.10.153) | Protocol: TLS / DTLS, IKEv2 for this VPN profile.HeIp =

o Authentication, Authorization, and o L .
Authentication  Authorization  Accounting

Accounting
RADIUS
Enable Radius Accounting =
@ Traffic Steering (Split Tunnel) Use defaults or customize groups to map to regions
Connect to Secure Access | 2 Exceptions
Select one group for all regions
@ Cisco Secure Client Configuration
ISE_CSA ~
Region Management IP Groups
pools
-“" 192.168.80.0/24 ISE_CSA v
VPN 2
RA 192.168.60.0/24 | ISE_CSA (default .
VPN 1
< Cancel

¢ Accounting

Map Authorization groupsto regions : %2 #h[X }i%$2 Radius Groups

o Hif Next

After you have done configured the Authentication, Authorization and Accounting & #¢4E Traffic Steeringo

RESIF

ERESIST  SEEBLR2VLAEBEBERFEE,



Tunnel Mode Tunnel Mode

Connect to Secure Access v ] [ Bypass Secure Access N2 J
All traffic is steered through the tunnel. All traffic is steered outside the tunnel.
A - S -
|
\ - e E p. T
N <00
Tunnel VPN Internet
VPN Secure @
Access

o IR EFF Connect to Secure Access , NIFFE BB MR E &R & Secure Access

[ Connect to Secure Access v ]

All traffic is steered through the tunnel.

d o QB
VPN e Secure ‘@

Access

Add Exceptions + Add
Destinations specified here will be steered OUTSIDE the tunnel.

Destinations Exclude Destinations Actions

proxy-

8195126.zpc.sse.cisco.com,

ztna.sse.cisco.com,acme.sse.

cisco.com,devices.api.umbrell

a.com,sseposture-routing-

commercial.k8s.5¢10.0rg,sse

posture-routing- - -
commercial.posture.duosecuri

ty.com,data.eb.thousandeyes.

WREARERMInternetiF R IPHIFIAAT |, BT+ Add B , ABEEHNext,



o WRMFRE Bypass Secure Access , NIFTEEBMREETED BN EBRMEMRE , MR 2ET Secure Access ( THEBKM
R )

Tunnel Mode

Bypass Secure Access v

All traffic is steered outside the tunnel.

-

VPN Internet

Add Exceptions + Add
Destinations specified here will be steered INSIDE the tunnel.

Destinations Exclude Destinations Actions

No matches found




EE : %$EBypass Secure Accessit , & flenroll.cisco.com A FISEA R £ T4,

EHPRF | AEEBEIVPNILTRNMAETAMERR. BERTHRE BT + Add , RARERNFAERRERETNext

CiscoZ £ & P iRl E



Cisco Secure Client Configuration

@ General settings Select various settings to configure how Cisco Secure Client operates.Help .7
Default Domain: cisco.com | DNS Server: -
Protocol: TLS / DTLS, IKEv2

Session Settings 3 Client Settings 13 Client Certificate Settings i Download XML

@ Authentication, Authorization, and
Accounting

RADIUS
Banner Message

Require user to accept a banner message post authentication

@ Traffic Steering (Split Tunnel) a

Bypass Secure Access | 1 Exceptions

o Cisco Secure Client Configuration . .
Session Timeout

7 days

Session Timeout Alert

30 minutes before

Maximum Transmission Unit ()

1240

HETSRS , EULLRAAERABTBRIENMINMEH £ SavelZtl , BNREFLEAELENEE , FEH Cisco Secure ClientEHE

B R,
| SEELE

BEEMFRE IR

EREBET Cisco ISENFBRIE , BREBRE L FRZEEHCisco ISEEM :

o B ZE Administration > Network Devices

«  Rif+Add


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true

> CSA

Network Devices

Description

IP Address : 192.168.60.0

Device Profile  H Cisco

~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port




«  Name: FABMHIRREZ LGN

* |P Address : Ei &P XigiX — 5 ¥R A Management Interface

o DeviceProfile ; it 2%}

Radius Authentication Settings

. Shared Secret : BiEES BRI RENHBREEZRN . B

 CoAPort : FHIZENEIAE ; 1700t A T L £THRA

ZE , RESavelARIFEMREEE T/ , BAKGIRA AP #HITERRIE.

EE4

EREATAMLAFNE  FREHTUTIR

« i Administration > Groups

« =i User Identity Groups

«  Rif+Add

«  RAGIENameH K7 Submit



Administration

System
Deployment
Licensing
Certificates
Logging
Maintenance

Upgrade

[

Network Resources
Metwork Devices
Network Device Groups
Network Device Profiles
External RADIUS Servers

RADIUS Server Sequences

NAC Managers

User Identity Groups

Identity Groups

Identity Management
Identities

Groups

External Identity So
Identity Source Seq

Settings

er ldentity Group

Identity Group

EREAR AP RIEER , FHATUTHRE

e BRZE Administration > Identities

o  HikAdd+

CSA-ISE

=Q

Endpoint Identity Groups

User Identity Groups

User Identity Groups




Network Access User

* Username

Status ¥ Enabled

Account Name Alias

Email

Passwords

Password Type: Internal Users

Password Lifetime:
(O With Expiration

Never Expires

Password Re-Enter Password

* Login

Passwaord

Enable

Passwaord

User Groups

CSA-ISE

Username : A Z2FRITHEANUPNRAEEBERFE | XETHSRIIESS

Status : JEBH

Password Lifetime : 28] AL & ©With Expiration 3Never Expires , EFBURTF &

Login Password : 3 F 8l %58

User Groups : 132 7E 25 B Configure a Group™ 812 748




AR ETUPNK SO RIERIREN R HHN RS RREFER,

ZJa , A LA Save #E1TEL & H 4HLE 1T Configure Policy Set5 %,

BB R

EXRBET , REISEE S ARIIMBENSEPHITHIRE, EZSERTREOLREEENERAFHRNENEARG, B
, ISERIFRADIUSERRIEMKE , HREBISEAFHEEHR RS EERAHENREN S 4

ERBEZERE , FSMEEHCisco |SERFBIEAR



+  Rifi Policy > Policy Sets

o K+ BURIIRTREESE

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

Q

Policy Sets

Status  Polidy Set Name Description Conditions Allowed Prgtocols | Server Sequence Hits Actions View

[ v o]

EXHERT , FREFNREE  MAREARIAKEE, BTX, REZRBERESHRIINRZN, ERENREATIHEE
‘ ERRIIRSBRAE LMK , LUIRIEIX L 53 I0F 25K B CSA Network Device List , #Af5 B ConditionsS 133 A SR B
- HERAVMMN , fiDefault Network Access,

BB S RMECE W condition K , IERIBIAT W AAGER IR

. R+

« 1£ Condition Studio~ , ATANEE B :

Conditions Studio

Library Editor

Equals

_Switch_Local_Web_Authentic

o  EQ|ELKH , BRF Click to add an attribute

o RifENetwork Device &4l

o TEREEAEIT , 2 EHNetwork Access - ENetwork Device Name I

+  HEEquasEM T , £ Configure Network Devices List25% T B ANetwor k Device B & #




« Riff Save

Network Ac NetworkDeviceName

Equals

Network Access NetworkDeviceName

Radius el MNetworkDeviceName

LSRR HEAE SR BRAICSATE R | LASKEE K HE 5 CSA-ISE THIAuthentication FAuthorization iRE , 3 B XL WIFRTE A FAIMY
Default Network Access T fo R o

TE RIS RVMR

Policy Sets re to do visibility setup

Status Policy Set Name Description Conditions Allowed Protocols /| Server Sequence

o ERIFAiFDefault Network Access Protocols BY |, IE4K4E T — %A ;

S Policy > Results

« =i Allowed Protocols

o A Default Network Access



Policy [ Dictionaries Con

Policy Sets Policy Elements

Profiling Dictionaries Authentication

Posture Conditions
Allowed Protocols
Client Provisioning Results

Allowed Protocols Services Authorization

For Policy Export go to

Profiling
Posture
Description

Default Allowed Protocol Service Client Prowsmnlng

- RIE, BLBIAFMFTE ML Default Network Access

B B R R 5 0 WIE N RN

E £ Policy Set T 8lZAuthenticationflAuthorization RE , HHERTUT SR :

- Rifi>

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

o RZJE, #BF¥ERE RAuthenticationMAuthorization 5 :



Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence

Q CSA-ISE =] Network Access:NetworkDeviceMame

> Authentication Policy(2)
> Authorization Policy - Local Exceptions
» Authorization Policy = Global Exceptions

» Authorization Policy(2)

NTEHBRIERE  IUARASHAA#TRE, EXMERT  SRFINEEE BH RSP ELHIRERE , HIRERE
SURIES BRI

B # T H DR IFR A PP Network Device CSA EERIISHIEL R FHKIT,

~Authentication Policy(2)

Status Rule Name Conditions

Q

Authentication Secure .
0‘ =] Network Access-NetworkDeviceName
Access 5

Options

ZRBSEBERBESRPE LM REAER.

RIS

BANLBYSHAARERRR. EXMELT , ARRNEEEASRAPELNATNAF . ESANTEERPRBEE RO

~Authorization Policy(2)
Results
Status Rule Name Conditions Profiles Security Groups
Q
e Authorization Rule 1

Status Rule Na Conditions Profiles Security Groups

Q

InternalUser-ldentityGroup

Authorization Secure Access A User Identity PermitAccess

Groups:CSA-ISE




« R Authorization Policy

o K+ LEXERKR , TFAR :

~ Authorization Policy(2)

Results

Status Rule Name Conditions Profiles Security Groups

Authorization Rule 1

o XNFT—% , BHEHKRuleName , FConditions Profiles

« REName B E & AR MR B RAUKBE Y

o EFE Condition®® , Had +

e 1E Condition Studio~ , BALUKIUTEER :

Conditions Studio

Library Editor

Equals

o EHEZH , B Click to add an attribute

« M ifildentity Group %4

o HERERETT , #dfinternal User -IdentityGroup &I

«  HEEqualsi&WT , A THRIIRERSREEHFHGroup #E#ER1TH B IIE

«  Hifk Save

«  Rif Use



InternalUser IdentityGroup

User Identity Groups:CSA-ISE =

Equals
Editor

InternalUser-lde

Equals

Identity group

25, BEEE X Profiles, which help approve user access under the authorization policy once the user authentication matches the group

selected on the policy.

« 7 Authorization Policy T~ , # Profiles

. BRAF

o % PermitAccess

«  Rif Save



InternalUser-ldentityGroup
R User Identity
Groups:CSA-ISE

InternalUser-ldentityGroup

R User Identity permit
Groups:CSA-ISE

Profiles

PermitAccess

PermitAccess >

ZJa , BEN T Authentication Authorization FRE, HITHHWIU , WITAFEZERTIEE , URERETEBEILZLHRFM
ISELH B,

EEFEFIVPN , &0 LA A TESecure Access L BIZRMVEL B S04 |, H BT Secure Client 51 SEEL & XA IE .

o HEMNBIERGHEN - BENWEREZZHOP ?

SHBZL B

M Monitor > Remote Access Log

28 Events

User Connection Event Event Details Internal IP Address Public IP Address VPN Profile

4 vpn user (vpnuser@ciscosspt.es) @ Connected 192.168.50.2 151.248.21.152 ISE_CSA


https://dashboard.sse.cisco.com/

o HBMNBIPBRGHEN - BEEISEPMAER ?

S M1 = Cisco | SE Dashboard

+ Rih Operations> Livel ogs

Status Details Identity Authentication Policy

Identity Authentication Policy

CSA-ISE >> Authentication Secure Ac...

CSA-ISE >> Authentication Secure Ac...

CSA-ISE >> Authentication Secure Ac...

Authorization Policy

Authorization Policy

CSA-ISE => Authorization Secure Access

CSA-ISE >> Authorization Secure Access

CSA-ISE >> Authorization Secure Access

it i Radiuss it 8} A ctive Directory B P2

B &EISE

B2

EXMERT  EOEEENERFRIELN AR R L FNRZBIRIEL RSN,

BEHOTERE , BRENTUATIR .

B B4 i

R2 T RA

SRR EISEEFIER
=i Work Center > Policy Elements> Conditions

M Anti-Malware



AR B SELA R ENVF 2RI, SRR & #9IRAS FH RS N B SR M 4T EE A0 1T £,



Conditions v

Anti-Malware
Anti-Spyware
Anti-Virus
Application
Compound
Dictionary Compound
Dictionary Simple
Disk Encryption
External DataSource
File

Firewall



1. Agent Resources

ZL2EFinWebiRE D,

2. Compliance Module

BHRISEAMIERIR

3. Agent Profile

122 381 8 B B 1B 3L

3. Agent Configuration

BYRERAER, , FAREEEXANRERRE
SCE EC R LE AR IR

Step 1 THHF LEREBRIR

o EFMFHARERR , FSMIBICIco TP H TRWebIERA S ; Web¥BE X SR pkgtg o

Cisco Secure Client Headend Deployment Package (Linux 64-bit) 06-Feb-2024
cisco-secure-client-linux64-5.1.2.42-webdeploy-k9.pkg
Advisories [

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024
cisco-secure-client-win-5.1.2.42-webdeploy-k9.pkg
Advisories [

Cisco Secure Client Headend Deployment Package (Mac OS) - 06-Feb-2024
Administrator rights or managed device required for install or

upgrade. See Administrator Guide and Release Notes for details.
cisco-secure-client-macos-5.1.2.42-webdeploy-k9.pKg

Advisories [

« R+ Add > Agent resources from local disk 3 £ 3

58.06 MB AR
111.59 MB AR ]
118.88 MB * K



https://software.cisco.com/download/home/286330811/type/282364313/release/
https://software.cisco.com/download/home/286330811/type/282364313/release/

Agent resources from Cisco site

Agent resources from local disk

MNative Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

Step 2TFHAMMEEIR

o =i + Add > Agent resources from Cisco Site




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

o BARESIEAMERNERE  RAFRT Save




Download Remote Resources

Name

AnyConnectComplianceModuleLinux64 4.3.3064.0

AnyConnectComplianceModuleLinux64 4.3.3104.0

AnyConnectComplianceModuleOSX 4.3.3432.6400

AnyConnectComplianceModuleOSX 4.3.3472.6400

AnyConnectComplianceModuleWindows 4.3.3940.8192

AnyConnectComplianceModuleWindows 4.3.3980.8192

AnyConnectComplianceModuleWindowsARM64 4.3.3940....

AnyConnectComplianceModuleWindowsARM64 4.3.3980....

For Agent software, please download from |
resource from local disk" add option, to import into ISE

Step 3¢ B R E B XX

« R + Add > Agent Posture Profile

Description

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client WindowsARM64 Compliance

Cisco Secure Client WindowsARM64 Compliance

. Use the " Agent




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

o JBIZEName —4 Posture Profile




Agent Posture Pro

Name

Description:

ERSBBHANT , WA HERFE L ESave

Pasture Pratocol

Parameter " Deseription

PRA retransmission tima This is the agent retry peried if there is a Passive Reassessment communication failure
Retransmission Delay Time (in seconds) to wait before retrying.

Retransmission Limit Number of retries allowed for a message.

Dis i Enter any |IP address or FODN that is routed through a NAD. The NAD detects and redirects
CmTY ot that http traffic to the Client Provisioning portal.

By default, AnyConnect sends discovery probes to all the Cisco ISE PSNs sequentially if

Dizcowvery Backup Server List the PSN is unreachable. Choose specific PSNs as the backup list and restrict the nodes to

which AnyConnect sends discovery probes.

A list of wildecarded, comma-separated names that defines the servers that the agent can
Server name rules "
connect to. E.g
A list of IP addresses, that defines the all the Policy service nodes that the agent will try to

Call Home List connect to if the PSN that authenticated the endpoint doesn't respond for some reason.

Agent will continuously try to reach discovery targets (redirection targets and previously

Back=-off Timer connected PSNs) by sending the discovery packets till this max time limit is reached

Step 4 RLEREERE

KR + Add > Agent Configuration




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

e 2, BEUTSH




> New Agent Configuration

* Select Agent Package:

* Configuration Name:

Description:

Description Value Notes

* Compliance Module

CiscoSecureClientDesktopWindows 5.1

CiscoSecureClientComplianceModuleW!




Cisco Secure Client Module Selection

ISE Posture

VPN

Zero Trust Access
Network Access Manager
Secure Firewall Posture
Network Visibility

Umbrella

Start Before Logon

Diagnostic and Reporting Tool

Profile Selection

* |SE Posture

«  Select Agent Package : %% EEZILE

1.CSA_PROFILE

»  Configuration Name : %% —N & # LR 5] Agent Configuration

« ComplianceModule : R ES 2T HEHMER F THH AR

¢ Cisco Secure Client Module Selection

. |ISE Posture : #RIZEEAE

¢ Profile Selection



. |SE Posture ; iR ELSBIF B XIEAE w4 F & B/ SERLE X

+ Rif Save

EE  BWEMRERS (Windows, Mac OSELinux ) #88 — NN N EFIREE,

Bie B & 1 i 1A e 5% B



ERAAEE L —SPERENISEXRRSITHANER  SEERERMKITHE.

o SMFISEEFIER

« Rif Work Center > Client Provisioning

AR BB MRERS (Windows, Mac OSHiLinux ) #E —/NE i E KK,



Rule Name Identity Groups Operating Systems Other Conditions

ws CPP Redirect Ay Windows All

Agant Configuration
Rule Nam L MName
2. CSA_AGENT_CONFIG

Wi : Network Acc ...
indows C SO e Native Supplicant Configuration

& Enable

@ Disable

& Monitor

*  RuleName: BEFEREFXBNSHARERERKEN , UBMRBIESN KK

+ Identity Groups : EZFEX KB 1T I ARIR

« OperatingSystems : BEESHFEERBEF DARANRERFSRERERS

»  Other Condition : #Network Access #EAuthentication M ethodEQUALSIE R R IIRADIUSHA S RA BB Hi% , REET
D HEZ

* Rewlt: EFRESRIARERERSEPRENRIBRE

- Native Supplicant Configuration : 3% Config Wizardfl Wizard Profile

- NMRKXMAREELRELINEEA , BREFICHERA.

BERNEE X

RN B X RIE S0 RIEES EH AP RS RENS FRE T R . SAIE RS SRR E A P ] SAT (A B L R

REEN DU

P

&M RAP#RA-EZRAE-RSERIE

RAFE AP KRAEAE-EEGARERE-RSFRIEN




el AP AREM-1E4L 757

EREDACL , ESMEISEREIER :

« =i Work Centers> Policy Elements > Downloadable ACLs

-  Riff +Add

«  #J2 Compliant DACL

L ET CSA-Compliant

Description

IP version IPvd IPv6 Agnostic

*DACL 1234567 | permit ip any any

8910111
2131415

Content

o Name: AR5 AFAEDACLIN B TR
o IPversion : i%&# IPv4

« DACL Content : SIZE A T &5 RIEZEFIFIZRDACL) , BT HRIMEHTERIE

<tfroot>

permit ip any any

R ifiSave HEIEARANEHMEDACL

« =i Work Centers> Policy Elements > Downloadable ACLS

«  Ri +Add



+ AI# Unknown Compliant DACL

* Name CSA_Redirect_To _ISE

IP version IPv4 IPvE Agnostic

* DACL 1234567 permit udp any any eq 67

8910111 permit udp any any eq 68
2131415 permit udp any any eq 53
1617181 permit tcp any host 192.168.10.206 eq 8443
9202122 permit tcp any any eq B0

Content

6272829
3031323
J34.3536
3738304

Check DACL Syntax

«  Name: %1035| ADACL-Unknown-Compliant#y & ¥;

e |Pversion : &% IPv4

« DACL Content: 8|2 —1DACL , RFETiKA8443%IM4&, DHCP, DNS., HTTPAIEE ]~ #1THR7E

permt udp any any eq 67
permt udp any any eq 68
permt udp any any eq 53
permt tcp any any eq 80
permt tcp any host 192.168.10.206 eq 8443



EE LSS, IPH#1E192.168.10.206 5 2R B RS 51 2 (1SE) RS B3 KL,

iBd i 08443k X IPith11E192.168.10.206 I TCPR & , NT{E T A ERAE ],

Lt , SRB I ERNEEXHAIERDACL,
ERERNEEXHS , ESMEISEHEFER :

« =i Work Centers> Policy Elements > Authorization Profiles

IwO8443 B E N FEITF . XEKRE R



Hif +Add

« % Compliant Authorization Profile

Authorization Profile

CSA-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template
Track Movement
Agentless Posture

Passive ldentity Tracking




v Common Tasks

DACL Name CSA-Compliant

| IPv6 DACL Name

| ACL

I A/l I .2 (IFileae- 1IN

«  Name: 8|25 AERNRNEEXHH B

» Access Type : & ACCESS ACCEPT

¢ Common Tasks

- DACL NAME : &R ESRIZADACLHEEADACL

M Save FH 2|2 Unknown Authorization Profile

« R Work Centers> Policy Elements > Authorization Profiles

-  Rif +Add



« % Uknown Compliant Authorization Profile

CSA-Unknown-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template

Track Movement

Agentless Posture

Passive ldentity Tracking

v Common Tasks

DACL Name CSA_Redirect_To_ISE




Web Redirection (CWA, MDM, NSP, CPP)

Client Provisioning (Posture) ACL redirect Value Client Provisioning Portal (...

«  Name: 0|25 ARMEARNEEXHHI B

»  Access Type : 3% ACCESS ACCEPT

¢ Common Tasks

DACL NAME : &R E AR HFEBDACLSBRHE BEBRDACL

e Web Redirection (CWA,MDM ,NSP,CPP)

1%£4% Client Provisioning (Posture)

e ACL : #4702 redirect

«  Value: EEFIABAEIS , REMREELT HMIF , HEET



AR AXNFERHENZ LT REERACLH AR redirect,

ENFIAEXEEST , SO EALibutes Details F EAE LA R,

~ Attributes Details

Access Type = ACCESS_ACCEPT

DACL = CSA_Redirect_To_ISE

cisco-av-pair = url-redirect-acl=redirect

cisco-av-pair = url-redirect=https://ip:port/portal/gateway?sessionld=SessionIdValue&portal=

KiiSave SEREBEHUET — %,

&action=cpp



EERSITEREE

BN =MRBEETEENRNEEX M ; X T DenyAccess , BAFER OB H AR,

R 181 IR E
&M EREEX-A
REARE BIEE A RAAAE
&H ik

S 3| SEd= 4 E AR

« =i Work Center > Policy Sets




o K> ZIET R B A2 KR

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

« B Authorization Policy

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits

@

sthentication Pe

rcal Exceptior

uthorization Policy - Global Exceptions

o BT—NRFEETRO=/REK .



Compliant_Devices

CSA- Network_Access_Authentication_Passed CSA-Post-Compliant
Compliant

InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

Network_Access_Authentication_Passed

O3 Compli Unk Devi :
Unknown- QRPEAnce SLNKNOWNEA2EVEc oS CSA-Unknown-Compliant

Compliant InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

Non_Compliant_Devices

CSA-Non- E] Network_Access_Authentication_Passed DenyAccess
Compliant

InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

o R+ BAE XK CSA-Compliance B :

Results

Status Rule Name Conditions Profiles Security Groups

G Authorization Rule 1

o WFT—% , HE HRuleName , FConditions Profiles
+ HE¥NameBEE N CSA-Compliance

ERfE Condition@s s , BRE +

» 7£ Condition Studio , A LUKZILLTER :



Conditions Studio

Library Editor

Equals

Catalyst_Switch_Local_Web_Authentic

ation

o EOIEZH , HEER compliant

o BAME R R Compliant_Devices

- ¥R E Editor

. EREFE-ARH, BHER network

o BB ST Network_Access Authentication Passed
- $ERE Editor

+  1EEditor F#E New

«  Hifkldentity Group B#r

+  1%$% Internal User I dentity Group

«  ff EqualsT , R ELE A User |dentity Group $§H

«  RifiUse



Conditions Studio
Result of the Configuration

Library

tiant z Editor

[ Compliant_Devices

compliant_Deévices
Library
4 ne
l C
5

Compliant_De:

B O se @

N thentication_Passed

Compliant

7 NEW Nat Authentication_Passed
—_— 8 T R IntemalUser identityGroup
Di
1 = Equats [ i

InternalUser 9 IdentityGroup — sl Equals User Ident
10 v
s
11

o Bt , BLBHT -G

Compliant_Devices

° CSA- Network_Access_Authentication_Passed
Compliant

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

o fEProfile B FHIIRA T 69 Hik 225 R AP ELE A 1 IR RN B B 34 Compliant Authorization Profile



Compliant_Devices

CSA- AN Network_Access_Authentication_Passed CSA-Compliant
Compliant

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

IIE , WELAEE T Compliance Policy Seto

« R+ BUENZECSA-Unknown-Compliance B :

Results

Status Rule Name Conditions Profiles Security Groups

Q Authorization Rule 1

o XFT—% , BEHRuleName , FConditions Profiles
+  HE#HNameBEEH CSA-Unknown-Compliance
.  ERE Conditiongs® , Fad +

e 1E Condition Studio~ , BALUKIUTEER :

Conditions Studio

Library Editor

Equals




o EBEZH , HEER compliance

o BMAMEE R Compliant_Unknown Devices

- ¥k ZE Editor

. EREFE-ARH, BHER network

o BB R Network_Access Authentication Passed
« e E Editor

+ fEEditor F#d New

+  Rifldentity Group E#R

o J%# Internal User Identity Group

s T EqualsT , EEECA M User Identity Group #%H

«  RifiUse

Result of the Configuration

[Z] Compliance_Unknown_Devices

Library

4 network

10::&:.@@!@3“;@;.E%F.‘E-:&::-.I.OE-'-E-*

5 & MNetwork_Acces thentication_Passed

InternalUser

o Bt , BLBFHT -G



E Network_Access_Authentication_Passed

S E Compliance_Unknown_Devices

Unknown- AND

Compliant InternalUser-ldentityGroup

2
a User Identity Groups:CSA-ISE

EProfile B i TR T H HIE R SR A EE A R IFRANE & 344 Unknown Compliant Authorization Profile

CSA-

Network_Access_Authentication_Passed

Unknown-  AND = Compliance_Unknown_Devices CSA-Unknown-Compliant

Compliant

InternalUser:ldentityGroup
User Identity Groups:CSA-ISE

WE , BLELEE T Unknown Compliance Policy Seto

R+ BUE Y EECSA- Non-Compliant B :

Status Rule Name

©

Results

Conditions Profiles Security Groups

Authorization Rule 1

SHFT—2 , FERRule Name , FConditions Profiles

FE#Name BB CSA-Non-Compliance

EfE Conditiondy & , TRIE +



« 1£ Condition Studio , BRI UK IUTES ;

Conditions Studio

Library Editor

Catalyst_Switch_Local_Web_Authentic
ation

. ERIEKH , FHEZRnon

o BB SRR Non_Compliant_Devices

- ¥ERE Editor

. EQEBE-ARMH, BEER network

o BB E T Network Access Authentication Passed
- ¥R E Editor

+  TEEditor F# & New

«  mifldentity Group B#R

o 3%# Internal User Identity Group

+ T EqualsT , EFRECEM User Identity Group 2§ H

« HKiUse



Library

Result of the Configuration
1 non

PEHODeseRRDEFER

E Non_Compliant_Devices

HNon_Compliant_Devices

Library
4 netwark

= Mon_Compliant_Devices

E Network_Acc

7 MEW

__________'___"89

InternalUser 9 IdentityGroup

T 10w

o Bt , BLBHT -G

E Non_Compliant_Devices

° CSA-Non- AND E Network_Access_Authentication_Passed
Compliant

InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

«  fEProfile R FHRLIRH T 5 ik R % IF RN ELE X DenyAccess



Non_Compliant_Devices

CSA-Non- ' Network_Access_Authentication_Passed
Compliant

InternalUser-ldentityGroup
User |dentity Groups:CSA-ISE

—BRER=ABEXHNEE , BRI EELREETENERT

E
RAERIE
TTEN EHEE

BEZE£EFFPIHEREREHR HIEMANFODN RA-VPNIF,

AR WSREFELRRISEER,

1 ERR2FFIRERE,



€9 Cisco Secure Client — X

AnyConnect VPN:
Ready to connect.

‘ ISE CSA - IKEV2 - Auto Select Nez ‘

Zero Trust Access:

Registration is required to access
secure resources.

Enroll

i ® et

2. RIEEREIH TS BRI,

@ Cisco Secure Client | ISE_CSA - IKEv2 - Auto Select... X

Please enter your username and password.

Username: vpnuser@ciscosspt.es

Password: |

OK Cancel




3. LAY, BEEEIVPN , BRASEHEEERISE ; BN , B HSREIhttp:1.1.1.1,

@ Cisco Secure Client X

AnyConnect VPN
Connected: ISE_CSA - IKEv2 - Auto Select
Nearest Location

" InPrivate im| @ Device Security Check bd -+

€ Ilot secure https://ise.ciscosspt.es

ot]oar]n,
CISCO

Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start




AR MR, B FIR-EREECSA-Unknown-Compliance ™ , B RBAREITEN L ZEISERHEZETERE , HABE
EEEISERE I URERE,

4. BHFFRSERBERFRE.
Device Security Check

Your computer requires security software to be installed before you can connect to the network

g Detecting if Agent is installed and running...

5. B+ Thisismy first time here,



Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

+ + This is my first time here

+ Remind me what to do next

6. 8.5 Click hereto download and install agent

— + This is my first time here

1. You must install Agent to check your device before
accessing the network. Click here to download and install

Agent
2. After installation, Agent will automatically scan your:evh
before allowing you access to the network.

3. You have 4 minutes to install and for the system scan to
complete.

Tip: Leave Agent running so it will automatically scan your

device and connect you faster next time you access this
network.

<. You have 4 minutes to install and for the compliance
nv check to complete

7. BRAE



Downloads ] Q

iJ cisco-secure-client-ise...aBf8STpS5Nr1nzotleQ.exe

Open file

See more

Network Setup Assistant

Network Setup Assistant

v,

Installation is completed.

it

(c) 2022-2024 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc and/or its =ffiliztes in the
U.S. and certzin other countriss,

8 REMRERF , ISEARZLITEFRRIETENN LR RR2ITME, NRTHEEKRER , REFER-—MELEED , HSEX
MEHE,



€9 Cisco Secure Client — O X

-
@ ISE POSture Time Remaining:

1 Update(s) Required 3 Minutes

® Action Required to Enable Access

Updates are needed on your device before you can join the network.

This endpoint has failed to check. Please ask your network administrator to install a Secure
Endpoint.

More Details >

Cancel



AR MRCacd BHRERFMALER , BLEPITRTEHN , HE THENEKBEECSA-Non-Compliance , A5 3 15 VPNET
FiERE,

9. REZT 2K IHRREHBIEESIVPN,



Secure Endpoint Installed Agent Scanning

@ Cisco Secure Client @ Cisco Secure Client

00:14:31 (3 Ditys 23 Hors Remaining)
00:14:31 (3 Doty 23 Houws o i 00:00:26 (3 Days 23 Hours Rems

Zero Trust Access:
. Zero Trust Access:
Registration s required 0 access | Q
UM (EEOLTOCS, Registration i required o access
SECUNe MeSOUNCes,

ISE Posture:
1SE Posture: SEANNING System . 1SE Posture:
System scan nat required on current Wi-R | = . = ) ] Camphant.

0 MNetwork access alowed.

Secure Endpoint:

Secure Endpoint: Diszonnected.

SRS Flash Sean

Rash Scan

-;'I';g'g- Secure Client

SE Posture
SE Porstus

Mreresces Sweess | SecreProe -

Updaies

o A ANTIMALWARE

10 ERERIETENFEERE , BRRSLZANLTERIFRS , ARTHME LA RRN T R,



AR EZNEAE , BB TERNERECSA-Compliance , ¥ B & 8] LA BI 7 8] A 8 M 4% %R

WA FEISER I E B &

ERIAFNSHRILR  CERNSANTANN T, BEISEREELIH , HUFELTRS -

o SETIISEEE4IE R

+ Rif Operations> Live Logs



Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeaat Counter

Re Wi

Show
Never ~ Latest 50 records - Last 24 hours

Status Details Identity Authentication Palicy Authorization Policy
|ﬂl.'.-|'|li|',' Authentication Authorization Po Cy
Apr 03, 2
Apr 03,
Apr O

Apr 03, 2024 2 CSA-ISE >> Authe

T—MNEBEHRERIMAE LiveLogs T 2RI FEMMTEMESH

aoM

Authentication Policy Authorization Policy Authorization Profilas Posture Sta

Authentication Pol Authorization Paolicy Authorization Pro Posture Statu

1. Authentication Step 5. Authorization Step - CSA-Compliant

3. Download CSA_Redirect_To_ISE DACL

4. 6. Download CSA-Compliant
rization Step — Unknown - J
Compliance

®) ==

0 Network access alowed.




CSA-ISE C SE =» CSA-Non-Compliant DanyAccess

CSA-ISE CSA-ISE >> CSA-Unknown-Compliant CSA-Unknown-Compliant

CSA-ISE >» CSA-Uaknown-Compliant CSA-Unknown-Compliant

1. Authentication Step

5
3. Download CSA_Redirect_To ISE DACL

. After 3 Minutes
4.
2. Authorization Step — Unknown 6. VPN Disconnected
Compliance

R EMISERRMNE—F

ET—NRBIF , Cisco | SEEMEK192.168.10.0/24T , FEE S FEEE 750 7 F3k W KK B B
Step 1 : WiFEMBRER B

EXNHHTRIE , EEMIZ LR 2 o

e mif Connect > Network Connections

«  KifNetwork Tunnel Groups > BSE

HomeFTD & Connected Europe (Germany) sse-euc=1-1-0 1 sse-euc-1-1-1

o fTEsummayT , WIEBE B E &S BRHSEFTE R itk Z2 /8] -


https://dashboard.sse.cisco.com/

Summary

& Connected

Region Europe (Germany)
Device Type FTD

Routing Type Static Routing

Last Status Update Mar 19, 2024 11:13 AM

Step 2 : AW AKIEE LHRE,

EAGRZRLHEEAZHISEIREZH#HTRADIUSE BRIIE , BEEHRENZLTHRIZEEH LN LR FAIENRADIUSIKEO :



A

B it

B #riE O

E R SERIFIAIT

Bt

B |Pith(RA-VPN)

COA

UDP 1700 ( ERiIAiwH )

ISERIRZZIAINEIE Pith

ISE_Server

SHWIE - &)

UDP 1812 ( EiAiw O )

ichk

UDP 1813 ( EiAiw O )

RE2IFI04 0% P E] SE

ISE_Server

BEEF

TCP 8443 ( ERiAw O )

R2IFI04 1% Pt RIDNSIR S 88

\
E

DNS fR%83

DNS

UDPHTCP 53




W

AR NRBETHRESEISEHANGKND  BEFALER-KOSE,


http://Emmanuel%20Cano%20Gutierrez%204/3/2024%2010:02%20AM%20%E2%80%A2%20https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33/b_ise_InstallationGuide33_chapter_7.html

AR NMREFISEEBNELEANBH ( Hliiseciscosspt.es ) KH , N EEFEFHDNSH N

EIEFNLL IR Pith

ERITFENEENLRPE  ESMBZLH 2

« =i Connect > End User Connectivity

e = if Virtual Private Network


https://dashboard.sse.cisco.com/

+ {&F ManagelP Pools

+ gif Manage

EUROPE 1 ~

Management IP

Pop Name Display Name Endpoint IP Pools Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
Europe
(Germany) RA VPN 1 256 user 256 user House ISE_CSA & m|

connections connections

$35  BiTEHNISERB T ‘Private Resources’ ( EAER ) TERE

EAWESVPNIEZN AP SR SE Provisioning Portal BhAE , B#EERFNEEEENLETRUEREE , ZERATATE
3VPN B 1B SE Posture Moduleo

ERFLRBEEBEEISE, BSMEZL BRI

® R ifi Resources > Private Resour ces

+  KEISERIR


https://dashboard.sse.cisco.com/

Private Resource Name

CiscolSE

Description (optional)

Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access.

Secure Access will route traffic to this address.

Internally reachable (FQDN, Wildcard FQDN, IP o Protocol Port / Ranges
address Address, CIDR)
192.168.10.206 TCP - (HTTP/HTTPS

+ |IP Address or FQDN

Help 7

+ Protocol &
Port

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

MRFEE , HATLURF IR H139 HEL 7] 8% 0 (8443).



AR FRARCHFICVPNERN EEE.

4% . BRI R K S FISE

EATESVPNIERZN AP S M EISE Provisioning Portal 5, BEEWRR S B EAccess Policy 889 , LA RBZMNE B/ H -
R EStep3h B B FAB B R

ERITIZRAEEBEEISE, EEMIL L RS EAR

« R Secure> Access Policy


https://dashboard.sse.cisco.com/

o RGEEEMHAN , LAFXNVPNAFIFRISE

Specify Access
Specify which users and endpoints can access which resources, Help €7

Action
Allow () Block
Allow specified traffic if security Block specified traffic.
requirements are met,
From To
Specify one or more sources. Specify one or more destinations.
CSA (ciscosspt.es\CsA) = ® CiscolSE = 6
Information about sources, including selecting multiple sources, Help [ Information about destinations, including selecting multiple destinations. Help 3

Endpoint Requirements

For VPN connections:
[##4] End-user endpoint devices that are connected to the network using VPN may be able to access destinations specified in this rule. (D)
Endpoint requirements are configured in the VPN posture profile, Requirements are evaluated at the time the endpoint device connects to the network. VPN Posture Profiles =y

For Branch connections:
]_T-:l Endpoint device posture is not evaluated for endpoints connecting to these resources from a branch network.

R HERR
M T HISEL IR Z £ AR AR

ETRISERSURIESRIFREITEEXNEER , BREHITUTIR

o S FIISEE4IE R

» =i Operations > Troubleshoot > Debug Wizard




Bookmarks Diagnostic Tools Download Logs

Dashboard Debug Profile Configuration

SR Debug Log Confi ti
Context Visibility ebug og Lontiguration

Operations
RADIUS Troubleshoot

Policy Live Logs Diagnostic Tools

Live Sessions Download Logs

Administration Debug Wizard

« Rif Debug Profile Configuration

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Profile Configuration

Debug Log Configuration

Debug Wizard contains predefined debug templates with the

components inside the template.

o %&HEIEHE Posture > Debug Nodes






o BHREREHEPERAFHEREREBLISET RHEEAE

A

Warning

Enabling the node will override its debug log configuration

« HKif Save



Debug Nodes

d profile Posture

Choose on which ISE nodes you want to enable this profile.

Host Name Persona Role

ISE.ciscosspt.es Administration, Monitoring, Policy Service STANDALONE




AR EhRZE , BURFTFREIMEE ; the debug logs can affect the performance of your device,

EEUREE  BAERESR

+ & Operations > Download Logs

o BEEENFRIASHTR

Appliance node list

ISE

«  1£ Support Bundle , &R LA TEIR :



Support Bundle Debug Logs

Include full configuration database
Include debug logs

Include local logs

Include core files

Include monitoring and reporting logs
Include system logs

Include policy configuration

Include policy cache

From Date
(mm/dd/yyyy)

To Date
(mm/dd/yyyy)

* Note: Output from the ‘show tech-support' CLI command will be included along with the selected entries.

v Support Bundle - Encryption

(O Public Key Encryption
Shared Key Encryption

* Encryption key

* Re-Enter Encryption key

¢ Include debug logs

« {KF Support Bundle Encryption

Shared Key Encryption

B FEEncryption key # Re-Enter Encryption key



« Rif Create Support Bundle

o M i Download

v Support Bundle - Last Generated

File Name: ise-support-bundle-ISE-admin-04-04-2024-14-27 tar.gpg

[ime: Thu, 04 Apr 2024 14:35:35 UTC

Size(KB): 52165.0




B4 - #H S B Debug Profile Configuration /5 AR AR E R

WARIEZ 2T ELERER B &

SMEEHN RS R EIER

« =i Monitor > Remote Access Logs



100 Events

User

b §

b §

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

Unknown Identity

ERZ2EPIK EERDARTHE A

Connection Event

@ Disconnected

@ Disconnected

& Connected

@ Connected

@ Disconnected

© Disconnected

@ Connected

@ Failed

BREESHITEN LEBDARTRAS , ERIEUTXE :

==
PTAhY

‘Hﬂé

512 &£ T B(DART

Event Details

User Requested

Unknown

User Requested

Unknown

AUTHORIZATION-CHECK

Internal IP Address

192.168.50.129

192.168.50.130

192.168.50.130

192.168.50.129

192.168.50.1

192.168.50.1

192.168.50.1


https://www.cisco.com/c/en/us/support/docs/security/secure-access/221240-troubleshoot-and-collect-basic-informati.html#toc-hId-1076053197
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221240-troubleshoot-and-collect-basic-informati.html#toc-hId-1076053197

AR WETHESRBI RN BEE , BRYTAC BXXEFER , RAZDHMEL

HXER

[

- REHEEHMAFIEE


https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/

o Cisco Secure Client¥8 4 F &
- BRBRIRSSIEEESIEE - lRA3.3


https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
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