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Cisco BB THUTEM :
« ZEiHA

- BERlZeRFR

- REZEFHRRU-RNEZLIEFE
« ISEAIRZ 1V 14

- WIUE, RIS

ERARAH
AXHEFNEEET :
o BHIRSEIZBISE)MRAI.3%NT 1
o B2
« BRZ2FEFiR- Anyconnect VPNARZAR5.1.2.42

AXHEPNEEHRETREXRENEFHNRZEEN, AXEFEANAAERZRANERAR
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https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://duo.com/docs/sso
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://docs.sse.cisco.com/sse-user-guide/docs/welcome-cisco-secure-access
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://guide.duo.com/

vpnusenfciscossples

1. User click Conneet bulton 1o connect with CSA

3. Browser relay SAML request to DUO 2. CSA redinect SAML request to the browser

4
Identify § Authenticate the user

5. DUD generate SAML Assersion and sends i back 10 browser 6. Browser relays SAML Asserstion back 1o G54

-

7. i user ts authenticated, CSA send seeurity context to browser

8. Request resource from CSA

8, CHAanswer with requested resource 1o Secure Client and the

il L The ldentity Exist on

Secure Access?

Qv

YES

L e J
Authorization Rejected 10, Radius request with the usemame

RADIUS Access-Accept
11. 5236 Authorize-Only succeeded
11.1 CSA-Unknown-Compliant
11.2 Redirect URL Send
11.3 dACL Send

rFy

5232 DACL Download Succeeded
CSA-Unknown-Compliance

AY) e B e
e Q=

12. Pasture Status complim:e. answer send 1o 15E 13. Evaluating Autharization Palicy

14, Selected Authorization Profile - CSA-Compliant
5232 DACL Download Succeeded 14.1. Added the dACL specified in the Authorization Profile

CSA-Compliance

14.2 CoA send to Secure Access

15. Machine on Compliance Full Access to
Resources

¥Duo SAMLE B # 5 3 BR35 51 B (ISE)SE R Al 1858 & M WIERE , NN BRR & RBRT RR
s —EREet, NESAMLEHEQIEF(SSO)URE , AIFLAFZERRE , AARSEREMR
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AR ERERADIUSER , ERERRFNMNTEZEBES.
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' DNS

ISE

192.168.10.0/24

1P:192.168.10.153

1P:192.168.10.206

‘Hostname: ISE.ciscosspt.es

.....

Firewall'

Access

SECURE ACCESS INFRASTRUCTUR
Management IP Pool: 192.168.60.0/24
Endpoint IP Pools: 192.168.50.0/24

Secure‘

\
N\

AN

RA-VPN

Secure Client Users

(Outside Network]



AR EFREELREZE , S4ATREZLIERMISEERNE—F,

Duofit &
ERERA-VPNEA , BHRITUTER
SIEXKEEER
« Sf1ZE Applications > Protect an Application
# % Generic SAML Service Provider

M Protect


https://admin.duosecurity.com/
https://admin.duosecurity.com/

Protect an Application

7

Generic SAML Service Provider

Application Protection Type

Py

0 Generic SAML Service Provider ) ) _
- (Single Sign-0On)

£

BuAEFRLETNA ; FCEVPNEENNA B,

o Successfully added Generic SAML Service Provider - Single Sign-On to protected applications.
Add another

Dashboard » Applications > Generic SAML Service Provider - Single Sign-On

Generic SAML Service Provider - Single Sign-On

See the Generic 350 documentation 1 to integrate Duo into your SAML-enabled service provider

Metadata

Entity ID hifps#sso-5edlalB8 sso. duosecuriy. com/sami2sp/DN9818G 01 ZNKKSLILRT Zimetadata
Single Sign-On URL hitps:sso-5ed0a3B8 ss0. duosecurity. comisami2/sp/INa818G0T1ZNKKSLILRT 2550
Single Log-Out URL hitps Asso-5ed0a3ls. sso. duosecunty. comisami2/spNa818G01ZNKKSLILRT 2 slo
Metadata URL hittpssso-Sed0a3B8 sso duosecurity com/sami2sn/DNa818G01ZNKKELILRT Zimetadata

Certificate Fingerprints

SHA-1 Fingerprint 05 76:95:68:E1.7CFTD1:T912:2C:23:B6:1A:63:58:32:01:88:81

SHA-256 Fingerprint GF.CB:25:7C:41.00:81.:49:E5:83:48:79:EA 68:45:CH.9F 4A:9A.:21:A8.72:32.03:C1.7F86:4

EABIF | Generic SAML Service Provider.

Z2VREE

P EB ERADIUSA

EFEARadiusELEVPNE B X | ERENMITUATHER

SBZ2 T AR EER,

+ i Connect > Enduser Connectivity > Virtual Private Network

o« ERHHEE(Manage |P Pools) T , ##HManage

& 2FA with SSO hosted by Duo

Copy

Copy

Copy

Copy

Copy

Copy

Documentation .7

Authentication Log |

Protect

] Remove Application


https://dashboard.sse.cisco.com/

Manage IP Pools

2 Hageans mapped

+  i%$FIP Pool Region # Radius Server

EUROPE 1
Pop Name Display Name Endpoint IF Pools Management |P Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
Europe (Germany) RAVPN 1 House &

256 user connections

256 user connections

s KREHERE




HIE |, FE“1PH”(IP Pool) B4 19 Bl B”(configuration) FHI%IZ&R & , Radius Group (Optional)

KRifi Add RADIUS Group

RADIUS Groups (optional)

Associate one RADIUS group per AAA method to this IP pool.

##li:'m 0_@

I,_J....L_.,':H

Mo RADIUS groups created

‘ [ Add RADIUS Group J




« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©



ERNER

- AAA method

. Authentication : #riZAuthentication B EIEEH EFiK O |, BRIAER T 1812

- MREH H BRI EERIZMicrosoft Challenge Handshake Authentication Protocol Version
2 (MCHAPV2) It & i 4E

e Authorization ; ¥ri2AuthorizationE R HE FikRiw O , BIAER TR1812

. #Ri2Authorization mode Only Change of Authorization (CoA) mode &% 4E 3 A1 K B ISERVRSHNE
&

«  Accounting : ricAuthorizationf EiEHE , HiEEBEwHO , RIABER T H1813

- 1&#ESingleor Simultaneous (EREERH |, BRKBBERRER —EREEHF. EASERT |, FidkHE
REBAPNFERSR)

« 3% Accounting update EIEAE AR F E #i 4 BURADIUSIG B 12K E#TE B



EE kB Authenticationst FAuthorization F3EMFAEAR —iK .

- 2Za, BFEXE RADIUSSarversEin B ER TEEAAARIT B I IERNRADIUS Servers (ISE) :

«  KRifF +Add



RADIUS Servers
You can add up to 8 servers in each group

Assign servers

[

e

# Server Name IP Address

RE, BEN TR :

Add RADIUS Server

Server name

L

IP Address
| |
Password type

Secret Key

| =3
Password

| =

Cancel



*  Server Name : BliE & FRUAMRIRISERRSS 85

o |PAddress : B &A@ %2 178 1 & B9 Cisco | SEIR & K 1P

+  Secret Key : EtiERADIUSEA

»  Password : Bt & & RadiusZ g

« M ifiSave HfEAssign Serverit I T 2 Bt 48 B RADIUSHER 55 25 H ik 2 SR Y I SERR 55 55

RADIUS Servers
You can add up to 8 servers in each group

Assign servers

ISE_CSA

«  BERRESave MRTFFIEERETK



« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©


https://dashboard.sse.cisco.com/

Protocols : #%# SAML

o A5 Download Service Provider XML file

« BRIRDuBEBFEENNARFHHEES

Service Provider

Metadata Discovery None (manual input) -

Entity iD * 4.| hiips cisco. comisamlispimetadala
P r— Assertion Consumer hittp:
. 'P'T; POST" Service (ACS) URL *

saml/fsp/acstgname=ISE_CSA_SAMLY />

E
4>

Single Logout URL

« EBEBEZEEE , BRDUIHNEMERN SEEERTHRRMERNEN

Settings

Type Generic SAML Service Provider - Single Sign-On

Name ISE - SAML

Duo Push users will see this when approving transactions.

o  DuolLEBE#Save BRI AT,

o  HMihSaveld , MR THIEA T ESAML Metadata B9 Download XML



ISE - SAML

See the Generic SSO documentation [7 to integrate Duo into your SAML-enabled service provider.

Metadata

Entity ID

Single Sign-On URL

single Log-Out URL

Metadata URL

Certificate Fingerprints

SHA-1 Fingerprint

SHA-256 Fingerprint

Downloads

Certificate

SAML Metadata

o LEARRT3

https://sso-5ed0a388.sso.duosecurity.com/sami2/sp/DIGNTFGK2GWBEMVKFB45F/metadat

Copy

hitps.//sso-5ed0a388.sso.duosecunty.com/sami2/sp/DIGNTFGK2GW6MVKFB45F/sso

Copy

https://sso-5ed0a388.sso.duosecurity.com/sami2/sp/DIGNTFGK2GWEMVKFB45F/slo

https://sso-5ed0a388.ss0.duosecurity.com/sami2/sp/DIGNTFGK2GWEMVKFB45F/metadat

Copy

Copy

B3.0E:25:4F:29:3A.B5:DF.09.A2:0D:BB:08:C7:F6.E8:D9.DB:DE:6B

C5:6F:35:44:F8:FC:74:C6:E6:2B:C1:8F:92:9C.E2:80:91:81:61:C9:75:0B:F9:C5:4B:81:B8:F

4 Download certificate [l Copy certificate Expires: 01-19-2038

Download XML

. Upload | dP security metadata XML file FBISAML Metadata on Secure Access , $RJ5 % i Next

Copy

Copy



VPN Profile name
ISE_CSA_SAML

() Authenticate with CA certificates .
. ifi (] hii ile.

G i suttings Select to use CA certificates to authenticate this VPN profile.

Default Domain: ciscosspt.es | DNS Server: House

(192.168.10.153) | Protocol: TLS / DTLS, IPSec (IKEv2)

SAML Configuration
Authentication, Authorization, and Accounting
SAML (®) SAML Metadata XML Configuration A
Traffic Steering (Split Tunnel) % 1.Download Service Provider XML file

1 ; . ; . .
Connect 1o Secure Access | 1 Exceptions This XML file contains metadata required to configure your |dP.

© 0 0 ©

Cisco Secure Client Configuration [ Download service provider XML file ]

{0} 2.Generate IdP Security Metadata XML File
a. Upload the Service Provider XML file to your IdP.
b. From your IdP, create and download an IdP Security Metadata XML file.

T, 3.Upload IdP security metadata XML file

© File ISE - SAML - IDP Metadata.xml’ uploaded. . Replace [@ Delete

(©) Manual Configuration v

< Cancel

BER



R —BEFEASAMLEESARIE , BFENISENERTRN , XEREZ SR AENRADIUSHEIES NI EH
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RN



@ . Authentication, Authorization, and Accounting
General settings

Default Domain: ciscosspt.es | DNS Server: House Choose a configuration method to complete the SAML authentication process
(192.168.10,153) | Protocol: TLS f DTLS, IKEv2 for this VPN profile Help 7

o Authentication, Authorization, and L . N
: Authentication | Authorization| Accounting
Accounting

RADIUS

Enable Radius Authorization

@ Traffic Steering (Split Tunnel) Use defaults or customize groups to map to regions
Connect to Secure Access | 2 Exceptions

Select one group for all regions
@ Cisco Secure Client Configuration

[ ISE_CSA U]
Region Management IP Groups
pools
RA
ISE_CSA v
VPN 2 192.168.80.0/24
RA 192.168.60.0/24 ISE_CSA (default) w
VPN 1

e« Authorization

Enable Radius Authorization : #8128 &%4E LA /5 ARADIUSEEAR

o NFRAREEFE A EPZRERENE —MEERADIUSIRS 288 A TR IZR 1 BE-E L% A M4 (RA-VPN)IE
, AN MEREIENLT

o K Next

BB AAuthorization B4 5 , EHENIT Accounting.



EE - R FB A Radio Authorization |, MK ik 2 24T 5E T4,

icik



@ ) Authentication, Authorization, and Accounting
General settings

Default Domain: ciscosspt.es | DNS Server: House Choose a configuration method to complete the SAML authentication process

(192.168.10.153) | Protocol: TLS / DTLS, IKEv2 for this VPN profile.HeIp =

o Authentication, Authorization, and o L .
Authentication  Authorization  Accounting

Accounting
RADIUS
Enable Radius Accounting =
@ Traffic Steering (Split Tunnel) Use defaults or customize groups to map to regions
Connect to Secure Access | 2 Exceptions
Select one group for all regions
@ Cisco Secure Client Configuration
ISE_CSA ~
Region Management IP Groups
pools
-“" 192.168.80.0/24 ISE_CSA v
VPN 2
RA 192.168.60.0/24 | ISE_CSA (default .
VPN 1
< Cancel

¢ Accounting

Map Authorization groupsto regions : %2 #h[X }i%$2 Radius Groups

o Hif Next

After you have done configured the Authentication, Authorization and Accounting & #¢4E Traffic Steeringo

RESIF

ERESIST  SEEBLR2VLAEBEBERFEE,



Tunnel Mode Tunnel Mode

Connect to Secure Access v ] [ Bypass Secure Access N2 J
All traffic is steered through the tunnel. All traffic is steered outside the tunnel.
A - S -
|
\ - e E p. T
N <00
Tunnel VPN Internet
VPN Secure @
Access

o IR EFF Connect to Secure Access , NIFFE BB MR E &R & Secure Access

[ Connect to Secure Access v ]

All traffic is steered through the tunnel.

d o QB
VPN e Secure ‘@

Access

Add Exceptions + Add
Destinations specified here will be steered OUTSIDE the tunnel.

Destinations Exclude Destinations Actions

proxy-

8195126.zpc.sse.cisco.com,

ztna.sse.cisco.com,acme.sse.

cisco.com,devices.api.umbrell

a.com,sseposture-routing-

commercial.k8s.5¢10.0rg,sse

posture-routing- - -
commercial.posture.duosecuri

ty.com,data.eb.thousandeyes.

WREARERMInternetiF R IPHIFIAAT |, BT+ Add B , ABEEHNext,



o WRMFRE Bypass Secure Access , NIFTEEBMREETED BN EBRMEMRE , MR 2ET Secure Access ( THEBKM
R )

Tunnel Mode

Bypass Secure Access v

All traffic is steered outside the tunnel.

-

VPN Internet

Add Exceptions + Add
Destinations specified here will be steered INSIDE the tunnel.

Destinations Exclude Destinations Actions

No matches found




EE : %$EBypass Secure Accessit , & flenroll.cisco.com A FISEA R £ T4,

EHPRF | AEEBEIVPNILTRNMAETAMERR. BERTHRE BT + Add , RARERNFAERRERETNext

CiscoZ £ & P iRl E



©

©

)
o

General settings
Default Domain: cisco.com | DNS Server: -
Protocol: TLS / DTLS, IKEv2

Authentication, Authorization, and
Accounting
RADIUS

Traffic Steering (Split Tunnel)

Bypass Secure Access | 1 Exceptions

Cisco Secure Client Configuration

Session Settings 3

Cisco Secure Client Config

uration

Select various settings to configure how Cisco Secure Client operates.Help C

Banner Message

Require user to accept a banner message post authentication

a»

Session Timeout

7 days

Session Timeout Alert

30 minutes before

Maximum Transmission Unit ()

1240

Cancel

Client Settings 13

Client Certificate Settings iy Download XML

HETSRS , EULLRAAERABTBRIENMINMEH £ SavelZtl , BNREFLEAELENEE , FEH Cisco Secure ClientEHE

RAIEE,
Authentication, " =
Name General Authorization & Trafﬁf: Secu.r = Clu?nt Profile URL
. Steering Configuration
Accounting
ciscosspt.es Connect to
ISE_CSA_SAML TLS, IPSec SAML  RADIUS Secure Access 13 Settings vpn.sse.cisco.com/ISE_CSA_SAML

(IKEv2)

ISEELE

BLBMERE IR

1 Exception(s)

EREBEECisco ISEN HHRIE , BEEEE A FIRE BRI Cisco ISEEH :

« R +Add

S/ ZE Administration > Network Devices


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true

> CSA

Network Devices

Description

IP Address : 192.168.60.0

Device Profile  H Cisco

~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port




«  Name: FABMHIRREZ LGN

* |P Address : Ei &P XigiX — 5 ¥R A Management Interface

o DeviceProfile ; it 2%}

Radius Authentication Settings

. Shared Secret : BiEES BRI RENHBREEZRN . B

 CoAPort : FHIZENEIAE ; 1700t A T L £THRA

ZE , RESavelARIFEMREEE T/ , BAKGIRA AP #HITERRIE.

EE4

EREATAMLAFNE  FREHTUTIR

« i Administration > Groups

« =i User Identity Groups

«  Rif+Add

«  RAGIENameH K7 Submit



Administration

System
Deployment
Licensing
Certificates
Logging
Maintenance

Upgrade

[

Network Resources
Metwork Devices
Network Device Groups
Network Device Profiles
External RADIUS Servers

RADIUS Server Sequences

NAC Managers

User Identity Groups

Identity Groups

Identity Management
Identities

Groups

External Identity So
Identity Source Seq

Settings

er ldentity Group

Identity Group

EREAR AP RIEER , FHATUTHRE

e BRZE Administration > Identities

o  HikAdd+

CSA-ISE

=Q

Endpoint Identity Groups

User Identity Groups

User Identity Groups




Network Access User

* Username

Status ¥ Enabled

Account Name Alias

Email

Passwords

Password Type: Internal Users

Password Lifetime:
(O With Expiration

Never Expires

Password Re-Enter Password

* Login

Passwaord

Enable

Passwaord

User Groups

CSA-ISE

Username : A Z2FRITHEANUPNRAEEBERFE | XETHSRIIESS

Status : JEBH

Password Lifetime : 28] AL & ©With Expiration 3Never Expires , EFBURTF &

Login Password : 3 F 8l %58

User Groups : 132 7E 25 B Configure a Group™ 812 748




AR ETUPNK SO RIERIREN R HHN RS RREFER,

ZJa , A LA Save #E1TEL & H 4HLE 1T Configure Policy Set5 %,

BB R

EXRBET , REISEE S ARIIMBENSEPHITHIRE, EZSERTREOLREEENERAFHRNENEARG, B
, ISERIFRADIUSERRIEMKE , HREBISEAFHEEHR RS EERAHENREN S 4

ERBEZERE , FSMEEHCisco |SERFBIEAR



+  Rifi Policy > Policy Sets

o K+ BURIIRTREESE

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

Q

Policy Sets

Status  Polidy Set Name Description Conditions Allowed Prgtocols | Server Sequence Hits Actions View

[ v o]

EXHERT , FREFNREE  MAREARIAKEE, BTX, REZRBERESHRIINRZN, ERENREATIHEE
‘ ERRIIRSBRAE LMK , LUIRIEIX L 53 I0F 25K B CSA Network Device List , #Af5 B ConditionsS 133 A SR B
- HERAVMMN , fiDefault Network Access,

BB S RMECE W condition K , IERIBIAT W AAGER IR

. R+

« 1£ Condition Studio~ , ATANEE B :

Conditions Studio

Library Editor

Equals

_Switch_Local_Web_Authentic

o  EQ|ELKH , BRF Click to add an attribute

o RifENetwork Device &4l

o TEREEAEIT , 2 EHNetwork Access - ENetwork Device Name I

+  HEEquasEM T , £ Configure Network Devices List25% T B ANetwor k Device B & #




« Riff Save

Network Ac NetworkDeviceName

Equals

Network Access NetworkDeviceName

Radius el MNetworkDeviceName

LSRR HEAE SR BRAICSATE R | LASKEE K HE 5 CSA-ISE THIAuthentication FAuthorization iRE , 3 B XL WIFRTE A FAIMY
Default Network Access T fo R o

TE RIS RVMR

Policy Sets re to do visibility setup

Status Policy Set Name Description Conditions Allowed Protocols /| Server Sequence

o ERIFAiFDefault Network Access Protocols BY |, IE4K4E T — %A ;

S Policy > Results

« =i Allowed Protocols

o A Default Network Access



Policy [ Dictionaries Con

Policy Sets Policy Elements

Profiling Dictionaries Authentication

Posture Conditions
Allowed Protocols
Client Provisioning Results

Allowed Protocols Services Authorization

For Policy Export go to

Profiling
Posture
Description

Default Allowed Protocol Service Client Prowsmnlng

- RIE, BLBIAFMFTE ML Default Network Access

i B R SRR

E1£ Policy Set T &) 2Authorization K , HHITUATHE :

- Rifi>

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

o 2ZJa, B&FBRE RAuthorization BIREE



— CSA-ISE Click here to do visibility setup

Status Policy Set Name Deascription Conditions Allowed Protocols [ Server Sequence Hits

Q

-] CSA-ISE B Network Access-NetworkDeviceName

» Authentication Policy(2)
» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

> Authorization Policy(7)

ZRBEEBRBEES R E LM RIEAER.

RARRE

BANBYSHAARERIRR, EXMELT , AERNEEEASRPELNATNAF . ESRANTEERPCRBEE RO
“Authorization Policy(2)

Results

Status Rule Name Conditions Profiles Security Groups
Q
0 Authorization Rule 1

Status Rule Na Conditions Profiles Security Groups

Q

InternalUser-ldentityGroup
Authorization Secure Access A User Identity PermitAccess
Groups:CSA=ISE

KR i Authorization Policy

KRifi+ EXERRER , TFAR

~ Authorization Policy(2)

Results

Status Rule Name Conditions Profiles Security Groups

Q

[ Authorization Rule 1

FTHFT—2 , FEXRule Name , FlConditions Profiles




« iRiEName EE & AR IR B R UK B AT

« EfE Conditionn s , BRE +

o £ Condition Studio T , A LUKBILLTELR :

Conditions Studio

Library Editor

Equals

Catalyst_Switch_Local_Web_Authentic

ation

« EMEBZM , ¥R Click to add an attribute

«  Rifildentity Group &4

o EEEMETT , #d5internal User -ldentityGroup 33T

e TEEqualsEMT , A THRIIRERSREELTPHGroup #EEH 1T H HEAE
+  Rif Save

« KiiUse

Editor InternalUser IdentityGroup

ldentityGroup
User Identity Groups:CSA-ISE =

Equals

Editor
Internallser-lde

Equals

Identity group

25, BEEE X Profiles, which help approve user access under the authorization policy once the user authentication matches the group



selected on the policy.

o 1£ Authorization Policy & , # Profiles

. BRAK

o % PermitAccess

o  Rif Save

InternalUser-ldentityGroup
R User Identity
Groups:CSA-ISE

InternalUser:ldentityGroup
o User Identity permit
Groups:CSA-ISE
Profiles

PermitAccess

PermitAccess >

ZJa , BEXT Authorization K, HTHFOBRIE , WIIAFEZREBER , URERBREBEIRLLAMISELHN A,

EEETIVPN |, 8T LA 1E Secure Access 8 BV ELE X4 , H B3 Secure Client 5| SEEL B X4 E T,

o HBMHRBIERTHAEN - BENAEREZZ/[EP ?

- SRR ESER

- =i Monitor > Remote Access Log


https://dashboard.sse.cisco.com/

28 Events

User Connection Event Event Details Internal IP Address Public IP Add VPN Profile

A vpn user (vpnuser@ciscosspt.es) @ Connected 192.168.50.2 151.248.21152 ISE_CSA

o HBMNBIERGHEN - BEEISEPMAETR ?

S ZE Cisco | SE Dashboard

« Rif Operations> Live L ogs

Status Details Identity Authentication Policy Authorization Policy Authorization Profiles

Identity Authentication Policy Authorization Policy Authorization Profiles

SSA- == Authorization CSA PermitAccess

CSA-ISE == Authorization CSA PermitAccess

HEHRIERSHER - MEAEDUPERARE?

« SMEKEEER

+ i Reports> Authentication Log

Timestamp i Risk-Based Palicy i i

(UTC) ~ Result User Application Assessment Access Device Authentication Method

10:02:34 + Granted vpnuser ISE - N/A v 05 17.41 ~ Duo Push

14 DE ABR. DE . SAML

054 approved ;:FyCh(}nneCI 5.00520? App|e iPhone 15 Pro
as Mot in ed

Max

Java DPFKTTEPVMXGJTHTTMDS

Krakow, 12, Poland Krakow, 12, Poland
83.20.26.111 83.29.26.111
Endpoint trust is unknown because thare are no active

Trusted Endpoints Configurations

Ei i& RadiusZs i B{ Active Directory /i /2


https://admin.duosecurity.com/

BEISER 14

EXMERT  EOEEENERTFHIELN AR RIL RN R BIRIEL RSN,

EHRTERE , BRENTUATIR .

BEBLIRT T ERN

o SHFISEEFIER

« R Work Center > Policy Elements > Conditions

« i Anti-Malware




AR B R BV ZIET , R IR & AR H B IE A SRR M T E AV T L,



Conditions v

Anti-Malware
Anti-Spyware
Anti-Virus
Application
Compound
Dictionary Compound
Dictionary Simple
Disk Encryption
External DataSource
File

Firewall



1. Agent Resources

ZL2EFinWebiRE D,

2. Compliance Module

BHRISEAMIERIR

3. Agent Profile

122 381 8 B B 1B 3L

3. Agent Configuration

BYRERAER, , FAREEEXANRERRE
SCE EC R LE AR IR

Step 1 THHF LEREBRIR

o EFMFHARERR , FSMIBICIco TP H TRWebIERA S ; Web¥BE X SR pkgtg o

Cisco Secure Client Headend Deployment Package (Linux 64-bit) 06-Feb-2024
cisco-secure-client-linux64-5.1.2.42-webdeploy-k9.pkg
Advisories [

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024
cisco-secure-client-win-5.1.2.42-webdeploy-k9.pkg
Advisories [

Cisco Secure Client Headend Deployment Package (Mac OS) - 06-Feb-2024
Administrator rights or managed device required for install or

upgrade. See Administrator Guide and Release Notes for details.
cisco-secure-client-macos-5.1.2.42-webdeploy-k9.pKg

Advisories [

« R+ Add > Agent resources from local disk 3 £ 3

58.06 MB AR
111.59 MB AR ]
118.88 MB * K



https://software.cisco.com/download/home/286330811/type/282364313/release/
https://software.cisco.com/download/home/286330811/type/282364313/release/

Agent resources from Cisco site

Agent resources from local disk

MNative Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

Step 2TFHAMMEEIR

o =i + Add > Agent resources from Cisco Site




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

o BARESIEAMERNERE  RAFRT Save




Download Remote Resources

Name

AnyConnectComplianceModuleLinux64 4.3.3064.0

AnyConnectComplianceModuleLinux64 4.3.3104.0

AnyConnectComplianceModuleOSX 4.3.3432.6400

AnyConnectComplianceModuleOSX 4.3.3472.6400

AnyConnectComplianceModuleWindows 4.3.3940.8192

AnyConnectComplianceModuleWindows 4.3.3980.8192

AnyConnectComplianceModuleWindowsARM64 4.3.3940....

AnyConnectComplianceModuleWindowsARM64 4.3.3980....

For Agent software, please download from |
resource from local disk" add option, to import into ISE

Step 3¢ B R E B XX

« R + Add > Agent Posture Profile

Description

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client WindowsARM64 Compliance

Cisco Secure Client WindowsARM64 Compliance

. Use the " Agent




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

o JBIZEName —4 Posture Profile




Agent Posture Pro

Name

Description:

ERSBBHANT , WA HERFE L ESave

Pasture Pratocol

Parameter " Deseription

PRA retransmission tima This is the agent retry peried if there is a Passive Reassessment communication failure
Retransmission Delay Time (in seconds) to wait before retrying.

Retransmission Limit Number of retries allowed for a message.

Dis i Enter any |IP address or FODN that is routed through a NAD. The NAD detects and redirects
CmTY ot that http traffic to the Client Provisioning portal.

By default, AnyConnect sends discovery probes to all the Cisco ISE PSNs sequentially if

Dizcowvery Backup Server List the PSN is unreachable. Choose specific PSNs as the backup list and restrict the nodes to

which AnyConnect sends discovery probes.

A list of wildecarded, comma-separated names that defines the servers that the agent can
Server name rules "
connect to. E.g
A list of IP addresses, that defines the all the Policy service nodes that the agent will try to

Call Home List connect to if the PSN that authenticated the endpoint doesn't respond for some reason.

Agent will continuously try to reach discovery targets (redirection targets and previously

Back=-off Timer connected PSNs) by sending the discovery packets till this max time limit is reached

Step 4 RLEREERE

KR + Add > Agent Configuration




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

e 2, BEUTSH




> New Agent Configuration

* Select Agent Package:

* Configuration Name:

Description:

Description Value Notes

* Compliance Module

CiscoSecureClientDesktopWindows 5.1

CiscoSecureClientComplianceModuleW!




Cisco Secure Client Module Selection

ISE Posture

VPN

Zero Trust Access
Network Access Manager
Secure Firewall Posture
Network Visibility

Umbrella

Start Before Logon

Diagnostic and Reporting Tool

Profile Selection

* |SE Posture

«  Select Agent Package : %% EEZILE

1.CSA_PROFILE

»  Configuration Name : %% —N & # LR 5] Agent Configuration

« ComplianceModule : R ES 2T HEHMER F THH AR

¢ Cisco Secure Client Module Selection

. |ISE Posture : #RIZEEAE

¢ Profile Selection



. |SE Posture ; iR ELSBIF B XIEAE w4 F & B/ SERLE X

+ Rif Save

EE  BWEMRERS (Windows, Mac OSELinux ) #88 — NN N EFIREE,

Bie B & 1 i 1A e 5% B



ERAAEE L —SPERENISEXRRSITHANER  SEERERMKITHE.

o SMFISEEFIER

« Rif Work Center > Client Provisioning

AR BB MRERS (Windows, Mac OSHiLinux ) #E —/NE i E KK,



Rule Name Identity Groups Operating Systems Other Conditions

ws CPP Redirect Ay Windows All

Agant Configuration
Rule Nam L MName
2. CSA_AGENT_CONFIG

Wi : Network Acc ...
indows C SO e Native Supplicant Configuration

& Enable

@ Disable

& Monitor

*  RuleName: BEFEREFXBNSHARERERKEN , UBMRBIESN KK

+ Identity Groups : EZFEX KB 1T I ARIR

« OperatingSystems : BEESHFEERBEF DARANRERFSRERERS

»  Other Condition : #Network Access #EAuthentication M ethodEQUALSIE R R IIRADIUSHA S RA BB Hi% , REET
D HEZ

* Rewlt: EFRESRIARERERSEPRENRIBRE

- Native Supplicant Configuration : 3% Config Wizardfl Wizard Profile

- NMRKXMAREELRELINEEA , BREFICHERA.

BERNEE X

RN B X RIE S0 RIEES EH AP RS RENS FRE T R . SAIE RS SRR E A P ] SAT (A B L R

REEN DU

P

&M RAP#RA-EZRAE-RSERIE

RAFE AP KRAEAE-EEGARERE-RSFRIEN




el AP AREM-1E4L 757

EREDACL , ESMEISEREIER :

« =i Work Centers> Policy Elements > Downloadable ACLs

-  Riff +Add

«  #J2 Compliant DACL

L ET CSA-Compliant

Description

IP version IPvd IPv6 Agnostic

*DACL 1234567 | permit ip any any

8910111
2131415

Content

o Name: AR5 AFAEDACLIN B TR
o IPversion : i%&# IPv4

« DACL Content : SIZE A T &5 RIEZEFIFIZRDACL) , BT HRIMEHTERIE

<tfroot>

permit ip any any

R ifiSave HEIEARANEHMEDACL

« =i Work Centers> Policy Elements > Downloadable ACLS

«  Ri +Add



+ AI# Unknown Compliant DACL

* Name CSA_Redirect_To _ISE

IP version IPv4 IPvE Agnostic

* DACL 1234567 permit udp any any eq 67

8910111 permit udp any any eq 68
2131415 permit udp any any eq 53
1617181 permit tcp any host 192.168.10.206 eq 8443
9202122 permit tcp any any eq B0

Content

6272829
3031323
J34.3536
3738304

Check DACL Syntax

«  Name: %1035| ADACL-Unknown-Compliant#y & ¥;

e |Pversion : &% IPv4

« DACL Content: 8|2 —1DACL , RFETiKA8443%IM4&, DHCP, DNS., HTTPAIEE ]~ #1THR7E

permt udp any any eq 67
permt udp any any eq 68
permt udp any any eq 53
permt tcp any any eq 80
permt tcp any host 192.168.10.206 eq 8443



EE LSS, IPH#1E192.168.10.206 5 2R B RS 51 2 (1SE) RS B3 KL,

iBd i 08443k X IPith11E192.168.10.206 I TCPR & , NT{E T A ERAE ],

Lt , SRB I ERNEEXHAIERDACL,
ERERNEEXHS , ESMEISEHEFER :

« =i Work Centers> Policy Elements > Authorization Profiles

IwO8443 B E N FEITF . XEKRE R



Hif +Add

« % Compliant Authorization Profile

Authorization Profile

CSA-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template
Track Movement
Agentless Posture

Passive ldentity Tracking




v Common Tasks

DACL Name CSA-Compliant

| IPv6 DACL Name

| ACL

I A/l I .2 (IFileae- 1IN

«  Name: 8|25 AERNRNEEXHH B

» Access Type : & ACCESS ACCEPT

¢ Common Tasks

- DACL NAME : &R ESRIZADACLHEEADACL

M Save FH 2|2 Unknown Authorization Profile

« R Work Centers> Policy Elements > Authorization Profiles

-  Rif +Add



« % Uknown Compliant Authorization Profile

CSA-Unknown-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template

Track Movement

Agentless Posture

Passive ldentity Tracking

v Common Tasks

DACL Name CSA_Redirect_To_ISE




Web Redirection (CWA, MDM, NSP, CPP)

Client Provisioning (Posture) ACL redirect Value Client Provisioning Portal (...

«  Name: 0|25 ARMEARNEEXHHI B

»  Access Type : 3% ACCESS ACCEPT

¢ Common Tasks

DACL NAME : &R E AR HFEBDACLSBRHE BEBRDACL

e Web Redirection (CWA,MDM ,NSP,CPP)

1%£4% Client Provisioning (Posture)

e ACL : #4702 redirect

«  Value: EEFIABAEIS , REMREELT HMIF , HEET



AR AXNFERHENZ LT REERACLH AR redirect,

ENFIAEXEEST , SO EALibutes Details F EAE LA R,

~ Attributes Details

Access Type = ACCESS_ACCEPT

DACL = CSA_Redirect_To_ISE

cisco-av-pair = url-redirect-acl=redirect

cisco-av-pair = url-redirect=https://ip:port/portal/gateway?sessionld=SessionIdValue&portal=

KiiSave SEREBEHUET — %,

&action=cpp



EERSITEREE

BN =MRBEETEENRNEEX M ; X T DenyAccess , BAFER OB H AR,

R 181 IR E
&M EREEX-A
REARE BIEE A RAAAE
&H ik

S 3| SEd= 4 E AR

« =i Work Center > Policy Sets




o K> ZIET R B A2 KR

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

« B Authorization Policy

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits

@

sthentication Pe

rcal Exceptior

uthorization Policy - Global Exceptions

o BT—NRFEETRO=/REK .



Compliant_Devices

Sl CSA-Compliant
Compliant . InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

Compliance_Unknown_Devices

SAML-
Unknown- CSA-Unknown-Compliant

InternalUser-ldentityGroup

Gl User Identity Groups:CSA-ISE

Non_Compliant_Devices

SAML-Non- AND DenyAccess
Compliant y InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

o i+ BUE R CSA-Compliance B :

Results

Status Rule Name Conditions Profiles Security Groups

Q Authorization Rule 1

o XNFT—% , BHEHRuleName , FConditions Profiles
«  fgEFName EEH CSA-Compliance
+  ERE Condition@s®s , ERT +

« 1£ Condition Studio ™ , ALK BUTER :



Conditions Studio

Library Editor

PEeLOE" m—
quals

Web_Authentic

o EHELKH , EEER compliant

o BABMEERR Compliant_Devices

«  ¥ERE Editor

+ FEEditor ¥ New

»  Rifildentity Group B4R

« J%# Internal User Identity Group

+  TEEqualsT , EFEERUser Identity Group #H

«  RifiUse

Conditions Studio
Result of the Configuration

Library

1 Gompiiant Editor

E Ccompliant_Devices

Non_Compliant

° =m0 |

4 NEW —

—_— -
5 [ (dentity aroup

|

InternalUser 6 IdentityGroup N ——
7




- Eit, BLEFIHT-ITHRE

E Compliant_Devices

Compliant AND o InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

SAML-
&

o fEProfile B FHIRA T 69 FHi% 225 R P ELE A9 R IR RN B B 334 Compliant Authorization Profile

E Compliant_Devices

Q MMt A . CSA-Compliant
Compliant InternalUser-ldentityGroup

1‘
a User Identity Groups:CSA-ISE

NE , BELBE T Compliance Policy Seto

« R+ BUENZECSA-Unknown-Compliance B :

Results

Status Rule Name Conditions Profiles Security Groups

o WFT—4 , FEHKRuleName , FMConditions Profiles

o FfE#FHNameBE & CSA-Unknown-Compliance



o EFE Condition®h® , FadE +

e 1E Condition Studio~ , BAIUKIUTEER :

Conditions Studio

Library Editor

Equals

witch_Local_Web_Authentic

o EOEZKH , HEER compliance

o BB SR Compliant_Unknown_Devices

- ¥R E Editor

+  TEEditor F# & New

+  Rifldentity Group B#R

« %% Internal User Identity Group

+ T EqualsT , EFRECEM User Identity Group 2§ H

o KiiUse

Result of the Configuration
1 compliance

l QB 0Dee IFERAECLOET

2 = a [l compliance_Unknown_Devices

Compliance_Unknown

_________————P i Al wou
5 ¥ | dentity group Internallser-lde roup
l Equals

InternalUser 6 IdentityGroup —-___________________.
7

[ TETES User Identity Group:




- Eit, BLEFIHT-ITHRE

E Compliance_Unknown_Devices

SAML-
Q Unknown- AND

. InternalUser-ldentityGroup
Compliant

User Identity Groups:CSA-ISE

o fEProfile 2 TR T H IR SR AP EE R IFRNEE X4 Unknown Compliant Authorization Profile

SAML E] Compliance_Unknown_Devices

®  Unknown-  AND _ CSA-Unknown-Compliant
@ InternalUser-ldentityGroup

Compliant User Identity Groups:CSA-ISE

WE , BMELZEE T Unknown Compliance Policy Seto

o R+ BAE XK CSA- Non-Compliant B :

Results

Status Rule Name Conditions Profiles Security Groups

Q Authorization Rule 1

o WFT—4 , FEKRule Name , FConditions Profiles

o fEFNameEEHN CSA-Non-Compliance



o  EEE Conditionfif , HaE +

e 1E Condition Studio~ , BAIUKIUTEER :

Conditions Studio

Library Editor

Equals

- EQIEZH, BEEZRnon

o BB SR Non_Compliant_Devices

- ¥R E Editor

+  TEEditor F# & New

+  Rifldentity Group B#R

« %% Internal User Identity Group

+ T EqualsT , EFRECEM User Identity Group 2§ H

o KiiUse

Library ) .
Result of the Configuration

PEDas iRFPERARCLOL "
Profiled_Phones = = - -
-Profiled_Phon El Non_Compliant_Devices

Non_Cemplian

4 MEW

Non_Compliant_Devices
T — i U ot s
5 D Identity group

l quals InternalUser-iden!
InternalUser 6 IdentityGroup "--————_.___________‘h Equals User Identity Gre




- Eit, BLEFIHT-ITHRE

E Non_Compliant_Devices

SAML-Non-
o

Compliant AND o InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

«  F#EProfile R THRHE T 75 HEFRIFRNE B X4 DenyAccess

E Non_Compliant_Devices

@ >AM-Non- _ DenyAccess
Compliant InternalUser-ldentityGroup

User ldentity Groups:CSA-ISE

]

—BRER=ABEXHNERE , BRI R EELREETENERT

Loan
KSR
TTE LHESE

BENZEEFREZEI L2 R EREAFODN RA-VPNIZ,



L. Downdosd LS8 Redeect To 158 DAL

SR WS REBEREISERR,
1L ERRE B REE,
@ Cisco Secure Client

AnyConnect VPN:

' Ready to connect.

@ pn.sse.cisco.com/ISE_CSA SAML

2. RAFEUE LUBE Duot 17 & IR1E .

By tbaari r e Brefign




% Cisco Secure Chient - Login o W "

Check for a Duo Push

1.
pl

Single Sign-On

Verify it's yo / approving the notification

Sent to 105

sad hel

® Cisco Secure Client

A AnyConnect VPN:
D 19:23 {:onnetted to fb57. vpn sse.cisco.com/ISE_CSA SAML.
A vpnuser
o.comfISE_CSA Disconnect

Approw

00:00:07 (6 Days 23 Hours Remaining)

3 LAY, BEEEIVPN , BRASEHEE[EISE ; BN , B HS R EIhttp:1.1.1.1,

€Y Cisco Secure Client X

AnyConnect VPN
Connected: ISE_CSA - IKEv2 - Auto Select
Nearest Location



.' InPrivate im| @) Device Security Check X -+

< @ € llotsecure | hitps//ise.ciscosspt.es:s

atfvarn]ee N
cISCO Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start




EE LR, B T IRI-REEECSA-Unknown-Compliance T , B ABKETTEN L ZRISEARRZETENE , HAEBE
EEEISERETF UZRRE,

4 BHEFEBENERFRE,

Device Security Check

Your computer requires security software to be installed before you can connect to the network.

9 Detecting if Agent is installed and running...

5. Bif+ Thisismy first time here.

Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

+ + This is my first time here

+ Remind me what to do next

6. 85 Click hereto download and install agent



— + This is my first time here

1. You must install Agent to check your device before
accessing the network. Click here to download and install

Agent
2. After installation, Agent will automatically scan your:eh
before allowing you access to the network.

3. You have 4 minutes to install and for the system scan to
complete.

Tip: Leave Agent running so it will automatically scan your

device and connect you faster next time you access this
network.

<. You have 4 minutes to install and for the compliance
ne check to complete

7. RERE

Downloads ) Q - £

See more




Network Setup Assistant

Network Setup Assistant

?} Installation is completed.

it

(€} 2022-2024 Cisco Systems, Inc, Cisco, Csco Systems and Cisco Systems
lego are registered trademarks of Cisco Systems, Inc and/or its affiliates in the
U.S. and certzin other countries,

8 RENEE , ISEARZ LA BRI ENMN AR REZ LW, IRTHERBER , REFEF—IREED , ESEX
WEMM,



& Cisco Secure Client = O X

- 30%
|SE POSture Time Remaining:
1 Update(s) Required

3 Minutes

® Action Required to Enable Access

Updates are needed on your device before you can join the network.

This endpoint has failed to check. Please ask your network administrator to install a Secure
Endpoint.

More Details >

Cancel




AR RCancd BHFIRMNAILER , BLBHTERNREN , HE TRIKHECSA-Non-Compliance , fAJE 3 Bl 5VPNET
FFiEE,

9. RERLKRIHMNEH BIEEFIVPN,

Agent Scanning

@ Cisco Secure Client

AnyConnect VPH: fa s AnyConnect VPN;

Ready to connect n ] Connected to [SE_CSA - IKEVZ - Auto Select Neanest Location,

ISE_C5A - IKEV - Auto Select Ned | L e e e T KEw2 - Ao Select Ne Discannect

[P

Zero Trust Access:
Zero Trust Access:

Registration s required 0 access

UM (EEOLTOCS, Registration i required o access
SECUNe MeSOUNCes,

ISE Posture:
Scanning System ... | 15E Posture:
System scan nat required on current Wi-R | = . il Camphant.

Metwork acoess alowed.

Secure Endpoint:
Secure Endpoint: Diszonnected.
Connected

Flash Sean
Rash Scan

-;'I';g'g- Secure Client

Updaies

S WNTIMALNARE

10 ERERIETENFEERE , BRRSLZANLTERIFRS , ARTHME LA TR KR,



kit ey e Pl vy et B rpt b, By 5 el g e Fropfda s Pryiern Rigis

|: |_'I i .-.I"Zl il I: I:-'.I s |_‘. e --_I I_II_ |_'I i !_ |_ d

1. St o 2as boen Siep — Linksoss

AR BEXRNEAE BB TERIUKEMECSA-Compliance , 7 B& AT LA BI 15 8] P B M 4% %R

A IEISERHY B &

ERITEAFHNSORIIER  EEMNEANTEAN T, BEISEFEFTZNY , BEBUTHA

o BREIISEEHIER

+ =i Operations> Live Logs



Misconfigured Supplicants

Status Details

Identity

Idantity

Misconfigured Network Devices RADIUS Drops

Authentication Policy

Authentication Policy

CSA-ISE

CSA-ISE

Client Stopped Responding

Refresh
Never v

Authorization Policy

Authorization Policy

CSA-ISE >> SAML-Non-Com...

CSA-ISE == SAML-Non-Com...

CSA-ISE >> SAML-Unknown...

CSA-ISE >> SAML-Compliant

Show

Latest 50 records -

Withi
Last 60 minutes -

Authorization Profiles

Authorization Profiles

DenyAccess

DenyAccess

CSA-Unknown-Compliant

CSA-Compliant

Repeat Counter

n

Postur

Posture

T—MNEBHRERIAE LiveLogs T 2RI FEMMTEMESH
B

Identity Authentication Policy Authorization Policy Authorization Profiles Posture Status

Identity Authentication Policy Authorization Paolicy Authorization Profiles Posture Status

CSA-ISE C3A=ISE >> SAML-Compliant CSA-Compliant

CSA-ISE CS5A-ISE »> SAML-Compliant CSA-Compliant

CSA-ISE CSA-ISE »> SAML-Unknown... CSA-Unknown-Compliant

4, Authorization Step - CSA-Compliant

2. Download CSA_Redirect_To_ISE DACL

1. Authorization Step — Unknown

Compliance 5. Download CSA-Compliant




Identity Authentication Policy Authorization Policy Authorization Profiles Posture Status
Identity Authentication Policy Authorization Policy Autharization Profiles Posture Status
CSA-ISE > SAML-Non-Com... DenyAccess

SAML-Non-Com... DenyAccess

SE »>> SAML-Unknown... CSA-Unknown-Compliant

2. Download CSA_Redirect_To_ISE DACL 4.

1. Authorization Step — Unknown

After 3 Minutes
Compliance I

5. VPN Disconnected

() o,
\(:)I " o

&R MISEERNE—F
ET—ATRHIF | CiscolSEFEML5192.168.10.0/24 T , EEBEIRBRER BF MR EMENEE.
Step 1 : WIERHIPSERE :

EXN BT , FEMBZ LT R R EIER,

e R i Connect > Network Connections

o HAiNetwork Tunne Groups >##) 558

HomeFTD © Connected Europe (Germany) sse-euc-1-1-0 1 sse-euc-1-1-1

o FEsummayT , WiIEPRE S B EEH BRHSEFTER H3EZ2 ] -


https://dashboard.sse.cisco.com/

Summary

& Connected

Region Europe (Germany)
Device Type FTD

Routing Type Static Routing

Last Status Update Mar 19, 2024 11:13 AM

Step 2 : AW AKIEE LHRE,

EAGRZRLHEEAZHISEIREZH#HTRADIUSE BRIIE , BEEHRENZLTHRIZEEH LN LR FAIENRADIUSIKEO :



A

B it

B #riE O

E R SERIFIAIT

Bt

B |Pith(RA-VPN)

COA

UDP 1700 ( ERiIAiwH )

ISERIRZZIAINEIE Pith

ISE_Server

SHWIE - &)

UDP 1812 ( EiAiw O )

ichk

UDP 1813 ( EiAiw O )

RE2IFI04 0% P E] SE

ISE_Server

BEEF

TCP 8443 ( ERiAw O )

R2IFI04 1% Pt RIDNSIR S 88

\
E

DNS fR%83

DNS

UDPHTCP 53




W

AR NRBETHRESEISEHANGKND  BEFALER-KOSE,


http://Emmanuel%20Cano%20Gutierrez%204/3/2024%2010:02%20AM%20%E2%80%A2%20https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33/b_ise_InstallationGuide33_chapter_7.html

AR NMREFISEEBNELEANBH ( Hliiseciscosspt.es ) KH , N EEFEFHDNSH N

EIEFNLL IR Pith

ERITFENEENLRPE  ESMBZLH 2

« =i Connect > End User Connectivity

e = if Virtual Private Network


https://dashboard.sse.cisco.com/

+ {&F ManagelP Pools

+ gif Manage

EUROPE 1 ~

Management IP

Pop Name Display Name Endpoint IP Pools Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
Europe
(Germany) RA VPN 1 256 user 256 user House ISE_CSA & m|

connections connections

$35  BiTEHNISERB T ‘Private Resources’ ( EAER ) TERE

EAWESVPNIEZN AP SR SE Provisioning Portal BhAE , B#EERFNEEEENLETRUEREE , ZERATATE
3VPN B 1B SE Posture Moduleo

ERFLRBEEBEEISE, BSMEZL BRI

® R ifi Resources > Private Resour ces

+  KEISERIR


https://dashboard.sse.cisco.com/

Private Resource Name

CiscolSE

Description (optional)

Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access.

Secure Access will route traffic to this address.

Internally reachable (FQDN, Wildcard FQDN, IP o Protocol Port / Ranges
address Address, CIDR)
192.168.10.206 TCP - (HTTP/HTTPS

+ |IP Address or FQDN

Help 7

+ Protocol &
Port

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

MRFEE , HATLURF IR H139 HEL 7] 8% 0 (8443).
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« R Secure> Access Policy


https://dashboard.sse.cisco.com/

o RGEEEMHAN , LAFXNVPNAFIFRISE

Specify Access
Specify which users and endpoints can access which resources, Help €7

Action
Allow () Block
Allow specified traffic if security Block specified traffic.
requirements are met,
From To
Specify one or more sources. Specify one or more destinations.
CSA (ciscosspt.es\CsA) = ® CiscolSE = 6
Information about sources, including selecting multiple sources, Help [ Information about destinations, including selecting multiple destinations. Help 3

Endpoint Requirements

For VPN connections:
[##4] End-user endpoint devices that are connected to the network using VPN may be able to access destinations specified in this rule. (D)
Endpoint requirements are configured in the VPN posture profile, Requirements are evaluated at the time the endpoint device connects to the network. VPN Posture Profiles =y

For Branch connections:
]_T-:l Endpoint device posture is not evaluated for endpoints connecting to these resources from a branch network.
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» =i Operations > Troubleshoot > Debug Wizard




Bookmarks Diagnostic Tools Download Logs

Dashboard Debug Profile Configuration

SR Debug Log Confi ti
Context Visibility ebug og Lontiguration

Operations
RADIUS Troubleshoot

Policy Live Logs Diagnostic Tools

Live Sessions Download Logs

Administration Debug Wizard

« Rif Debug Profile Configuration

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Profile Configuration

Debug Log Configuration

Debug Wizard contains predefined debug templates with the

components inside the template.

o %&HEIEHE Posture > Debug Nodes
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Warning

Enabling the node will override its debug log configuration

« HKif Save



Debug Nodes

d profile Posture

Choose on which ISE nodes you want to enable this profile.

Host Name Persona Role

ISE.ciscosspt.es Administration, Monitoring, Policy Service STANDALONE
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Appliance node list

ISE
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Support Bundle Debug Logs

Include full configuration database
Include debug logs

Include local logs

Include core files

Include monitoring and reporting logs
Include system logs

Include policy configuration

Include policy cache

From Date
(mm/dd/yyyy)

To Date
(mm/dd/yyyy)

* Note: Output from the ‘show tech-support' CLI command will be included along with the selected entries.

v Support Bundle - Encryption

(O Public Key Encryption
Shared Key Encryption

* Encryption key

* Re-Enter Encryption key

¢ Include debug logs

« {KF Support Bundle Encryption

Shared Key Encryption

B FEEncryption key # Re-Enter Encryption key



« Rif Create Support Bundle

o M i Download

v Support Bundle - Last Generated

File Name: ise-support-bundle-ISE-admin-04-04-2024-14-27 tar.gpg

[ime: Thu, 04 Apr 2024 14:35:35 UTC

Size(KB): 52165.0
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100 Events

User

b §

b §

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

Unknown Identity

ERZ2EPIK EERDARTHE A

Connection Event

@ Disconnected

@ Disconnected

& Connected

@ Connected

@ Disconnected

© Disconnected

@ Connected

@ Failed

BREESHITEN LEBDARTRAS , ERIEUTXE :
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Event Details

User Requested

Unknown

User Requested

Unknown

AUTHORIZATION-CHECK

Internal IP Address

192.168.50.129

192.168.50.130

192.168.50.130

192.168.50.129

192.168.50.1

192.168.50.1

192.168.50.1


https://www.cisco.com/c/en/us/support/docs/security/secure-access/221240-troubleshoot-and-collect-basic-informati.html#toc-hId-1076053197
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221240-troubleshoot-and-collect-basic-informati.html#toc-hId-1076053197

AR WETHESRBI RN BEE , BRYTAC BXXEFER , RAZDHMEL

HXER

[

- REHEEHMAFIEE


https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/

o Cisco Secure Client¥8 4 F &
- BRBRIRSSIEEESIEE - lRA3.3


https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
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