HERRLHABHER  SRSTTA"; =
L RBRIPE  RSHE

AN E—HBERL B WBFRR T TRS TR R RERPREOBREREN T %,
[A] &

HAFBRHREEF IR BFERA FLEEADNSH/FEWebRIFE , Z2BFFicAFREPLHIA
BIRIRES
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€ Cisco Secure Client — X

) ren] '
asco  OSecure Client

Status Overview Umbrella
Statistics Message History
AnyConnect VPN
[

Zero Trust Access Sacia Wab Gabisay "
License valid

Umbrella Web Protection Status: Cloud Service Unavailable
HTTP Requests: 5
HTTPS Requests: 37
Bypassed Requests: 191
Umbrella Proxy: swg-url-proxy-https-sse. sigproxy.qg.opendns.com

DINS Security [Pvd -~
TCP Requests: 0
TCP Responses: 0
UDP Requests: 579
UDP Responses: 579
DINS Security [PvE ~ B
Collect diagnostic information for all B ’ -
installed components.
Diagnostics
Unprotected for DNS ProtectionR 7
€9 Cisco Secure Client - X

asco. Oecure Client

Status Overview Umbrella
Statistics  Message History
AnyConnect VPN
el

Zero Trust Access DNS/IP Security Information ~

IPv4 DNS Protection Status: Unprotected
Umbrella IPv4 DNS Encryption: Off

IPv6 DNS Protection Status: Disabled (no network)

IPv6 DNS Encryption: Off

Client Name: DESKTOP-ONQL139

User Name:

Last Connected: Today 02:40:43 AM

Logging: Disabled

Secure Web Gateway -

XERRVERR , HTHEEZERAD , BHEERTERZAETRS.

MREZEWMHEFFIRPCY XX A HIULEE , MZRERTERIZPCERNMEZZRSE , #EF
FFESSEX R FIHEER
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DNSERIFPRAS R KR

HIRBITZRIPHIDNSIRASHE | B ERR A 58)% B 2|OpenDNS AR 5525 (208.67.222.222F]
208.67.220.220)8y L1TiE
&4 & Elcscumbrellaplugin ixt X HE |

Z X RDARTHRSTH —

2024-08-27 03:07:43 [8880] [DEBUG] < 12> Dns Protection IPv4 State Machine: checking reachability of pr
2024-08-27 03:07:43 [8880] [DEBUG] < 12> Dns Protection IPv4 State Machine: probing for OpenDNS resolve
2024-08-27 03:07:43 [8880] [DEBUG] < 13> Dns Protection IPv6 State Machine: rejected all candidate reso
2024-08-27 03:07:48 [8880] [DEBUG] < 12> Dns Protection IPv4 State Machine: checking reachability of pr
2024-08-27 03:07:48 [8880] [DEBUG] < 12> Dns Protection IPv4 State Machine: probing for OpenDNS resolve
2024-08-27 03:07:53 [8880] [DEBUG] < 12> Dns Protection IPv4 State Machine: rejected all candidate reso

AT FEAREAHABIAERRE , BT UEPCH H OYEERQ (WIS AR ) L& wiresharkil
R, FEAERIIER/NER K EOpenDNSHEHTRNIRE

ip.addr == 208.67.222.222 or ip.addr == 208.67.220.220

M 2 etedaces °
File Edit Veew Go Captuie Anabze Tdephory Wirdet: Tosk  Help

m e REQewEf i Eaaan
| [ip-adds == 208,67.222.222 or ip.addr == 202.67.220.220 ]

Ha. Time Source Destination Protocol Length Destintion Post  Info

57 2824-98-27 B3:86:36.491417 [152.165.8.284 | 288.87 222,222 [ 128 53 Standard query @xf7fb TXT debug.cpendns.com 09T
3327 2824-88-27 £3:87:16.585199 192.165.0.204 208.67.222.222 NS 128 53 Standard query @xf7fc TXT debug.cpendns.com 0PT
6797 2824-88-37 B3:07:43.572681 192.168.8. 284 108.67.222.222 DNS. 77 243 Standard query 8xe985 TXT debug.cpendns.com
6798 2824-98-17 83:9 -5718%6 102,165.8. 204 08,67, 120, 118 DhS. 77 443 Standard query @xc588 TXT debug.cpendns.com
6825 2024-98-17 03:07:43,.742036 192.168.0. 204 8,67, 222,223 DhS 77 443 Standard query GxfecE TXT debug.oy
6826 2024-98-27 03:07:43,743145 192.168.0.204 208.67.220.220 DS 77 443 Standard query 9x3%es TXT debug.s
6915 2024-98-27 03:07:48.569876 192.168.0. 204 HE.67.220.229 DS 77 53 Standard query Oxbafa TXT debug.open com
6916 2024-98-27 03:07:48.569878 192.168.0. 204 HB.67.222.222 DNS. 77 53 ard query BxedTl TXT debug.opendns.c
BO18 2004-98-27 08:07:48. T5T141 192.168.8. 204 OB.EF. 222,222 BNS. 753 ard query Sxfdds TXT debug.opendns.c
515 2824-08-37 3:07:48. 77158 192.158.8. 284 20867, 220,230 oS 77 53 uery SxcfSS TXT debug.opendns.c
TE1A 2024-98-27 83:07:54.070832 192.188.8. 208.67.222.332 oS 87 243 uery SxfaSl TXT 2.dnscrypt- d om
TE85 2024-98-37 83:07:58.541 8. 208.67.220.220 oS 77 443 uery 8x4381 TXT debug.open
7887 2024-98-27 83:9 541 8. 208.67.222.222 oS 77 443 uery Sxa%hd TXT debug.open
7891 2024-98-37 B3:07:58. 8. 208.67.222.222 DS 77 243 uery Sxe5f3 TNT debug.opendns.com
7892 2024-98-27 B3:07:58.663964 192,168.0.204 298.67.220.220 NS 7 443 uery @x3lc3 TXT debug.cpendns.com

WIBTEWireshark VSRS S BT AT L |
208.67.222.222F1208.67.220.220HIDNS TXTZ1i , B

BER , B IBEUDPIE 044353 L R EFEM AT
288 WEEAI I R

XMITHAEEUREZHER , REUENZRAE P A IFIRZME L T EFO0penDNSRF A H O
DNSHE , HE R AT REISFSEDNSRESHFHRE,

WebRIFPIRES RN “TIRZ AT A
U IR E B“BR S A F"Web R F IR 7S

o

B, BFERB AT ER IR EWebM X RS 2RH LifFiERE

MERPCESWGHRSE X EIPERE Z I EDARTIEGN DMWY

_%Bﬁj\o

, B E FUmbrella txtXX 4K B E



Date : 08/27/2024
Time : 06:41:22

Type : Warning

Source : csc_swgagent

Description : WARN | Thread 27cc | TCP handshake to SWG Proxy URL was not successful. Since fail open p

ATH—FREE , BREBIESHIRFKIEBPPCESWGHIRSE B IERE.
fEterminald & Hi & LUIRERSWG Pttt :

<#root>
C:\Users\admin>

nsl ookup swg-url - proxy-https-sse. sigproxy.qq. opendns. com

Server: ad.lab.local
Address: 192.168.0.65

Non-authoritative answer:
Name: k8s-sigproxy-sigproxy-c8f482b42a-ddf1929ae349b3e5.elb.eu-west-2.amazonaws.com
Address:

18. 135.112. 200

Aliases: swg-url-proxy-https-sse.sigproxy.qq.opendns.com
swg-proxy_eu-west-2_1_1n.sigproxy.aws.umbrella.com

NTHFAREHBINERERE |, SALEPCHYH AYWERED (WIFIZU AR ) £ Ewireshark$E
R, AERAERTIEBRNERRESWCHRSSHRMRE (R L—FRENIPHLL )

ip.addr == 18.135.112.200

A 2imteriaces = o x
File Edit Veew Go Copture Analyze Statistics  Telephony  Winedess Took  Help

LR REQes@Tizs EaQaqy
M [ipaddr == 18.125.112.200 =k

Pectocol Lemgth Destination Por info -

IE NI Wireshark VI F MR B EINY , B IRERAR M EHE 5 KX 1£18.135.112.2000TCP
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ERBESRIZRP , LRHAEHELETRESWG IPBILHRE,
FEIRRETFD , BREFETCP SYNEF LR , MAEFETCP RST,

RR MREFRTEHFRISWCHRS R , MERIAER T 2H A RBITHIRE , HFWebii
EEYEZERMIR (WIFISEAARM ) BFT. WebfRIF RNEA T RMITHRER.

RF R

NTREBERZEMESHARZ , A5 UEEIIR A EAL R KSR EME AT AL (&
¥, REWIFi ) o

ERESMRMNERESER | BRARPCEBMSSEXXSH IR T ZREIH L1TERE,
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DNS&RFRASFERR

« 208.67.222.222 TCP/UDP#% 053
+ 208.67.220.220 TCP/UDP#% 053

X FWebRIFRA A , HHRD B X £ A VR A DIPHIL T 8- SSEX
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