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VPN Service Provider 2
Serial number Expiration date
Hew 4001819680eb7bea? 5760c65dcdof12 hugust 27, 2025 9:00:56 PM
Active 40018295284 3fdcefB13bBae2dTh32es O September 13, 2024 3:24:58 PM o

Microsoft Entra ID (Microsoft Azure)

ZiAER T |, Entra ID (Azure AD)RITIEP AL,

Home > Enterprise applications | All applications > Secure Access - RA VPN Authentication (SAML 550)

Secure Access - RA VPN Authentication (SAML SSO) | SAML-based Sign-on

Enterprise Application

£ T Upload metadata file “ Change single sign-on mode (= Test this application & Got feedback?
B Overview
e SAML Certificates
[[] Deployment Plan
/% Diagnose and solve problems Token signing certificate j Edit
Status Active
~ Manage Thumbprint QEBCTADOBOCAETO509549669373TD4AAB14D38E4
. Expiration 5/21/2027, 12:24:06 PM
11! Properties o :
! Notification Email
28 Owners App Federation Metadata Url https://login.microsoftonline.com/71414a41-... [
Rol d Certificate (Base64d) Download
oles an .
& L dministrators Certlfchlte (Raw) Download
Federation Metadata XML Download
&4 Users and groups
3 single sign-on Verification certificates (optional) 7 dit
Required Mo

U 2RIdP Entra IDBY{E “Verification Certificate (optional)”i% & 4 “Required = yes” , & & diEditF“Upload
certificate” A b 1% $T B & £ 15 [RAISAML VPNIEF,




Home » Enterprize applications | All 3| at
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Secure Access - RA VPN Authentication (SAML SSO) | SAM

Enterprice Application

+ Upload metadata file

i overview . e

m Deployment Flan
A Diagnose and sohve problems
~ Manage

Il eroperties

J8 Owners

Raoles and
administrators

&
S8 Users and groups
3 single sign-on

2 Previsioning

Pingldentity

» Secure Access - RA VPN Authentication [SAML 5% Veriﬁcation C'Ertiﬁcates

Requiring verification certificates will impact certain admin and end-user experiences. such as the Single sign-on testing feature

N )
*) change single sign-on mode
eam maore &

SAML Certificates

My Apps and M365 app launcher experiences.

verification certificates are used to verify requests coming from this application to Microsoft Entra 1D

. - Learn mare 2
Taken signing certificate

Status Activi

Thumbprint 0E8C I%eq-l.’e verification certificates @ I
Expira 21 Ty .

i Allow requests signed with RSA-SHAT (O
Motification Email q 4 D
App Federation Metadata Url httg
Certificate (Base6d) Dowr

Certificate (Raw)
Federation Metadata XML

i T Upload certificate

Verification certificates (optional) Thumbprint
Required Yet
Active 1 362A5200CB4EBC282403FA2

Key Id Start date Expiration date

e5468291-e750-44c.., B/27/2024, 4:22 PM B8/27/2025, 421 PM
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Getting Started
Overview
Monitoring
Directory

Applications

Applications

Application Catalog
Resources

Application Portal

Applications @

Q, Search

4 Applications by Application Name -

| i SAML Secure Access

i SAML Secure Access
Overview Configuration

3IUDjeCT Nameld Formart
Not Specified

Assertion Validity Duration
300 seconds

Target Application URL
Mot Specified

Enforce Signed AuthnRequest
Disabled

R 1dP Pingidentity ' BY{E Enforce Signed AuthnRequesti% & 73 “Enabled” , & R iEditH (& FHIZ £ 15 [ESAML
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. . SAML Secure Access
Applications @ |

Getting Started

Overview Q, Search Overview  Configuration

Monitorin ]
. 4 Applications by Application Name ~ 300 seconds

Directory
Target Application URL

Applications Not Specified

Applications

Enforce Signed AuthnRequest
Enabled

Application Catalog

Resources

Verification Certificates

Application Portal vpn.sse.cisco.com (HydrantlD Server CA O1)

Walid 08-24 to 08-25

i SAML Secure Accessl
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Signing options * Sign response
Sign assertion

Choose at least one option for Signing the SabL nes)
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Service Provider

Mieladats Discovery

Emtity IO *

Asseion Consumer Service
IACE) URL *

WS hn&

WMEREEIPERIDUORA |, E“Assertion encryption”#=i2“Encrypt the SAML Assertion” , E R
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+ Add an ACT URL
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Generic SAML Service Provider - Single Sign-On

Assertion encryption

El] Encrypt the SAML assertion




Dashboard » Applications » Generic SAML Service Provider - Single Sign-On

Generic SAML Service Provider - Single Sign-On

Assertion encryption Encrypt the SAML assertion

Existing Certificate *

‘ | Choose File | VPN Service Provider.cer

OKTA

RIABERT , OKTARHATIEBRIE, General > SAML Settings T~ & %11 3 /R “Signature
Certificate”s



<« Back to Applications

O

GENERAL

Secure Access - VPN

‘ Active - ‘ - l View Logs Monitor Imports

Single Sign On URL

Recipient URL

Destination URL

Audience Restriction

Default Relay State

Mame ID Format EmailAddress
Response Signed
Assertion signature Signed
Signature Algorithm RSA_SHAZ256
Digest Algorithm SHAZSEG
Assertion Encryption Unencrypted
SAML Single Logout Disabled

WMRFEIdP OKTAR | f£General > SAML Settings & —ME R “Signature Certificate Assertion
encryption’f{E , MR ROKTAEERITIERRIE, [RE“RESAMLIZE"(Edit SAML Settings) , &
5 & & UL (Signature Certificate) 3 L& #THI L £ 15 RISAML VPNIE$,



+ Back to Applications

©;

Secure Access - VPN

{ Active - ‘ -

View Logs Monitor Imports

Signature Certificate @

0 VPN Service Provider.cer X

Uploaded by Josue Brenes on September 5,
2024 at 11:25:06 AM CST

CN=HydrantID Server CA O1,0U=HydrantiD
Trusted Certificate Service, O=IdenTrust,C=US
Valid from August 27, 2024 at 4:22:25 PM CST
to August 27, 2025 at 4:21:25 PM CST

Certificate expires in 356 days

Enable Single Logout @ Allow application to initiate Single Logout
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