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MER  2RURLERE. XHEBERENAXS , F#BIF LT BREINBIHMF,

BE . EAXH , BERIEETREMEMX(SWO)ER M Z B XA WMIMUHTTPS)RE , UKk
BEREUHRITIPSRE,

IPS : Bh KRB ARRUMPHERE  FERBRES SERITERIIRE
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BLE: BHER->Z2->TRRE->ANRAENERIRE->ERRE->IPSHE

Decryption

Traffic must be decrypted for effective security control, but you can temporarily disable it for troubleshooting purposes. Help 7

This setting affects the following functionality:

= For internet traffic: Inspection for intrusion prevention (IPS); all traffic to internet applications and application protocols
= For private traffic: Inspection for intrusion prevention, file inspection, file type blocking

() Enabled

BNREHIPSIEE
Wk AT ZEANE AEINREENIPS,
B -

o WETEHESNREREATE2ZAIPS,

o BEIETEUR FDecrypt for IPSIZE , 2R £ /K Decrypt for IPSIETU#EER |, MITHFNRE
BFNBRHNE , MAREERIEX.

o WETMFALFMSWG ( Webf#Z )



BE . BHER->Z2->HERE->FERE->SBERERZE->ARBEIPS)

o Configure Security
Configure security requirements that must be met befone traff owed, Help
Intrusion Prevention (IPS)  Rule Defaults @D Enabled
Traffic will be decrypted and inspected based on the selected IPS profile. Transactions involving destinations on the Do Not Decrypt List (3 will not be decrypted. Help 3

Prafile: Balanced Security and Connectivity | Intrusion System Mode: prevention | Signatures: (5) 9402 Block (5} 488 Log Only () 40928 lgnore

TRZH xR

AR R B E A UESESIPiu BN BIRFIRE,

B -
o AFST B E IFHWebfE %
o HHIRMNEEWebBZMIEIPS , RERENTBRBZTIREIA
. FERSIIPSHIWebERN ( RERENTBERIIK )

- WIATEESERMIRBNRZEBEEXHESER
- AEEREEEXHTEATHEER , FTRREAIIR

i & : % E4R(Dashboard) ->%& £ (Secure) ->F % 5| & (Do Not Decrypt Lists)

Do Not Decrypt Lists

Custom List 1 o w
1 Web Profiles 0 0 1 Dct 23, 2024

Custom List 2 W
1 Web Profiles o 1 o Oct 23, 2024

System Provided Do Not Decrypt List hd
¥ b 2 Web Profiles | IPS Profilas [+] 1 Sep 20, 2024

RERUENTHERZIR
“TRZHNRO -2 , EENATEZEHRIAWNHEZFIPSHM NIhEE,
B

« XRFEIPSHMWebf# 2 K1 — B E LT HEE"FI&R
- RBRIERE B E I FIRAVIED,

BE : BHER>ZL>TEBRIR>RERHFNTHEEIIXR

tem Provi Not t List -
System Provided Do Mot Decrypt Lis ab Profiles , IPS Profiles 0 1 Sep 20, 2024
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R 2B & X (Security Profile)iZEH , AT LLEER S A E A Webf# %3 (Enable or Disabling
Web Decryption) , f8/E Al H Einternet REE AR Bk, WSR3 A% (Decryption) , A LUER BB
BT % (Do Not Decrypt) ¥k 2 —,
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. BEIZANREINEE | BIFEWebfEZ Do Not Decryptl &
 FREERENTHEZIRM N ZLEEXH LI WebfE R MIPSHE R

BLiE : #HIm4R(Dashboard) ->%& % (Secure) ->& £ B B X #(Security Profiles)
Security Profiles

Add Profile

custom prodile
0 Rules Intemit Enabied Disnbded 2 Gontrol Types Selected System-provided Oct 23, 2024

IPSELE X 44

IPSEEENHRESENNEENIPSEENHMELZLIRE, AJRRKREHTIER, EALUL
ROZBECHBAENIPSEENH , MHTEFBHRENIRE.

B -

- AEOMNER TIPSHTE N T2 R A EE X H
- ABLBE B E LIPSH & X #F

BE : #HIHiR->Z£-> IPSH & 34

IPS Profiles

4 System Defined
These profiles cannot be modified, but you ¢

Name Intrusion System  Signatures Last Signature Update

Made
Cannictivity Dver Security Privention ® 472 Block © 112 Log Only © 50234 Ignore Ot 21, 2024 - 0304 pm w
fi.a'a"lce.-d ?_Q?Lm 1y and Connactlivity Prevention @ 9402 Block © 488 Log Only © 40928 Ignora Oct 21, 2024 - 03:04 pm L
Sacurity Over Connectivity Prevention @ 22706 Block @ 7E0 Log Only @ 27953 Ignore Oct1 21, 2024 - 03:04 pm W
Maximum Detection Prevention © 39777 Block @ 1386 Log Only © 9675 Ignore Oct 21, 2024 - 03:04 pm o

ZLIFRFHHTTPSHRE
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Remote Access VPN (RAVPN) ; ;
Zero Trust Access (ZTNA) Roa(Tllr?'\ng;T:mg dMuloec}'UIe
Network Tunnels (IPSEC)

Y

Decrypt for IPS (Global)

¥

Do Not Decrypt List Do Not Decrypt List
Rerholicy Per-Policy
SWG Decrypt IPS Decrypt SWG Decrypt

¥ . 2

Internal Routing Internal Routing
External Routing External Routing
Destination Destination
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RAVPN l

Network Tunnel J Decrypt for IPS
(Global Settings)

[
On

System Provided Default Do Not . o
[ Decrypl: P '7 Yes 4)' No Decryption
Off

l NO

[ IPS Settings Enabled (Policy) ]— Yes —{ g:n:'i'tl'::]

No

Security Profile (Decryption) J— Off —){ No Decryption

7

Umbrella Roaming
Module (SWG) [SEI:I.I rity Profile (Do not Decrypt List}Ji Yes —)[ No Decryption

No

Y
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AR ERRAMERE  UUELRREFTBEALKRE :

2 #E 4R (Dashboard) ->% £ (Secure) ->1 [F K B (Access Policy) ->HNERIAEM L FHRE
(Rule Defaults and Global Settings) ->% F1% & (Global Settings) ->f## H &id &
(Decryption Logging).

BEZEAFTERRE

Decryption Logging

Log decrypted traffic. Help .7

Internet Destinations Private Resources
Log th’_'j‘D'.E!C".'Bf"I-Z to internet destinations. Log decrypted traffic to private resources.
@D cnabled @D Enables

fREEIR R
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QOct 23, 2024 12:53 AM
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J Deatyp = fd-static
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= fid-stati TCRTLS . Oct 23, 2024 12:52 AM
Deeryption
* fid-static TCRITLS Oct 23, 2024 12:52 AM © Decrypt Error
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Decrypt Action Reason
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