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EVTIER THVPNEE RN LR
A FE
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IPSec BLE
EREE
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RA-VPNIRE
CLAP-BAP ZTNA Escenario
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LEIIEH B VPNEZ £ 14 A
=R
Cisco BB THUTER :

+ FirepowerBIEH/{\7.2

« Firepower &5 7.2

- Z&GF

- BRL2EFim — VPN
- BRL2EFin — ZTNA
« EEFI®ZTNA

FERANEY
BNHEPNEEET :
« FirepowerZEIEH /7.2
« Firepower B ihPh1H7.2
- Z&IHR
- BR%Z4£EFig — VPN
- BRZEEFim — ZTNA

ANHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHENERAR
(A ) BE. MRENMELTEIRS , FERRETHRAERSHBERWE,

1b B /=
B EL'TE E\
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Secure Firewall
FTD

BRHZIt T Z2 158 (Secure Access) , A TRIPAEEFNABME T =NABRANIGR, Bk
LR MR & Bl InternetfiE$E, XRBEXESHNEZL T ENERZIN , IEXEREEEER

FESTHRERNNZS,

R 4% B




Internet Access Traffic ——

Private Apps Traffic

LAN
192.168.10.0/24

BE
EZE1RFEEVPN

SMENEEER Z£1HE.

—
= I Access

S
SecondaryVTI //

ZTA

——

RA-VP N

—

INTERFACE IP
PrimaryWAN 192.168.30.5
PrimaryVTI 169.254.2.1
SecondaryWAN | 192.168.0.202
SecondaryVTI 169.254.3.1

RA-VPN Pool
192.168.50.0/24

ZTA Network
\moeaooﬂo

1T Overview Overview
Thee Crverview dashboard displiys S181us, usage, and health metrics for your orgarization. Use this indormation 10 sodress secuity thieats and monilor system
&
L Data Transfer
' . TOTAL USAGE
o e 69.52 MB Total traffic
725,98 MB " Dacrasse (lust 7 days)
o Ad
16.45 MB Received
£ WEhES 35.39 MB “ Decranse (st 7 days)
53.07 MB sent
690,58 MB " Decrauss flast 7 days) l I

usage. Help .

a
.
-
H
3

,'f-(_'\ﬁ Connect > Network Connections

i T:I_:Network Tunnel Groups-F ) ifﬁ +Add


https://login.sse.cisco.com/

B8 Overview

Network Connections

Manage connections between your data centers and SSE

Experience Insights Connector Groups 3

sE=1

Ezsentials

Network Connections

Network Tunnel Groups

Connected @

55 3 franmew i Fadund and high
the hubs within a network tunnel group o secwrely control
1 private resources. Help

% for establishi

w ] 11 Tunnel Groups

IC

$:.  Resources
1 Secure Users and Groups
k*  Monitar
End User Connectivity
@ Admin
A workflows
‘ Qs
Hetwork Tunnel
Group

Primary Hub Data

S Center

o BgE Tunnd Group Name, Region*ﬂ Device Type

/@\ﬁ Next

@ General Settings |

@ Tunnel ID and Passphrase

General Settings

Tunnel Group Name

@ Routing

[ Secure Firewall ]

Region

@ Data for Tunnel Setup

l Europe (Germany)

Device Type

[FTD

< Cancel

* BEi&E Tunne 1D FormatFll Passphrase

/@\ﬁNQXt

@ General Settings

Tunnel ID and Passphrase

qC -]

Secondary
Tunnels

Secondary Hub Data
Center

Primary
Tunnels

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure
Access, and choose the device type this tunnel group will use.

Caonfigure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

@ Tunnel ID and Passphrase |

Email
@ Routing @ e

Tunnel ID

Tunnel ID Format

IP Address

@ Data for Tunnel Setup [ securefirawall

® | @<org><hub>.sse.cisco.com

Passphrase

Show &

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

Show @ ]

{ Cancel

- KREMNE LERBEAFEBIREHRMEEREN IPUSTERNEN



,‘f—(_'\ ﬁ Save

Routing option

@ Static routing

Use this option to manually add IP address ranges for this tunnel group.
IP Address Ranges

Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,

BHETHacBEER S , BREF T —FWER. Configurethetunnd on Secure Firewall.
AThsE R ENETE

. Data for Tunnel Setup
@ General Settings

Review and save the following information for use when setting up your network tunnel devices. This is the only time that
your passphrase is displayed.

Primary Tunnel ID: securef irewall_sse.c isco.com (7

@ Tunnel ID and Passphrase

@ Routing

Primary Data Center IP Address: 18.156.145.74 3
H i 1 Cisco, ]
@ Biatalion TunriciGelug Secondary Tunnel ID securefirewa I_sse cisco.com (3
Secondary Data Center IP Address: 31204523 O

passphase: I

Download CSV
<

EREMhXiE LEERE
mEREEN

NTgR , SEAZEH XS EAEDREEEA(VT)EERKIL BAF ; BickE , #8060+ , &
BRSSP, MREER—NMSPREME , BIFEHHA,

O At




FWAN FEBBEMWAN

4HBIWAN B EBRMWAN
FVTI FZ LU R EBR N &% Flrrincipal Internet WANR £ 17 [A]
HHBHVTI B2 LU B8 1Y & 3% Bl secondary Internet WANE £ 17 1]

5i§ . 1%%@%7]”5‘?,%\@3%%75%& Primary or Secondary Datacenter IP , ZFE‘EEFHW/I\@ﬁo



AR 2MREEACHEETECMP , NEFCIZIMNEMEHSHEEEAEAMAREE

Primary or Secondary Datacenter |Po

BIEZSE |, Bi1BrrimarywANF] | SecondarywANLAZRfE X LESR QI 2 VTIHEO
Ej‘-ﬂﬁ?ﬂ Nl repower Management Center > DeviceSo

. EREBWIFTD
® lﬁ?l% Interfaces

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address

» Diagnostic0/0 diagnostic Physical
» GigabitEtharmnat0/0 SacondaryWAN Physical SecondaryWAN 192.168.0.202/24(5tatic)

» GigabitEthernetDf1 LAN Physical LAN 192.168.10.1/24(Static)

# GigabitEtherne10/2 PrimaryWAN Physical PimaryWanN

192.168.30.5/24(Static)

,‘f—(_'\ﬁ.lt Add Interfaces > Virtual Tunnel Interface



Add Interfaces ¥

Sub Interface

Redundant Interface

Bridge Group Interface

Virtual Tunnel Interface
VNI Interface

- BET-GEREEEC




Add Virtual Tunnel Interface

General Path Monitoring
Tunnel Type
® Static

Name:*

»* Enabled

Description:

Security Zone:

Priority:

o

Tunnel ID:*

Tunnel Source:*

Select Interface

IPsec Tunnel Mode:*

s |Pyd IPvE

* Name EEE?;UEH PrimaryWAN interface

Edit Virtual Tunnel Interface

General Path Menitoring

Tunnel Type
s Static

Marm;
Primany\/TI

¥ Enabled

Description:

Security Zone:
SIG
Priority:

o

Tunnel ID:*

Tunnel Source:*

GigabitEthernet0/2 (PrimaryWAN )

IPsec Tunnel Mode:*

* IPvd IPvE

192.168.30.5

169.254.2.1/30

o Security Zone SR AT A B B B —security zone Ntk | BRFALZ LR

* Tunne ID :RREIDRIN—NEF

* Tunnd Source ;IR PrimarywWAN interfaceFFIE R IZE O W FAE IPE A HIP
® |Psec Tunnel Mode ﬁ?¥IPV4;:F@EIEWJé§EP %ﬁ}ﬁﬁ%OE’\J’FﬁIEﬁEHIP

MELIE— Rk



AEE N TFVTHED , MAERFIRANIPHIM |, nREEFHAVTEED |, MAT L
169.254.2.1/30 AprrimaryvTI F |, $169.254.3.1/30 A secondaryvT1 F o

ZE , BEENHTHRNERE  HEEWNVTIETRMRITTAERE , Bt , BFEIT -G

SecondaryWAN interfaceSR :

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
» Diagnostic0/0 diagnostic Phiysical
» GigabitEthernat0/0 SecondaryWaAN Phiysical ‘SecondaryWaN 192.168.0.202/24(Static)

Tunnal2 SecondaryVTl v SIG

» GigabitEthernet0/1 LAN (1]

» GigabitEthemetd/2 PrimaryWAN S PimaryWAN

Tunnell PrimaryvTl 51G

EARP , £RANIPR

VTl IPELE




BEAEN IP SBE
FEVTI 169.254.2.1/30 169.254.2.1-169.254.2.2
HHBIVTI 169.254.3.1/30 169.254.3.1-169.254.3.2

P E BN OB H

Eﬁi*ﬂ"]ﬁ;ﬂit&condaryWAN interface E@f)’ﬁ,i%condary Datacenter |P Address f@%%@ﬂlﬁ:“%&ﬁcp’tqplél"]E%

SiEH. AUMERAEE—(1)EEY , £EMCTHRARNE ; W, BEEIPENEN.

B EMTEMEEZERBECMPREN I RENRI ; MREAEECMP , M AT LBkE
—F_io

S = Device> DeviceM anagement




- JEFTDRE
* ,‘f—(_'\ﬁ.lt Routing
* lﬁEFXF Static Route > + Add Route

Edit Static Route Configuration

Type:

e Choose the SecondaryWAN interface

SecondaryWAN v

(Interface starting with this icon | @signifies it is available for route leak)

Available Network + Selected Network

Q_ Search SecureAccessTunnel

192.168.0.150

192.168.10.153 Choose the Secondary Datacenter IP

any-ipv4
ASA_GW
CSA_Primary

GWVT1

Ensure that egress virtualrouter has route to that destination

Gateway

Outside_GW + Choose the SecondaryWAN Gateway

Metric:
1
1 - 254)
Tunneled: (Used only for default Route)

Route Tracking:

_I_

* Interface: X H BIWANZ O




o Gateway: 1R 3 BEYWAN M <

* Selected Network: N I3 BV BB R/ OIPER W ; BAUIUERLH RS RPEEFZET IR EIEXE
B, Data for Tunnel Setup

o Meric:fEA—(1)

« kRfsaeHREFEE , REHE.

Leaked from Wirual Router

EVTIERX T FVPNEE N Z£i5 b
ERBVPN , S EIEREIBE N -

,'f—(_'\ﬁ.ut Devices > Siteto Site
M7 + Siteto Site VPN

Ui R IE

Efi EEndpointsF B , BFEEMFH HBData for Tunnel Setup FIREHE R,

Create New VPN Topology

Topology Name:*

SecureAccess

Policy Based (Crypto Map) e Route Based (VTI)

Network Topology:

Hub and Spoke

IKE Version:* IKEvl W IKEv2

Endpoints IKE IPsec Advanced

Node A
Device:* Device:*

FTD_HOME Extranet

Virtual Tunnel Interface:* Device Name*:

PrimaryVTI (IP: 169.254.2.1) SecureAccess

Endpoint IP Address*:
Tunnel Source IP is Private

18.156.145.74,3.120.45.23
& Send Local Identity to Peers

Local Identity Configuration:*

Email ID v

jairohome@8195126-615626006-




- BN ABERETFRIENMEXNBEN
* %R Routed Based (VTI)

° lﬁ?l% Point to Point

* IKE Verson i FIKEV2

AE  IKEVIAXEFEZEHRIERK,

T:I_:—FNodeAE , 1’3%%@3%9\?7}?& .



Device:*

F1D_HOME

Virtual Tunnel Interface:*

PrimaryVTI (IP: 169.254.2.1)

Tunnel Source: PrimaryWAN (IP: 192.168.30.5)Edit VTI

Tunnel Source IP is Private
w Send Local Identity to Peers

Local ldentity Configuration:™

Email ID

jairohome@

II. ::'_I!:I tll I:. |I-Ii L_'I- |I._.II

s Device IEBRIBHFTDIR %
* Virtual Tunne Interface: 1% % 5 8 5% B PrimaryWAN InterfaceV T 1o

o EFEIEME send Local Identity to Peers
* Local Identity Configuration:JE3REmail ID ( EEFER4EID ) , ARABRIBEE L Berimary Tunne IDData for

Tunnel Setup ( BREREMNHIE ) FiRRUHENEEIEEEE

FELEMEES |, PrimaryvTIiF &+ Add Backup VTIT :




Virtual Tunnel Interface:™

SecondaryVTI (IP: 169.254.3.1) » | +

source. SecondaryWAN (IF: T92.168.0.

Tunnel Source IP is Private
w Send Local ldentity to Peers

Local Identity Configuration:™

Email ID

jairchome@

* Virtual Tunné Interface: 1% 3% 5 8 % BY PrimaryWAN InterfaceV T o

° iﬁq:'ﬁﬁﬂi Send Local Identity to Peers

* Local Identity Configuration: 3 Email ID ( BBFHRHID ) , ARIFRIETE 25 B secondary Tunne 1DData for
Tunnel Setup ( BFEIRENHIE ) FRUENEESIEEEE

E FnodeBH , BREEBRBUTSH :



Device:*

Extranet

Device Name*:

SecureAccess

Endpoint IP Address*:

18.156.145.74,3.120.45.23

° Device:?i«ﬁ?ém

* Device Name: it ¥ Name LU Rf Secure AccessiRBIA B #x.

* Endpoint IPAddr&ssZIg*uﬁﬁjJﬂggﬂlﬁﬂz\éﬁﬁ IE , Datacenter | P,Secondary Datacenter IPj@}ﬂJ«}{Eig?ﬁ
Data for Tunnel Setup® ¥ EiZE L

25 , BB 5EendpointsfX , BLAE & 0] LL%% B 25 BRIKE Configurations
IKE Bii &

EREIKESH , B RiKE.



Endpoints IKE IPsec Advanced

ke T, BEEREUTSH :

Endpoints IKE IPsec Advanced

IKEv2 Settings

Policies:* |Umbrella-AES-GCM-256

Authentication Type: Pre-shared Manual Key
Key:*
Confirm Key:*

Enforce hex-based pre-shared key only

o Policies; #& A] LA FA EBRIA I UmbrellaBitumbrella-AES-GeM-25618 , 1 A LAARHE supported IKEv2 and IPSEC
Parameters

* Authentication Typeiﬁizﬁxngiib "I,_f,'{’-ﬁﬂ
* KeyH:Confirm Key$& 0] LTE 25 PassphraseBi Data for Tunnel Setup# # EIE &

2fE , BERKER , IELATUETSERIPSECEE,
IPSec Eti&

EREIPSECSH# , 5 RTHIPSEC,

Endpoints IKE I[Psec Advanced



https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

Hipsee, T, BEERBEUTSH -

Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals IKEvZ IPsec Proposals® #

Un‘ﬂ:’uh—ﬁEE—EEH—EEE

Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Lifetime Duration®: 28BOD

Lifetime Size: 4508000

* Policies: $& AT LAfE FA BRIA I UmbrellaBiumbrelia-AEs-GeM-256i2 , 15 AT LAARHE supported IKEv2 and IPSEC

Parameters


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

AE  IPSECAEZEEHMEMARNAE,

ZfE , BHEE psecTERK , WAL RIS R SREIE"
BREE

ERMESRSH , B 2Advanced,

Endpoints |IKE I[IPsec Advanced

EAdvanced, ™ , Z@%EEEIELXT’}M .



E ISAKMP Settings

IPsEs KE Keepalive:

Tin:] Thrashsokd: Seconds

r-!|:1r:.l IrrheErval; 7 Seooinds

Idertty Sent o Peers: n e T

Peer ldentity Validation: O not check

Enable MNofhcation on Tunned Disconnect

IKEv2 Security Association (SA) Settings

Cookie Challengs, CLREE e

* |IKE Keepalive:enable

* Threshold:10

* Retry Interval:2

* Identity Sent to Peers:autoOrDN
* Peer Identity Validation: & &

ZIE , 15T LA HsaveDeploy Hl



Topeology Name

EXTRANET Extranet

EXTRANET Extranet

VPN Type

Route Based (VTI)

Node A

(3.120.45.23)

18.15... (18.156.145.74)

Network Topology

Point to Point

D

FTD

FTD

Lo HME , BLBEIFHEANT [QERIL T VPN,

Tunnel Status Distribution IKEv1 IKEv2

2- Tunnels v

Node B

VPN Interface VTl Interface

FTD_HOME

Secon... (192.168.0.202) Seconda... (169.254.3.1)

FTD_HOME Primary... (192.168.30.5) Primary¥Tl (169.254.2.1)

ZE ) ﬁEE%VPN to Secure Accessin VTI Modeﬁf, , fﬂﬁf@ﬂl«}{$§§“%500nfigurePolicy Base Routingo



BE  HAWARBESMEUN , REVANRENERIERE ; WREBEXA , &
A A VPEd BB E R R R E.



TERBEE R

TE SCHY 3 7] 5% B A U

Interface

# GigabitEthernet0/0

# Tunnel2

# GigabitEthernet0/1

# GigabitEthernet0/2

® Tunnell

¥

Logical Name

SecondaryWAN

SecondaryVTI

LAN

PrimaryWAN

PrimaryVTI

Type

E ]

VTl

Physical

Physical

VTI

Security Zones

SecondaryWAN

SIG

LAN

PimaryWAN

SIG

MAC Address (Active/Standby)

CREHEM R ENHETRET AP ERED IS RN DPDELIREE FHIPseclE,

IP Address
192.168.0.202/24(Static)

169.254.3.1/30(Static)

192.168.10.1/24(Static)

192.168.30.5/24(Static)

169.254.2.1/30(Static)



https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

38 X3

FEVTI SIG

HWEIVTI SIG

I5hE REM

Internetify A7 &

ENCERBEMKRA LRENMERREREX Internett¥ 78] , BRERE—LHEANAREZE
RIPFELRE | LRER-TERZS TOMSKIX—BF :

Mame Internet Access - SIG Action @ Allow | w B Logging ON IFy Time Range
Insert  into Mandatory e W Intrusion Policy | v

Q Zones Networks Applications Users URLs Dynamic Attributes VLAN Tags

Showing 4 out of 4 Sel Sources: 1 Selected Destinations and Applications: 1

aus LAN

% PimaryWAN fed - 1 object ~ 1 object

ita SecondaryWAN

& SIe

LEH NIRRT InternetLaNBY T [R] |, FEARBIH | Internet@siclY,
RA-VPNIRiE

ERMERKBRA-VPNAFKHR , EEERELERA-VPNE ESENEENE#HTEE.,



AR EBRERA-VPNaaSK R , W IR EEENE A ME

WA IEFVPNaaSH P ?
SBEN R L5 RE S ER

B i connect > End User Connectivity
,‘f—(_'\jlﬁ Virtual Private Network
* T:I_:ManageIPPools—F ) KR Manage

End User ConnectiVity [ & Cisco Secure Client J

End user connectivity lets you define how your organization's traffic is steered from

endpoints to Secure Access or to the internet. Help 7

Zero Trust Virtual Private Network Internet Security

Global FGDN Manage IP Pools

fb57.vpn.sse.cisco.com [ Copy 2 Ragions mapped



https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://dashboard.sse.cisco.com/

1’]1—.“*)\5 M’FE’J;@%—FE Endpoint | P Pools

EUROPE 1 A
Displa Management IP
Pop Name play Endpoint IP Pools 9 DNS Servers
Name Pools
192.168.50.0/24 192.168.60.0/24
EANOpe RA VPN 1 256 user 256 user House 7|
(Germany) , .
connections connections

- BEEBESIGTAWIER , BELFFERNNEEPBRAEERACLT .

RN B

MRENEER2TF , FHE

Mame Private APP

Insert  into Mandatory LY

O.__‘ il Networks

Networks: Geolocations
192.168.0.150
192.168.10.153

o any
any-ipv4

any-ipve

ZAN A MRA-VPNi192.168.50.0/24 2 & Y LANKY 57

ACL Bl &

ERFMSIGEILANK B RRE

Name

ACL

Entries (2)

Sequence  Action Source

o Allew 192.168.10.0/24

CLAP-BAP ZTNA Escenario

y /Lr\

mR%TANARFARGEE N

Action @ Allow

W Intrusion Policy ¢

Applications Users

Showing 27 out of 27

192.168.0.150
192.168.10.153
0.0.0.0/0,::/0
0.0.0.0/0

1]

1R P4

Destination

192.168.50.0/24

Destination Port

URLs Dynamic Attributes
Selected Sources: 2
Al

~ 1 object

« 1 object

Application

SERY A RIM I AT BE AN AR

B Logging OMN

b

VLAN Tags

Iy Time Range

-ted Destinations and Applications: 1

v 1 object

B MRFE , JUEEES,

FRFEAMEIACLT , EHEPBRT I,




BRAMIBIECGNATSEE 100.64.0.0/10B BB S |, LENEFHEMZTAS N KEZEMZTARF
RBP4,

TR A S
MRENEER2R , FEEFTHATRANARFRFNIIEE , WENERAN TEM TR

Name  ZTHNA - Action € Allow v B Logging ON g Time Range | w Rule Enabled

Insert  into ¥ W Intrusion Policy i | - & Flle Palicy

Q MNetworks Ports Applications Lisers URLs Dynamic Attributes VLAN Tags

Shawing 27 out of 27 S Sources: 2 Selected Destinations and Applications: 1

Networks Geolocations

192.168.0.150 192.168.0.150 « 1 object
-

192.168.10.153 192.168.10.153
£ any 0. - ¥ 1_ -:)b](«-:t )
any-ipvd 0.0.0.0/0
any-ipvé /0
ASA_GW 192.168.30.1
CSA_Primary 18.156.145.74

GWWT1 169.254.2.2

ZHN 7L FMZTNA CGNATSEE 100.64.0.0/10 2 LI LANRY L £
ACL ELiE

E AR FEFACGNATMSIGEILANH R BRE , BX4ATUFEIRMBIACLT |, FHEEPBRT I,

Name

ACL

Entries (2)

Ao 1 5K B Bk B FR

EBEdZ2HEEENABRFERMERMAIERE , SA508E K EA R (PBR)IERE , LUE
TRAENREBE B R

. Ej‘-ﬂﬁf: Devices > Device Management

o EEBIERAMFTDIRZ



Version

~ Ungrouped (1)

(Y FTD_HOME Snort 3
192.168.0.201 - Routed

FTDv for VMware

,‘f—(_'\ﬁ.lt Routing
* Jﬁ?l% Policy Base Routing
o KR Add

Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority

EZET  AEAERERUBHREIZSEANED , UEARA-VPNRETEHEFHHET
R EBRMZTAT RIS M ERBRFRITLEEHRNAF S HQRIE

« fEIngress Interface T , #%#i&id Secure Access KA REMFIERED :
Edit Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

 FE“PUiig S F0 HH 0482 07 (Match Criteria and Egress Interface) ™ , REREE XA TS HEAd:

Match Criteria and Egress Interface
Specify forward action for chosen match criteria.

Add Forwarding Actions Internal Sources
A

IP Address IP Address

169.254.2.2,169.254.3.2

o MachACL: X TIHACL , BEEREERHIZLHRINAMERNR :



Traffic to the destination 208.67.222.222

or 208.67.220.220 over DNS using TCP
or UDP will not be routed to Secure ¥ REJECT

Access

Name
SSPT_FTD_ACL

Entries (2)

Traffic from the source
192.168.10.0/24 will be
routed to Secure Access

Sequence  Action 3ourc: Source Port i Destination Port

1 Block

2 @ Allow 192.168.10.0/24

Depends how you play with the ACL, you
can define how the traffic must be routed + ACCEPT
| to Secure Access _

* Send To: R IP b 11F
* IPv4Addresses B AMERAFANVTILEENEBIOTH T — NP EATAE LT BRIREVTI

Interface Config

O P EES

FEVTI 169.254.2.1/30 169.254.2.2

HWEIVTI 169.254.3.1/30 169.254.3.2

169.254.2.2,169.254.3.2
I

XHEER , BREBAT—1MER |, B4R R Tisave:




ACL
IP Address

169.254.2.2,169.254.3.2

Default Interface

IPvE settings

Peer Address

Verify Availability —

Cancel

ZE , CEEEFNEE Csave, ARERUTHANERITERIE :

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Match Criteria and Egress Interface

Specify forward action for chosen match criteria.

Match ACL Forwarding Action

Send the traffic to the PrimaryVTI

169.254.3.2

If PrimaryVTI fail it will send
the traffic to the SecondaryVTI

Cancel

Zfa , BHLEE , A RELXBIEACLLEEN ITENNREN REKBI L LR

TEFMCconexion Events¥ :




Action X Initiator IP X Responder IP X Application Risk x Access Control Policy X Ingress Interface X Egress Interface X

Allow 192.168.10.40 .B.8. Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 8.8.8. Medium HOUSE LAN Primary\VTI
Allow 192.168.10.40 .8.8. Medium HOUSE LAN PrimaryVTI
Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI|
Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI

MActivity SearchSecure Access:

40,678 Total () Viewing activity from Mar 13, 2024 12:30 AM to Mar 14, 2024 12:30 AM Page: 1 Results per page
Request Source Rule Identity @ tion Destination IP Internal IP External IP Action Categories Res
FW — HomeFTD — HomeFTD 8.8.88 192.168.1( @ Allowed Uncategorized
FW = HomeFTD = HomeFTD 8888 192.168.1( & Allowed  Uncategorized
FW — HomeFTD — HomeFTD 8888 @ Allowed Uncategorized
F HomeFTD — HomeFTD 88858 @ Allowed Uncategorized
FW — HomeFTD — HomeFTD 8.8.8.8 @ Allowed Uncategorized
HomeFTD — HomeFTD 8.8.88 192.168.1C @ Allowed Uncategorized
FW — HomeFTD — HomeFTD 8.8.88 @ Allowed Uncategorized
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https://dashboard.sse.cisco.com/

| ‘ Secure | Policy

_ Access Policy
E Monitor Create rules to control and secure
access to private and internet
destinations
o Admin

Data Loss Prevention Policy

Prevent data loss/leakage with
g Workflows policy rules

r b !

* }f—(_'\jn.ﬁ Add Rule > Internet Access

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public

destinations from within your network and
from managed devices
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https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule
https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule
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2= Resources
( Secure
K  Monitor

o Admin
P R

- ? ?REH T A

EBRET ’ BRIUKREIUATERENT D - General, Communication with Secure Access Cloud and Endpoint
Connection Methods.

=M

General

Privali Resource Marme

SplunkFTD

Dezcription (oplianal)

Sources and destinations

Registered Networks
Point your networks to our servers

Internal Networks
Define internal network segments
to use as sources in access rules

Roaming Devices
Mac and Windows

Destinations

Internet and SaaS Resources

Define destinations for internet
access rules

Private Resources

Define internal applications and
other resources for use in access
rules
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Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help &3

Q Client-based connection

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over endpoint security requirements (posture).
Remotely Reachable Address (FQDN, Wildcard FQDN, P Address) @
192.168.10.2

+FQDN or IP Address

() Browser-based connection

hased connections from endpoints that do no

o the Secure Client installed. Enable this option when devices that your organization does not manage must
s resource. Fewer endpoint security checks are possible,

Public URL for this resource @

https:/f | splunk2 -8195126.2tna. sse.cisco.io

Protocol Server Name Indication (SMI) (optional) @

HTTPS ~

L Validate Application Certificate ©

* ZeroTrust Connections:iﬁq:'ﬁiﬁﬂzo

* Client-based connection: MR B , AILMERZ 2B Fin — SETERSHABESETEFAHRERNH
A,

* Remote Reachable Address (FQDN, Wildcard FQDN, IP Address) Bt i& & JRIPEFQDN; 21 R B EFQDN , N
E R IDNS AR B o

* Browser-based connection : SR A , BAILUES M KR H R ER ( BENEAHTTPRHTTPSER
WINFIR )

* Public URL for thisresource: I X 5T 85 Be & £ F 1Y 22 L URL;Secure Access AT R H L B iR

* Protocol: IEIFIHI ( HTTPEHTTPS )

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN,

VPN Connection: 3% # It & 1% 4E 7] /5 I Bid RA-VPNaaSHI 1[5,
2Ja , R iisaveB) ALFZ BT R 0B Access Policyo

Bt & 175 5] 5K B
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B if secure> Access Policy



| ‘ Secure | Policy

_ Access Policy

E Monitor Create rules to control and secure
access to private and internet
destinations

o Admin . *
Data Loss Prevention Policy

Prevent data loss/leakage with
g Workflows policy rules

Add Rule ~

y

* }f—(_'\jn.ﬁ Add > Private Resour ce

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and

from managed devices
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https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

o Specify Access

Specify which users and endpoints can access which resources. Help O

Action
Allow Block
Allow specified traffic if security
requirements are met.
From To

Specify one or more sources. Specify one or more destinations

wpn user (vpnuser@ciscosspt.es) - x SplunkFTD -

nformation about sources, including selecting multiple sources. Help (3 Information about destinations, including selecting multiple destinations. Help

* Action :1EFRAllow IR H 3T B IRAY 5.
® From *EEWFH?%%&%;EH@FHF‘:
o To IR EETSecure AccessiF BRI RIRo

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help 3

g Zero-Trust Client-based Posture Profile  pyle Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

System provided (Client-based) ~ i
Private Resources: SplunkFTD
] Zero Trust Browser-based Posture Profile  pyje Defaults
Requirements for end-user devices on which the Cisco Secure Client is NOT installed.
Pt

System provided (Browser-based) -~ ]

Private Resources: SplunkFTD

* Zero-Trust Client-based Posture Profile: 1 33 2 v B AN 17 7] BY BRIA B B XX 4
® Zero-Trust Browser-based Posture Profile : ﬁ?¥ﬁ%@ﬂlﬁi1¢/iu%§§§ztlﬁlﬂ*XBE
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show crypto isakmp sa
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o

There are no IKEvl SAs
IKEv2 SAs:
Session-id:3, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
52346451 192.168.0.202/4500 3.120.45.23/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/4009 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xfb34754c/0xc27fd2ba

IKEv2 SAs:
Session-id:2, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
52442403 192.168.30.5/4500 18.156.145.74/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/3891 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x4af761fd/0xfbca3343

156 55 207 EX (IPSEC)

ELifPhase2 , BEEHXZFTDWCLILETT—%% :

interface: PrimaryVTI
Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 192.168.30.5

Protected vrf (ivrf): Global
Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 18.156.145.74

#pkts encaps: 71965, #pkts encrypt: 71965, #pkts digest: 71965

#pkts decaps: 91325, #pkts decrypt: 91325, #pkts verify: 91325

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 71965, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.30.5/4500, remote crypto endpt.: 18.156.145.74/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500



PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: FBCA3343

current inbound spi : 4AF761FD

inbound esp sas:
spi: Ox4AF761FD (1257726461)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (3916242/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: OxFBCA3343 (4224332611)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4239174/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

interface: SecondaryVTI
Crypto map tag: __vti-crypto-map-Tunnel2-0-2, seq num: 65280, Tlocal addr: 192.168.0.202

Protected vrf (ivrf): Global

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 3.120.45.23

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.0.202/4500, remote crypto endpt.: 3.120.45.23/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: C27FD2BA

current inbound spi : FB34754C

inbound esp sas:
spi: OxFB34754C (4214519116)

SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4101120/27412)
IV size: 8 bytes



replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: 0xC27FD2BA (3263156922)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4239360/27412)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ERE— TP, EUUEIRIEEEEEY ; FTRENARKESNHBESTH T — M

encapsdecapso

encaps: 71965, #ipkts encrypt: 71965, #pkts digest:

decaps: @, #pkts decrypt: @, #pkts verify: @

compressed: tpkts decompressed: @
: not compressed: 71965, #pkts comp failed: ©, #pkts decomp failed: @
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: ©

#PMTUs sent: ¢ tPMTUs rcvd: @, #decapsulated frgs needing reassembly: ©
#TFC rcvd: @, #TFC sent: ©

#valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#send errors: @, #recv errors: @
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Normal Behavior

DC 1 VIP
WAN1/VTI1 AN
\\1 1 I Region
‘, pc1| | Cisco
Y 1 [ hub Secure
Ny Access
Lol i | DC 2
FTD LD
°
o \
'.\\ \\‘\
\ DC 2
WAN2Z/VTIZ
HA Behavior
DC 1 VIP
WAN1/VTI1 A%
\\‘\ \\‘\ [
\ \‘\gf Region
1\ . Cisco
| RSt i Secure
U ! ub i
B Y . Access
el i |Dc2| |
FTD ! _,ijr hub '

WAN2/VTI2
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« KR : 192.168.10.40

- B :146.112.255.40 ( REiHEKEIEIP )

Secure Access default behavior

+ DC2 is passive when DC1 is
active

+ Data Centers operating in High
Availability (HA) mode ensure
that only one tunnel receives
traffic at a time. The other tunnel
remains on standby and will drop
any packets sent through it while
in standby mode.

Secure Access HA Behavior

» DC2 is Active when DC1or
WAN1 peer is Down

» High availability is implemented
to address failures in the WAN1
channel on the Firewall, ensuring
operational continuity in the
region and mitigating potential
issues in DC1



T~

Emulation of the connection via TCP protocol from
the IP 192.168.2.234 from the source PORT 32344
tothe IP 72.163.4.185 to the PORT 443, which
emulates the access to a webpage published on
the port 443 from a user on the inside network.

¥
Direction must be the
interface that has clients
trying to access to internet

DA
Ap 13.

packet-tracer input LAN tcp 192.168.10.40 3422 146.112.255.40 80

i

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 14010 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 2

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

ETapsed time: 21482 ns

Config:

route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL

set ip next-hop 169.254.2.2 169.254.3.2

Additional Information:

Matched route-map FMC_GENERATED_PBR_1707686032813, sequence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI

Phase: 3

Type: OBJECT_GROUP_SEARCH
Subtype:

Result: ALLOW

ETapsed time: 0 ns

Config:

Additional Information:
Source Object Group Match Count:
Destination Object Group Match Count: O

o



Object Group Search: 0

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
ETapsed time: 233 ns
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any ifc PrimaryVTI any rule-id 268434435
access-1list CSM_FW_ACL_ remark rule-id 268434435: ACCESS POLICY: HOUSE - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434435: L7 RULE: New-Rule-#3-ALLOW
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS
Subtype:
Result: ALLOW
ETapsed time: 233 ns
Config:
class-map class_map_Any
match access-list Any
policy-map policy_map_LAN
class class_map_Any
set connection decrement-tt]
service-policy policy_map_LAN interface LAN
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 8

Type: VPN

Subtype: encrypt
Result: ALLOW

ETapsed time: 18680 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

ETapsed time: 25218 ns
Config:

Additional Information:

Phase: 10



Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 14944 ns
Config:

Additional Information:

Phase: 11

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 0 ns
Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 19614 ns

Config:

Additional Information:

New flow created with id 23811, packet dispatched to next module

Phase: 13

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 27086 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 14

Type: SNORT

Subtype: appid

Result: ALLOW

ETapsed time: 28820 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Phase: 15

Type: SNORT

Subtype: firewall

ResuTlt: ALLOW

ETapsed time: 450193 ns

Config:

Network 0, Inspection 0O, Detection 0, Rule ID 268434435

Additional Information:

Starting rule matching, zone 1 -> 3, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt: O,
Matched rule ids 268434435 - Allow

Result:

input-interface: LAN(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: PrimaryVTI(vrfid:0)
output-status: up

output-line-status: up

Action: allow

Time Taken: 620979 ns



EXE  FZERMALNBRNERBXRBEEHNER , # THPBREETHAMAANRT RS HER
, MEEBMRERAI RS

Phase: 2
Type:| PBR-LOOKUP
Subtype: policy-route
Result: ALLOW
Elapsed time: 21482 ns
Config:
route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL
set ip next-hop 169.254.2.2 169.254.3.2
Additional Information:
Matched route-map FMC GENERATED PBR 1707686032813, sequence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI

FE2QMBRRTIREBERRITED , XREWErimaywTIH , AR RBLGSFNEE , XTEIVTIF
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Phase: 8

Type: VPN

Result: ALLOW

Elapsed time: 18680 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Result: ALLOW

Elapsed time: 25218 ns
Config:

Additional Information:



EEPNMBNER , B, FITEMBEIURER TN , LARAIUEZ2MEREE 574
H , FMERER/RZEVPN IPSecRRERNREBRNBEEE , BINCHEREERRAF A FEIE
BIYMBEE.

Result:

input-status: up
input-line-status: up
output-status: up
output-line-status: up
Action: allow

Time Taken: 620979 ns
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
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