X HEZE £ E FimAnyConnect VPNV ER (L 18 HE
Hx

B &i2 F M Syslog IDIRFI

WK IE

EMCEL & R4l

%% i DefaultWEBVPNGroup#DefaultRAGroupiE B YAAA 6 1iF

£ DefaultWEBVPNGroup#DefaultRAGroup 22 FlHostscan/% £ B X 3B IRZS (A3
2 A Group-aliases Group-URL

IR BRET

|Psec-IKEv2

ASAF & R B

% Fi DefaultWEBVPNGroup#DefaultRAGroupiE =S JAAA 6 iiF

2 F Group-aliases 7 /g Fi Group-URL
E 5 BR 5t
|Psec-IKEv2

&Zig

i
b

&

AN B RE TR B EVPNREHZ 2 1,
FERF M

R

BREWET LT ER

- BRZ2EFimAnyConnect VPN,
« ASA/FTDIZRRTARIELE

E A HF



RIEREERFE T U TREMBRAERA

« BERIASA 9.x
« FirepowerE BB 7. x/FMC 7.x

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANAAERZHRAERAR
(BN ) BE, MREHMELTEIRES , FHRRETHEAARTHBELE,

EE AT B EFirepower Z EEBR(FDMW LS B, FDMXXEFEHR
DefaultWEBVPNGroup LB & B RiF /3£, EEFDM UIFKERRIFFRIVPNE BikE
”(Global Settings)ZB2 F{FE AR HIFHACLEBEEN KO, MREE | F5ERRBEARIEH
[DMTAC)BR R LASR Bt — A5 Bh

b B /=
B 515 /%\

A R4 B B 2R CiscoR £ B P isAnyConnect VPNEL B F & M &R £ Wb E LIRS SR
RIERERE,



RNRHEESREARAFBNBBASREZRKENBRNBENR. XEEZRAERE
InternetR 28, Z2FFHAFRAAREMTEMASIAFBNED , FECEAAAREEH
VEERASTE., FRAAARTEHRIEN  RNFEKLAAFAARAFBNED , BAXNE
MEERLEN, B, RNOFXRIEAFRE  EXMMITWARZIE. MAREYW , XEBTRE
EERBNALLTIR

1. EQTTHICiscoR £ XIBHTLRERS ( FrREEEEEXHPERAAR AR ) -
- MRIEERIVPNE KIERIFQDN , NI LERERAEERFEH R IKRE
HY4H 5l B SRk RREA

2. (EFAAATL AN 3th B33 P L B AV RRIA R R B B 30
- MRBHEEKEIVPNET KIERIFQDN |, 41 gE 2= AN AAARRSS SRS A4S b 4
HITRNRE. HIXHERZENEFQDNAEREN TRIAEREEE X4 L | B
ERIEEA R B AL,

3. BF R ERAAARRSS 28 ENBRIRFER -
- WEHEE W LBE R IEKXE S G RIEE RN ZEL RS (DoS) R RAEXAAARS

ERE B K ISR
=
HHA -

- BARERA ARG AEEREXHNZRAEN. B SHAENEER  XEENFETRE
Secure Client UIBY TR &G | DA P EE, #iBRgroup-aliaseseMilBrSecure Client UIFR
M T HhIThEE,

HURL :

- IEEREENHHENURL , SMEECANEREZRFIIENERREXHF. RETAY
B, ENAPAUEREE A RUIRHATENURL , 3E A BURURLEXMLELE X4 /Y
“ERBAWEK , L@ A BREURL

WA XBITE T , HKHegroup-aliasesi , A P & #EiE #to vpn_gateway.example.com , 7 & R5
BUERFHERZ REZREXH. FALURL, AR AE31E
vpn_gateway.example.com/example_groupiyiE# , e EER T EERENH L MELENR
EETRRE,

BRZE2H RBHNREFFiRE(LRE
X EERS SRR RSB ERNRER L EREX S , TASENEEAF 2R DRNEE

ATRATAFBNHRBASHEMREL, RAHIIESARIMELS , BEEFRUERNRIEEH
, EE & Hgroup-aliases & ti Default WEBVPNGroup#DefaultRAGroup# & 13 3 iE /5 3%

o HFE FIR HSEE A EER B SFEE F Mgroup-url , XHEERFIAE T EFQDN , W&



ERGRIMIERZFQDN , BN REEFERFQDNNE Fin 2 BEE aiERE. fil
vpn_gateway.example.com/example_groupttvpn_gateway.example.comE ¥ K & X ]

o

« fEDefaultWEBVPNGroupHDefaultRAGroupH 2 FAAA & 13 3 IE H B B UE P F B RIE | X
A R A B IEESAAARS BRI R, M RPHNRGEEEZREENSVNES
HiR, HTHHRIEETIES , REXEAFEREBFE , NIFELELIZH. F—HiE

BRUEBTXFEREMNAAARSSE , IEEBERLUEBRE,

o WEERENHEALERR, XAFRENEFIRIRE LAYUEBE K E M RHE RS
FREEEREXH. EEERIEPHNAFREERRS , MAREREMAZTHFNREE W
%% F|DefaultWEBVPNGroup,

« EAIKEV2-IPSeci N 2SSLE S HBEEA KB TXMLEEX HHHEERFABRS, NMRE
LAPTENLRARXML , BF R B3I REERRIARREL,

AR BXARNBRINENIFMAEE , HSHASA VPNEBIEFHMER1", SSL VPNHE
BB 4B 1% (Connection Profile Attributes for SSL VPN),


https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html

#/ BHE1EFZFSyslog IDIRBI B T

ENWERBAZRHRIVPNNEESZE , EFABBERRERLBENWHE, THROMEAR
FIEFK M fhsyslog KR BEEREXEE, NRBFRES , UaEERKEHNE N Syslog IDM
T

%ASA-6-113015
<#froot>

YASA- 6- 113015

: AAA user authentication Rejected : reason = User was not found : Tocal database : user = admin : user

%ASA-6-113005

<ffroot>
YASA- 6- 113005

: AAA user authentication Rejected : reason = Unspecified : server = X.X.X.X : user = **%*%% : yser IP =

%ASA-6-716039

<tfroot>
YASA- 6- 716039

: Group <Df1tGrpPoTlicy> User <admin> IP <x.x.x.x> Authentication: rejected, Session Type: WebVPN

£EASA L EiiEno logging hide usernamef S 281 , AP BRLL FREURS.



AR IR ZRETARAFREHEMANIPERIARNELR , BEFEEIE, BNA
FEEBRBEHRAR

Cisco ASAHEIE :

Z 4 ASARS NI 5
(CiscoZ £ KBASARFIENRFCLIBEERE ) MBATIERK—

BERFTDRFIZR :

Cisco Secure Firewall Management Center Device Configuration Guide#yPlatform Settings—ZE /A
#J Configure SyslogZB%

BLE H Wi FirepowerZ R EEBRPTHNREBHE

BERSEAFICKIEEI D (B FFirepowerik & B EE3HICisco Firepower & i B Bl & #5 =3 #Y

REREETH )



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/configuration/general/asa-919-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-platform.html#concept_8637BBD154854CA498A2DA66D55A115E
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/fdm/fptd-fdm-config-guide-720/fptd-fdm-system.html#id_88125

WL

ERTRIUL , EEFZBASASRFTDE S1THRME(CLI) , E{Tshow aaa-serverin © , HiAEZ R EF1EM
EEREBEAAARSZ BN FHRIEERBUURELN SORIEFERBRERE

<#root>
ciscoasa#

show aaa-server

Server Group: LOCAL - - - - - >>>> Sprays against the LOCAL database
Server Protocol: Local database

Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 16:46:01 UTC Fri Mar 22 2024
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 8473575 - - - - - >>>> Unusual increments
Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 0

Number of rejects 8473574 - - - - - >>>> Unusual increments

<#root>
ciscoasa#

show aaa-server

Server Group: LDAP-SERVER - - - - - >>>> Sprays against the LDAP server
Server Protocol: ldap

Server Hostname: ldap-server.example.com

Server Address: 10.10.10.10

Server port: 636

Server status: ACTIVE, Last transaction at unknown

Number of pending requests 0

Average round trip time Oms

Number of authentication requests 2228536 - - - - - >>>> Unusual increments
Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 1312

Number of rejects 2225363 - - - - - >>>> Unusual increments

Number of challenges 0

Number of malformed responses 0

Number of bad authenticators 0

Number of timeouts 1

Number of unrecognized responses 0



FMCHL & R~

% F DefaultWEBVPNGroup#DefaultRAGroupiE 8L & XX 4 FIAAA B 19 36 F

SMBRE>ZETHE,

Firewall Management Center

= Overview Analysis Policies Devices Objects Integration
Overview | Dashboards / Iys foc &g

Device Management VPN Troubleshoot

NAT Site To Site File Download
QoS Remote Access Threat Defense CLI
Platform Settings Dynamic Access Policy Packet Tracer
Network Threats Intrusion Events Geolocation QoS FlexConfig Troubleshooting Packet Capture

Summa

Certificates:
Upgrade

Threat Defense Upgrade
Chassis Upgrade

» Top Zero Trust Applications

FEREMMFMC GUILA A RLERZHRIVPNERBE & .
RBIMBIZRETH R VPNR B H 62 & 7 “DefaultRAGroup” #Y 1E 2 fit & X 4

1, Firewall Management Center Overviow  Anabsis  Polices  Dowicos  Objocts  Intogration

£ RIAFEFMC Ul 4REIE 215 8 VPNIREE .

Ym%E R N “Default WEBVPNGroup” f“DefaultRAGroup”# & 2B i& X 44

- Firewall Management Center Cverdew  Analysis  Policies  Devices  Objects imiegration Depioy O @ 4 @ admn

RAVPN

Enter Description

Local Realm.

n Frohle Access Interincos Avancad

£ RUAFEFMC UIF 7% Default WEBVPNGroup.

S EIAAALTTF HiEZE Authentication Method T #1513, i%£3#ZClient Certificate Only} %1%
Save,



Edit Connection Profile

Connection Profile:* | DefaultWEBVPNGroup

Group Policy:* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: | Client Certificate Only A

Enable multuple cerincate authentication

» Map username from client certificate

Authorization

Authorization Server: v

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

FEFMC Ul ¥ Default WEBVPNGroupH B 33 5 3E B U R X E P imiE

“mEDefaultRAGroup 7 S EIAAAE T+ H 1% ¥ Authentication Method FHI 55k, EB“REF i
R, RARIEERTF.




Edit Connection Profile

Connection Profile* | DefaultRAGroup

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: || Client Certificate Only v

Enable multiple certificate authentication

» Map username from client certificate

Authorization

Awthorization Server: =

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

FEFMC Ul ¥ DefaultRAGroupfy & 1 3 1iF /5 A T i A B F I iE o




AE  BORIESE B A LAESinkhole AAARRSS 2R, MRFEALLEZE , WAAARS BB E
2ERE , KR LTSN BEMBER, ELME Client Address Assignment” ( & F i it ik
D) BRI E L VPN MR FE X

£ Default WEBVPNGroupHlDefaultRAGroup L F Hostscan/Z £ B X IR A ( Al ik
)

REZBINE R EBHostscan/Z 2B M IBRSN T FEIXF M. WP RAPIENTGEBTLIREAME
B2 NP A E LR RFIARE, EFMCH |, XBT A @S without-csd Bl 2 FlexConfighy & A ZE A
KR ThEEREI

EMB T R> X REE >FlexConfighf &”>“ 7 HFlexConfigXf &,



F ire\fvall Management Center o Ansiysia Policies . ey

FlexConfig Object

Application Filters
AS: Path N
BFD Ternplate
Cipher Suite List
Community List
DHCP IPvE Posl
[hstinguished Name
DNS Server Group
Exvedrasl Altributes

Armpeanesct_roua_tarng
Detault_DNS_Condgune
Dotmt_inspection_Protocel_Disable
Dotoult_inspection_Protocol_Enable
DHCPYE_Prefix_Delegaton_Configuie
File List

FlexConfig

FlexCordg Object
Toxt Objwct

DHCPYE_Profx_Delegation_UnConfgurs

DE_Configues

ONE_UnContours

Eigip_Canfigure

Eirp_ininrisen_Confgus

EXQp_UnConfgure

HFlexConfigl K& , HFHBIRE NEverytime , EE JAppend, RE , T LB RA AE

EHRENR,
Edit FlexConfig Object

Name:
Witihout-CSD

Description:

Contgune Defaull DNS with (e help of TextObjects delautDNS.

Db Doleull Nspecion

Enabie Detsult Inspescion

Coffgune ofe cutiedt (P chent) ang one roede nierace (feap

Rmave configuration of one cutside {PD cient) and ona inside |

Confgune DA with ihe heip of TexiObjects desParameiers and

Rurnena R ONS conhguations

Configures sirp. 1. Conhgurns naxt hop. 2. confguins suto-su

Conbgures interlnse parameters fof nirn 1 Cardgures swent

Clears s confguration for an AS

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v 23] Deployment: | Everytime Type:

tunnel-group DefaulctWEBVFNGroup webvpn-attributes
without-csd

tunnel-group DefaultRAGroup webvpn-attributes
without-cad

Append

» Variables

Property

Name (Type:Name)

Dimension Default Value

Mo records to display

Override

Description

SMER%E > FlexConfig , AJa /4R L 4miEFlexConfig R B,




F.lr.cwfall Management Center o s Policies f Obiects ntegration

Stats Last Msdifes

Tangeting 1 devices 2074-04-10 21:54:19
Mo by “mant

REFMCH I FlexConfig SR B

KEE

e F.lre.waHManagemenl Center Gl oaakla N o ey

FlexConfig

Enter Descripton

% Selected Propand FlaxConfigs

Y ATVEORnSE!_Foils_Nmsreg
7 Kiopoit

} No_Keapout

- Gystim Dofnea
T Dafult_DMS_Conbguns
Dafsutt_inspoection_Proincol_Disabio

! Datmt_inspaction_Protocol_Erabls Sekicted Appand FlaxConfigs
? DHCIVE_Profis_Delogation_Costgure
B Mame
DHCPvE_Profix_Deldegation_UnCenhigund
} DNS_Configure

DNS_UnConhgue

FFFlexConfigxy S Kt i EIFlexConfig R #

BREOE , HIEBRENAIFlexConfigl RBEHFTD , REERBE., WRIXEHHIFlexConfigs
B, FARERREABEER, FBXHE , BiE

Targeted Devices

Taegoind Devices

Sedect devices to which you want 1o apply this policy.
Awailable Devices.

0, Search by name of value




# AFTD CLI3} 3 DefaultWEBVPNGroup#DefaultRAGroup & Hi i f5show run tunnel-group. 31
Bl & AP UL R & F Ewithout-csd,

<tfroot>
FTD72#

show run tunnel - group Defaul t RAG oup

tunnel-group DefaultRAGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultRAGroup webvpn-attributes
authentication certificate

W t hout - csd

FTD72#

show run tunnel - group Def aul t WEBVPNG' oup

tunnel-group DefaultWEBVPNGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultWEBVPNGroup webvpn-attributes
authentication certificate

W t hout - csd

# FH Group-aliases 3 /5 A Group-URL

SMBERRENFHER G ET~. ZATMEBRAE , REEENSERUFINURLE A

o



Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy:* | DfltGrpPolicy

Client Address Assignment AAA Aliases

Alias Names:

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.
+

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

-

Status

EFMC UIFR 2 BgiE A Y group-aliasit I

AURLBIBEENREN , FANURLEER X IHFQDNM/HIPHE | f5IRIEE SE B E A4 XEK
BB #. EAFIH , HikF aaaldap’s BEH , BilRE , BAAFEREE S LRIRE
FQDN , B RIEFETEMURL, THIG , EFESave,



Edit URL Objects

Name
LDAP-ALIAS

Description

URL
htips:f/fid1 M com/aaalda

Allow Overrides

EFMC UIFEIZ2URLAI B R,

MTHIFIFRFIERURLAA , P EnabledtE , A/FIEFEOK.




Add URL Alias

URL Alias:
LDAP-ALIAS

+ Enabled

HRIEFMC Ul 5 AURLBIA

BERBBRIZATANE , HREEHURLAIB LT REBERA , RARERRE



Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

URL Status

LDAP-ALIAS (https://fid1 | com/aaaldap) Enabled

FEFMC Ul 5 FIR&E 4 FYURL-AliasiE i,

MEFE , & EUFURLBIBERXMLE — 5 #iE, XIBN EHVPNE B X #H4mEEEHASAE E
X HRERSRIEXMLRSET, itk , FSMZIServer List& T+~ , H ¥R EHSSLATUser Group=
BEEZRBEXHHURLAI BT, X TFIKEV2 , #{RUser Group= Bt 53E {E 8 B XA L] &
Ui




Mcte: It ks lhighly recomemanded that st lesst one sorver ba dafired B A

HEXMLEEX# , £HEASSLEEMNURLAI A,

UEP5 AR &

£ Zl“Remote Access VPN Policy’ A fJAdvancedit T+, RIFEETUERENIZELET, %EEF
, B iEFAdd Mapping.

Local Reslm: M Dynamic Access Policy;

ion Profile Mapping

SMEIFMC Ul #yAdvancediE B+ , BAFEFMC Ul 8 2 1E R FTIT Ko

FIEPBRFT I R 5B FHEFEAJ Rule, FEEAMNA | EXEFRRWVIEBNEY | LEFSRA RS E
BEEEEENH, THE , ®BFOK , RFikESave,



Add Certificate Map

Map Name*:
Certificate-Map-CN

Mapping Rule
Configure the certificate matching rule

i Field Component Operator Value

1 Subject CN (Common Nami v Equals customvalue

[ [==T]

FEFMC Ul B2 IE P BREY F 9 BRES R IS4

MNTHRFERS | BRIEBRANRUREFLEILEBRF S 2 RERNERREX . RFEEEOK.



Add Connection Profile to Certificate Map

Choose a Certificate Map and associate Connection Profiles to
selected Certhicate Map.

Certificate Map Name*:
Certificate-Map-CN

Connection Prohle®:
LDAP-TG

FHIE B RGN RYERIFMC VIR T RERRE LA

F 4R R IAE S B B SO BLE I Default WEBVPNGroup |, X8 |, SIR AP BE KK , N&fFHE K *
F|Defaut WEBVPNGroup, TR fE , tFSave H# B E X,

RAVPN Save Cancel

Enter Description

Dynamic Access Policy: M
Connection Profle Access Interfoces.  Advanced

Socure Clent Images General Sattings for Connection Profila Mapping
s Cartordcation The tivic pro<esses ths Rolcies in the orer kstod balow untl i Snds 3 match
Use group URL if group URL and Certificats Map match different Connection Profies
@ Use the configured nes to match a cortificats 1o 8 Connecsion Profil

G t and Messages

beons and Images
Certificate to Connection Profile Mapping

Seripts
e Charit recpuast is chacked againet each CariAcale Map, associatid Connecion Profils will be used whon nslas s matched. If nons of the Cartificab Map s matchod, ditault connection profils will ba chosan

Binaris
Custom Installer Transiorms
Localized Installer Transforms
Address Assignment Policy
Cerfcate Maps
Geowp Policies
LEAE Attribute Mapping
Load Balancing
. IPsec
Cryplo Maps
KE Policy
P3ec/IKEVZ Paramaters DeuONEEPHGos

TEFMC U R SSFIE P B 5 Y BRI 382 L & S04 & 20 Default WEBVPNGroup,
IPsec-IKEv2

R FTEN IPsec-IKEV2IEZRELE X , H S M EIEit Group Policy.




Edit Connection Profile

Connection Profile:* IKEV2

Group Policy:* | IKEV2-IPSEC

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
Servers. Configure the 'Client Address Assignment Policy’ in the Advanced tab to define the

assignment criteria.

Address Pools:

Name IP Address Range

AnyConnect_Pool 10.50.50.1-10.50_50_6

DHCP Servers:

Name DHCP Server IP Address

EFMC UIFR 4RI H R BE

EEHRETEF , SMEIVPN Protocolsil 2 H i RIPsec-IKEV2AEE & F .



Edit Group Policy

Pd e *

IKEV2-IPSEC

Description

Geneml Secure Chant Achsanced

VPN Protocols VPN Tunnel Protocol

Specify the VPN tunnel types that user can use, Al least one tunneding mode
must be configured for users to connect over a VPN tunnel.

Banner ga

P Addrass Pools

DMNSAWING & |Psec-lKEvZ

Spiit Tunneling

EFMC UIRI A K BE AR /3 A IPsec-IKEV2,

FEVPNEL B X 4R HASAR BN H4RiESR T , SMiEServer ListitTi+~, AFABMBASH
Kig ENEREEXHEMTETE, ERRGP | IKEV2REEREXH/AFABR, EMHLE
BN IPsece HEM SIEREEE X HAYIERR | ‘Display Name” ( 2 REH ) 2EREEFiKUIF
ERGERAF,




Server List Entry
Server Lpad Balancing Servers SCEP Mobile Certificate Pinning
Primary Server Cormection Information
Display Mame (required) FTD1-IPSEC Primary Protocaol
FQDMor IP A... Lsar Group B AsA gateway
ﬂdl:(t}m IKEV2 Auth Methiod During [KE Megotiation  |EAP-AnyCornect
Group LRL [KE [dertity (105 gateway only)
Baclowup Servers
Host Address Add
Move Lo
Mowve D,
Delete
oK Cancel

b

SREXMLE B XX | FEEDIUNIPsec , AFHEEZEE B X4 B HITE,



AE . FESSLEESFREEXMLE B XM K EEHIERIE P ik, HIXEAIKEV2-IPsecht
, AUE T AN SRR XMLER B ST H#EIX BB P i

FXMLEEX H#EREFRKE , T2EFFPRSEAXMLEE X4+ 5 AP AEEDIKEV2-
|PseciE {2l E X 4,



9 Cisco Secure Client

AnyConnect VPI:
Contacting FTD 1-IPSEC.

FTD1-IFSEC Connect

i ©

8 Cisco Secure Client | FTD1-IPSEC

@

Lszername:

Password:

IPsec-IKEv2 RAVPNE#EZ HN Z 2B FicUINE,

ASAFL & R4l
% Fi DefaultWEBVPNGroup 1 DefaultRAGroupiE 2 8t & S 4 1 FIAAA B 1538 1E

% Atunnel-group DefaultWEBVPNGroupBJwebvpn-attributes#f 2 H 5 S R ERNETFIEH,
FDefaultRAGroupEE I3, B FIXLEBRINEZEE XA AP ARIRER T 50 RIEAIER
, ToE A amARAFRBNEBEIL,

ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate

ASA# configure terminal
ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate



1£ Default WEBVPNGroupHlDefaultRAGroup =2 F Hostscan/Z £ B K R A ( ATk
)

NIEBHIE P EBHostscan/Z 2B KIERASN T FEXH M. WIRAMLEHEEEL LI
BNy A E LRV EIRA AR, Eﬁ)\DefauItWEBVPNGroupﬂ DefaultRAGroup#Jwebvpn-
attributesEB 0 AR E B ELE X4 |, HEHEwithout-csd A L IR ThEE,

ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd

ASA# configure terminal
ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd

2 F Group-aliases 3 /8 Fi Group-URL

WMARPEZIVBELA, WRFEIENERE , BREZASIMER, EARRAG | ZETLT
BRARS, THE , ﬁﬁ]RAVPNé%ﬁ#‘a?%DE’\JFQDN:ﬁlPi&thﬁlJEgroup—urlo group-url >R EM B E
E[RE, BeERAERE, fIIVPN, AAA, RADIUSHILDAP , AAXEEEREEERZRHER
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ASA# configure terminal

ASA(config)# tunnel-group NAME webvpn-attributes
ASA(config-tunnel-webvpn)# group-alias NAME disable
ASA(config-tunnel-webvpn)# group-url https://FQDN/name enable
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ASA(config)# crypto ca certificate map NAME 1
ASA(config-ca-cert-map)# subject-name attr cn eq customvalue

ASA(config)# webvpn
ASA(config-webvpn)# certificate-group-map NAME 1 TG-NAME



ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# tunnel-group-map default-group

IPsec-IKEv2
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IPsec,

ASA# configure terminal

ASA(config)# group-policy GP-NAME internal
ASA(config)# group-policy GP-NAME attributes
ASA(config-group-policy)# vpn-tunnel-protocol ikev2

ASA(config)# tunnel-group TG-NAME general-attributes
ASA(config-tunnel-general)# default-group-policy GP-NAME
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Server List Entry

Server |Load Balancing Servers SCEP Mobile Certificate Pinning

Primary Server Cormection [nformation
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Move D..
Delete
Ok Cancel
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html#:~:text=Cisco%20Secure%20Firewall.-,Background%20Information,be%20related%20to%20reconnaissance%20efforts.
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



