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- BRILZEHBHMR
o BRZEAEMZRS ( LE#HR BRUDEMEEHRS )
« Microsoft 0365&#(Exchange., Entra ID, Outlook)

ERREHRF
AXEPNEEETUTREMESRE
- BRI ®BFEBFINERE#10.0.0

» Microsoft Exchange Online
+ Microsoft Entra ID ( BABIFRJAzure AD )
» Outlook for 0365 (macOS. Windows)
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1. ED LB NAEE R (Microsoft 3655 3 /0 Y & 13 & FMicrosoft 365E /0o

2. EEM KR | & FFAdmin Centersit & i dentity.

3. B EIdentity > Applications > App registrationsFi%£$¥ New registration.



https://portal.microsoft.com
https://portal.microsoft.com

AR NREERGRSMEF  FEAALAREPNRERR , N BRATHRENRIEERPIMUARFH
iz

A MANAFREREN , REAUERAZNA>RHKS | R/E# HRegister,

Horme > App registrations >

Register an application

* Mame

The user-facing display name for this application (this can be changed later).

| Cisco Secure Email Encryption Add-in 1 ey

Supported account types

| Who can use this application or access this API? | 2

(®) Accounts in this organizational directory only {- Single tenant)

O Accounts in any erganizational directory (Any Microseft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choase...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

. Select a platform s e.g. https:/fexample.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =7

rege |8

EM R AR




5. MWEME , S ECertificates & Secrets TN ARFURERFiRmEH, REARSMEERIHBAH.

Home * App registrations

Cisea Secure Email Encryption Add-in

Cisco Secure Email Encryption Add-in | Certificates 8 secrets

& Search
B Overview
& Cuickstan

A integration assistant

Marags

B Branding & properties

D Ashernication
1
1 Teken configuration

£ AF] permisscns

& Expose an AP

B App roles

& Owners

il Roles and administrmons

MW Manifest

Support + Troubleshoating
P Troubdeshooking

d M support requedt

BB & P i 2 4

i Got feedback?

Credenizals enable confidential applhicaiions to sdeniily thesmeehees o the suthentication senvce when recering 1
schemel. For a higher leved of sssurance, we recommend using & certificate (instead of a client secret] as a creder

'ﬂ Appleation egistration certiicmes, secrets and Fedented crechentiali can be fousd in the Ll Beloe

2

Ceilicates 0} Federated credentials (0]

A vecret steing that the sapplication wies to prove ity identity when requetting & token. Alio can be referred to &
—
Deverpticn Expires Value

HNo chent secreis have been oreated for this applcateon

Add a client secret X
Description CRES Clignil Segnet

3
Expines [ 365 days 12 monthsy |

6. NESEM R AREFHBIR A , EflApplication (client) ID FDirectory (tenant) 1D, &%l £ — 25 # 4 K IE T Z4B (Certificates &
Secrets) FHYClient Secret .

Home > App registrations >

s Cisco Secure Email Encryption Add-in =

& Search

i Overview

&4 Quickstart

| & @I Delete @ Endpoints Preview features

@ Got a second? We would love your feedback on Microsoft identity platform (previously .

# Integration assistant / Essentials

Manage

&= Branding & properties
a Authentication

Certificates & secrets

Entra |D R A #EiR

Display name : Cisco Secure Email Encryption Add-in

Application (client) ID -dﬁg-a Eb3-787e7f5cB5al

Object ID : d0db75§5-cTef-4458-a9¢2-b07ab89f4b03

Directory (tenant) ID -Zgﬁ-aﬂad-i45d431 104d8

Supported account types : My organization cnly



Certificates (0) Client secrets (1)  Federated credentials (D)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passwaord.

-+ Mew client secret

Description Expires Value (0 Secret D

30/04/2025 21-3{1~Wkﬁ5n502tBVgManPGE.Ukn1.. 2004¢B0-04d0-4081-8382-8fect0d4505d 1 [i]
EHEFIREB
7. ENECEMNEFHEMBRNAREE" | RBEMEAP permissons, #37Add apermission3fitiEMicrosoft GraphS1 12 F B
BR -
¢ Mail.Read
. BB, RE
¢« Mail.Send

e User.Read All



Request APl permissions X

€ All APIs

@ Microsoft Graph
https:/fgraph.microsoftcom/ Docs

What type of permissions does your application require?

Delegated permissions Application permissicns
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all
2 mail,  — b4
Permission Admin consent required
v Mail (3)
Mail Read (@)
n o . Yes
Read mail in all mailboxes
Mail ReadBasic (0
[ - . Yes
Read basic mail in all mailboxes
D Mail ReadBasic.All O Yes
Read basic mail in all mailboxes
u Mail. ReadWrite O Y
es
Read and write mail in all mailboxes
Mail.Send D
H " Yes
Send mail as any user
Add permissions m
Microsoft GraphtX R B¢ i&
7. B #Grant Admin Consent for <tenant-name> , ik B TR 5 X R H Q15 R R
AP / Permissions name Type Description Admin consent requ... Status
“ Microsoft Graph (4)
Mail Read Application  Read mail in all mailboxes Yes @ Granted 1-W-
Mail ReadWrite Application  Read and write mail in all mailboxes Yes @ Granted for [ NN
Mail. Send Application  Send mail as any user Yog ﬂ Granted Tor- wae
Uiger.Read Al Application  Read all users' full profiles Yes @ Granted for [ iaa

Microsoft Graph API#X R



ERNZ 284N (CRES)EE R/ LEEFSMMEBIRE

LUK EER FHEZBNLTLMEMEZERS (CREOERRF, (REHBAHINRARS)

2. B ZEAccounts > Manage Accounts, R0 EABELNKS |, EITTRIER LB S84 NZ MBEIAIKS

3. §ME Profiles, SEFAH"HEBNH , RAREE THARFEHER, [ Add Entries HE&5510%.  ( ERZHFMZ B
, BARFHRBERERSMEEMBRE ) .
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 Details |[ Groups || Tokens |[ Addin Config |[ Rules || Profiles || Branding |

i r
Name || Domain v] E’ther [
Values (comma or e
: .onmicrosoft.com | +———
semicolon separated)™ -

———— Add Entries

CRESE®E A1 EE X4

4. BN E“¥EAdd-in Config BT+

%14 . EAzure AD Details R AMEntra IDIREXVEVFE . ZFFIRIDM#EH, #d, SaveDetals

2% B, mMHmEH | RS KT Save Configuration, {8 F Save Configurationd P 15 Bi A A B Y 1R B 2P B R RV I3



AR MRRBEANTEHE1TNE2S , BASMEEMRE, OIRE2PRENTER , WF2RFAzZUe ADEAREE.

3% : mdFDownload Manifest,



| Details || Groups || Tokens |

| Addin Config || Rules || Profiles || Branding || Features || Migration || Security || Templates ||

Step 1: Configure the Office 365 Mailbox Settings 7

Azure AD Details: | ?
Tenant 10*

Client 1ID*

Client Secret*

[_o-a-l#B-#EEﬂ-aﬂad-ﬂdeSﬂﬂddﬂ
I -0929-469-a6b3-TBTe7f5c85a

o

i Saye Detaills| Reset

Q =

Step 2: Configure the Add-In Settings

Domain

Encryption Type

I o icrosoft.com | 4
Encrypt | 5

Password remembered in Add-In client for [313 days

Flag Type

Flag Value

O subject Flag ' Header Flag

I J

——% | Save Configuration Save Configuration for All Demains

Step 3: Download the Manifest File to Deploy the Cisco Secure Email Encryption Service Add-In to Your Organization's Users

CRESE®E A 1At &

T
—— Download Manifest

FHE 2 3 # EF EIMicrosoft 3655058 B 4 N2 AR 55 &L T

1. LVEE R 5% & FEIMicrosoft 365 EH . (Microsoft 365EEH ).

2. B ZE Settings > Integrated apps H & MMFHW”

Microsaft 365 admin center

b Home

F: Users ot
W Groups w
P Roles L
B Resources b

I':] Markeiplace

B gilling o

£ Support ~

o] -
Dromains

Search & intelligence
O settings
Mlicrosoft 365 Rackup

]

Homa Integrated apps

Integrated apps

Discover, purchase, acguine, manage, and deploy Microsoft 365 Apps developed by Microsoft partners. ou can alo deploy 4 age |
For adwanced management of these apps go to the respective admin center or page : Azure Active Direciory | SharePont
]
Deployed apps  Available apps Blocked apps

All apps in this st huves Beon indtalied for teram ugers

Pogular apps to be deployed

i Mural !L Adobe Acrobat for Mi... CodeTwao for Qutloc
o % & - u'ﬂ'r.'\-u:u'. R ook
@ Waith a deep partresisiap Soeeds T Rliosedaodl D& mone with PO - i Adroh Cromboode Bed ort fuitieriadss ermad 195

Hh epcaysiem. Mural ©onnets teams S0 Bt il Mera T ENIETESE SO begal delpsmert B rowbetng harmery

T JREURRRRY ... . QSRS .


https://portal.microsoft.com
https://portal.microsoft.com

Microsoft 0365051 i% &

3. B #Deploy Add-inF %32 Upload Custom Apps. %321 have the manifest file (.xml) on this devicedt £ 1& )\ £ — 25 #9 Cisco Email
Encryption Service Admin Portal F £ X #F. #dr, Upload

4FET—5% , 7EEEHEAENZLMEMBRSHAF . I FIMERIE , Hi%F Specifc Userg/groupsH R T Deploy.

Configure add-in

Cisco Secure Email Encryption Service

By Cisco
Aszign Users
Choose which wsers will have access to Cisco Secure Email Encryption Service
@' Everyane
O Specific users / groups —
Search for specific users or groups 1o add of remove 1

| Start typing a name to search for users

OJuﬂm

Deployment Method
(@) Fixed (Default)

The add-n will be automatically deployed to the assegned users and they will not be able to rermove it freom thvein riblsom,

() avaitable

Users may install this add-in by chic king the Get More &dd-ing button on the hame nbbon m Qutlook and o to A.-:hnin-rrunﬂg[‘:tl

() optional

The add-in will b automatically deployed to the assignied wsers but they can choose to remove it from their ibbon

2

m

Microsoft 03654 - &

5. MBI W EEE , TRFERR 12/ FRERERLRAFWREX ( OutlookE 7% ) Lo



Loang

FERARNS THINEERS EEET,

1. B zh0utlook for Office 365/Microsoft 3658, Outlook Web App , BEEMZRERHE , HEEFZDRM—NEREHF A

AR MRMBERE (Encryption Type) ( HEERIZE ) AMNE"(Encrypt) , FRREZBEEHFIMTERKEA , R
EE#ET—%, £352F , BREEMEHA I EE,



2. $TFF /% Cisco Secure Email Encryption Servicelfi#F o

+  7EOutlook Web AppH , £ HBBSENR (LT RE M ERRMMIE ) , A5 ¥ EHCisco Secure Email Encryption
Serviceo

o fEOutlook for WindowssiMacOSE , M\IhEEX = T BB HNER,

- WREFEAHROutlook for MacOSIRZAN16.42 EJIRA , H B EAKEHKIOutiook R EH , EM T E=F B ECisco
Secure Email Encryption Service,

3 RMABHEILF R ESignine (RYMEBRERFlaght , F B HSend).

From Udupi Kr 5-_-:"11i|:r:|-;c1| com) - a2 @ Cisco Secure Email... Wy Day

fo s ce 8o
Wouu masst use encryption only for business
' ! FRITEHEAGS
Subject Testing Mew Encryplion Frionity
Encryption Flow Summary
Encryplion Iniated
Aplos (Bedy]l o 1 - N B I S W ¥ o= = i s
Hedla,

Sucoessfully Authenticated
Thig ig @ tast amas,

Riagards

— Message Encrypled

——— hassage Sent

Microsoft Outl ook i Z 4R A

R HERR

B AR B H N A BN S EHERE R

HXER

o ERNZemfmE B 5 g


https://www.cisco.com/c/en/us/td/docs/security/email_encryption/SecureEmailEncryptionService-10-0/admin_guide/b_Admin_Guide_10_0/b_Admin_Guide_chapter_0100.html

o BT NERSEA A, ERE

o Microsoft Entrai IR 7 E A 36 E


https://www.cisco.com/c/dam/en/us/td/docs/security/email_encryption/add-ins/encryption/10-0/encryption-add-in-user-guide.pdf
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



