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tPeSecure Endpoint

Warning!
Exploit Prevention Event

C:\Program Files\Microsoft Office\root\Office16\EXCEL.EXE
attempted to load restricted file wbemdisp.dll and was
terminated.
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<include_app_list>MicrosoftEdgeCP.exe|browser_broker.exe|msedge.exe|excel.exe|winword.exe| powerpnt.exe|outlook.exe|iexplore.exe|fir
efox.exe|chrome.exe|teamviewer.exe|vic.exe|wscript.exe|powershell.exe|acrord32.exe|rundli32.exe|taskeng.exe|regsvr32.exe|mshta.exe|c
script.exe|regasm.exe|zoom.exe|skype.exe|slack.exe|CiscoCollabHost.exe| CiscoWebexStart.exe | Teams.exe|C:\Users\*\AppData‘Local\Te
mp\*|C:\Users\*\AppData\Roaming\*|egnedt32.exe</include_app_list>
<dll_block_list>Windows.Media.Protection.PlayReady.dll|activation2-vc 100-mt-5-x86.dll| activation2-vc 120-mt-s-
x86.dll|mono.dil|wwilib.dll| chrome_child.dll|oranis1 1.dll|ChakraCore.dll | NewlyAdded.dll| AnotherNewlyAdded.dll</dli_block_list>
<exclude_app_list>fcag q_exel mfeepmpk_utility.exe|WebexMTA. .exe|atmgr.exe</exclude_app_list>
<script_control>

<exclude>test]1234.exe<fexclude>

<rule>WINWORD.EXE|wbemdisp.dil | System.Management.Automation.dll| System.Management.Automation.ni.dlli</rule>
<rule>EXCEL.EXElwbemdisp.dill System.Management.Automation.dll| System.Management.Automation.ni.dll</rule>
<rule>POWERPNT.EXE|wbemdisp.dll|System.Management.Automation.dll| System.Management. Automation.ni.dll</rule>
<rule>0OUTLOOK.EXE|wbemdisp.dil| scrobj.dll| System.Management. Automation.dll| System.Management.Automation.ni.dli<frule=
<rule>REGSVR32.exe|scrobj.dll</rule>
<audit>0</faudit>

</script_control>

<folder_white_list/>

<options>0x0000012B</options>

<fvd>
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<y5>

<include_app_list>MicrosoftEdgeCP.exe|browser_broker.exe|msedge.exe|excel.exe|winword.exe|powerpnt.exe|outlook.exe|iexplore.exelfir
efox.exe|chrome.exe|teamviewer.exe |vic.exe|wscript.exe|powershell.exe|acrord32.exe|rundll32.exe|taskeng.exe|regsvr32.exe|mshta.exe|c
script.exe|regasm.exe|zoom.exe|skype.exe|slack.exe|CiscoCollabHost.exe|CiscoWebexStart.exe|Teams.exe| C:\Users\*\AppData\Local\Te
mp\*|C:\Users\*\AppData\Roaming\*|egnedt32.exe</include_app_list>

<dll_block_list>Windows.Media.Protection.PlayReady.dll| activation2-vc 100-mt-s-x86.dll|activation2-vc 1 20-mt-s-
x86.dll|mono.dil|lwwiib.dll|chrome_child.dlljoranis1 1.dll| ChakraCore.dll|[NewlyAdded.dll | AnotherNewlyAdded.dli</dll_block_list>

<exclude_app_list>fcags.exe|mfeepmpk_utility.exe|WebexMTA.exe|atmgr.exe</exclude_app_list>

<script_control>

<gxclude>test1234.exe<fexclude>

<rule>WINWORD.EXE|wbemdisp.dll| System.Management. Automation.dll| System.Management.Automation.ni.dll</rule>

<rule>POWERPNT.EXE|wbemdisp.dil| System.Management.Automation.dll|System_Management.Automation.ni.dli</rule>
<rule>0OUTLOOK.EXE|wbemdisp.dll| scrobj.dll|System.Management.Automation.dl|System.Management.Automation.ni.dll</rule>
<rule>REGSVR32.exe|scrobj.dll</rule>
<audit>0<faudit>

</script_control>

<folder_white_list/>

<options>0x002EBD2B</options>

</ve>
</exprev>
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