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[A] #R2. TLS1.3%F M . ASDMFTEEHEEE

ASDMAE 35 [&]

[B] 52 70 A ASDME{ASA CLIZ %S uFf ?

ASDMIE I 8] &

AN BASDMEREZ (TLS)Z €, PRI R A R ELERTTE,

db =
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ANHERABENELIREZEER(ASDM)HFEHRRRIIN —5 0 , SIEUT X :
« BEERASDMIJS 3fi [B] B

*ASDMFL & 56 11F 0 H th 1] 75
*ASDMF A il g 2 1 7] B

ASDM TLSZ 5 8] &

B& 1. HTTLSEB R , ASDMTT &% 2 fh K 3%

ASDMFEEEZERIBF K. MEEILT—IMHZMER :

« ASDM.E R“Could not open device”=%“Unable to launch device manager from <ip>"£5i%E 2

o

« show ssl errorin S B 5 H B E“SSL lib error, Ih#E:ssI3_get_client_helloJR A : no shared


https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html

cipher”JH B

. Javait#l A HEE Rjavax.net.ssl.SSLHandshakeException: ¥ ZI 2 an & 1R
: handshake_failure"5 iR & :

-

=
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=

Device IF Address / Name: 192.0.2.1

CISCO
Username:
Password:
| | Remember the username of the specified device on this computer
OK | Close
| a[&la
<#root>
j avax. net. ssl . SSLHandshakeExcepti on:

Received fatal alert:
at sun.
at sun.

handshake_fail ure
at sun.

security.ssl.Alerts.getSSLException(Alerts.java:192)
security.ssl.Alerts.getSSLException(Alerts.java:154)

security.ss1.SSLSocketImpl.recvAlert(SSLSocketImpl.java:2033)
HFEHERR — BRI

BUEFEAR 198 TR U RASDMAIASAZ B TLS BB EANE AN, EXEHRT | BIEDH
RE , f/ EEERASMDAHASARIES.

BRTAT ARSI S REBERERY -

2. BEiEER (LEBRFHET)

1. X¥ FEAOpenJREMASDM , IR ERBTLSHEBEH , FNA K Cisco bug ID
CSCvv12542“ASDM open JREERIAE R T RifE BB S HY B8 IV R R 5 3

3. 3TFF X : C:\Program Files\Cisco Systems\ASDM\jre\lib\security\java.security


https://tools.cisco.com/bugsearch/bug/CSCvv12542

4. # 3R : crypto.policy=unlimited
5. EZATHI EMIER4 , LMEFTE &L TUER ] A
6. RTF

2. EQNASA L TLSHEBEH,

<#root>
ASA(config)#

ssl cipher ?

configure mode commands/options:
default Specify the set of ciphers for outbound connections
dtlsvl Specify the ciphers for DTLSv1l inbound connections
dtlsvl.2 Specify the ciphers for DTLSv1.2 inbound connections
tlsvl Specify the ciphers for TLSvl inbound connections
tlsvl.1l Specify the ciphers for TLSvl.1l inbound connections
tlsvl.2 Specify the ciphers for TLSvl.2 inbound connections
tlsvl.3 Specify the ciphers for TLSv1l.3 inbound connections

TLSV1.209 235 %IM :

<#root>
ASA(config)#

ssl cipher tlsvl.2 ?

configure mode commands/options:
all Specify all ciphers
Tow Specify low strength and higher ciphers
medium Specify medium strength and higher ciphers
fips Specify only FIPS-compliant ciphers
high Specify only high-strength ciphers
custom Choose a custom cipher configuration string.

A 25 ssicipher S TSN A F B A | SIS B0k S SUE R FVPNEE,

[ 2. BHTTLS1.3BF KM , ASDMTEE#EE

MTTLS1.3EF KW , ASDMEEEREE,

Javaiz#l & B & E Rjava.lang.lllegalArgumentException: TLSv1.3"451% H & :



@Q Cisco ASDM-IDM Launcher iaco

Device IP Address [ Name: 192.0.2.1 - |
Username:

Password:

[ ] Remember the username of the specified device on this computer

| oK | Close
. a[Zle

<#root>
java.lang. |11 egal Argunent Exception: TLSv1.3

at sun.security.ssT.ProtocolVersion.valueOf(Unknown Source)
at sun.security.ssl.ProtocolList.convert(Unknown Source)
at sun.security.ssl.ProtocolList.<init>(Unknown Source)
at sun.security.ss1.SSLSocketImpl.setEnabledProtocols(Unknown Source)
at sun.net.www.protocol.https.HttpsClient.afterConnect(Unknown Source)

HEHERR — EILAYIRE

ASAFIASDMERAMZIFTLS 1.3MRA, ASAMRAS.19.1RESRAZIFTLS 1.3MR(Cisco Secure
Firewall ASAZ519.19(x) iR A5 EA), FTEEOracle Javahk4~8u261X E & M4~ F BE X IFTLSHR A
1.3(Cisco Secure Firewall ASDM 7.19(x) R TR AE )

ZE

1. BRl =2 NIBASAF 519.19(x) R AN 15 B
2. BRlZ 20 KIEASDM 7.19(x) R 28 1. B

ASDM3E - 7] &


https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
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Softwiars update complated,
pevice 1P 2 CRLA -1 -

Usemanme: 6' The certificate present in this device is not vald,
Pasaword: -

Certificate date is Expired or not valid &5 per currert date

Fl‘.‘l!l'l'ﬂ.l!ﬂ'

A

ARA LB R AT 4R T S AVIE AR

‘BT SASAMEE M B BT TE , ASDMHBEZXRIEH LN — ASDMEIFBEXESSLIEH , R
ASAH B BiFRTEIE B B Issued OnFlExpires OnH A , ASDMFF&E3. S M ASDMFRE M1 B

HPEHERR — BIHRE

1. REHFEIATHAYES -
<#root>
#

show cl ock

10: 43: 36. 931 UTC Wed Nov 13 2024

<ffroot>


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_20/release/notes/rn720.html#id_25477
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_20/release/notes/rn720.html#id_25476
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_20/release/notes/rn720.html#id_25476

#

show crypto ca certificates

Certificate

Status: Available

Certificate Serial Number: 673464d1

Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.lab.local
CN=CN1

Subject Name:
unstructuredName=asa.lab.local
CN=asa.lab.local

Validity Date
start date: 10:39:58 UTC Nov 13 2011

end date: 10:39:58 UTC Nov 11 2022

Storage: config

Associated Trustpoints: SELF-SIGNED

PubTlic Key Hashes:
SHA1 PublicKey hash: b9d97fe57878a488fad9de99186445f45187510a
SHA1 PublicKeyInfo hash: 29055b2efddcf92544d0955f578338a3d7831c63

1. EASAG ST E(CLIF |, MIBkssl trust-point <cert> <interface>1T , HEHi<interface> 28 F
ASDMIEREM Z#5. ASATTASDMIEEFER BXRIES.
2. MBRBEBZRIUD , BER—MNIEB, EARHIH , SELF-SIGNEDEFHAEEENIER

<tfroot>

conf t
crypto ca trustpoint SELF-SI GNED
enrol | nent self

fqdn



subj ect - nane CN=

exit

crypto ca enroll SELF-SI GNED



crypto ca enroll SELF-SI GNED

WARNI NG The certificate enrollnment is configured with an

that differs fromthe systemfqdn. If this certificate will be

used for VPN authentication this may cause connection probl ens.

Wul d you like to continue with this enrollnent? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asa.lab.|ocal

% I nclude the device serial nunber in the subject nane? [yes/no]:

Generate Self-Signed Certificate? [yes/no]: yes

3. FMAERRYIEH 5# M KBk

<tfroot>

ssl trust-point SELF-SI GNED

4 WU UEP

<{froot>

#



show crypto ca certificates

Certificate

Status: Available

Certificate Serial Number: 673464d1

Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.lab.local
CN=CN1

Subject Name:
unstructuredName=asa.lab.local
CN=CN1

Validity Date:

start date: 12:39:58 UTC Nov 13 2024

end date: 12:39:58 UTC Nov 11 2034

Storage: config

Associated Trustpoints: SELF-SIGNED

Public Key Hashes:
SHA1 PublicKey hash: b9d97fe57878a488fad9de9912sach3772777
SHA1 PublicKeyInfo hash: 29055b2efdd3737c8bb335f578338a3d7831c63

5. WU B EEORXREK

<tfroot>
#

show run all ssl

8] 2. an{al i FAASDMERASA CLIZZE K EHUEH ?

AP #EEAASDMEASA CLIFA R FH ERIEHH TR
EERNIRE

FSRLTER , KEAZITIES



« ASA :SSIL BiIFIFPEEMEY
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ASDM R 7] &

AT N ERENWASDMIFEHE X B,
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S8 1 WECVE ID(HBIH , CVE-2023-21930)

S 2 . f£Cisco Security Advisories#ICisco Bug SearchT EF# & CVE:

SMEZ N RE

https://sec.cloudapps.cisco.com/security/center/publicationListing.x

‘ Cisco Security

Cisco Security Advisories

Enter the CVE number and
press "Enter’

Vulnerabilities Filter By Product

Quick Search JCVE-2021-1585

Advanced Search
For this CVE there is

an advisory

ADVISORY IMPACT

Cisco Adaptive Security Device Manager Remote Code Execution

’ Mediur
‘ ! Vulnerability edium

Items per page: B

IABWHREASDMESZ ZS/NG | Hlin :

CVE LAST UPDATED

CWE=2021-1585 2022 Aug 25

Showing 1-10of 1| < Prev

VERSION

B Mext >


https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc5
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc5
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938
https://sec.cloudapps.cisco.com/security/center/publicationListing.x

The left column lists Cisco software releases, and the right column indicates whether a release was
affected by the vulnerability that is described in this advisory and which release included the fix for
this vulnerability.

Cisoo ASDM Release First Fixed Release
7.17 and earlier Migrate to a fixed release,
7.8 7.18.1.152

MBARKBNEW , BHEERREEZE T E (https:/bst.cisco.com/bugsearch(E)

Cisco Security

Cisco Security Advisories

Vulnerabilities Filter By Product

Quick Search | 4 cvE-2022-21426

Advanced Search

ADVISORY IMPACT CVE LAST UPDATED VERSION

No advisory
found

No matches

‘ Bug Search Tool

Specify the
CVE ID

M Save Search & Email Search

Search Eo Specify the Product 'Cisco
cve-202-21025 | ) Secure Firewall ASDM' x ©
Product
Series/Model >
Examples: Ciseo 1800, 1801, ete... Q Satact Boem Lt
Release
Affecting or Fixed in Releases o
The search returned one defect - .
- 4
1 Results | Serted by Severity Sort By: Show All il
Filters Clear Filiers L .
C5Cwk58092 Vulnerabilities in openjdk 1.8.0u252 CVE-2023-21939 and others
Symptom: This product inchudes Third -party Software that is affected by the vuinerabilities identified by the following
Severity Comman Vulnerabiity and Exposures (CVE) IDs: CVE-2021-2163 -
Show All % Severity: 3 | Status: Fixed | Updated: Jul 26,2024 | Cases0 | (o)

EAHIF , RpHiRE, REAEFEHFAGEN EHEERE D


https://bst.cisco.com/bugsearch

Severity
3 Moderate

Known Fixed Releases |2 of 2)

088.037(000.044)

007.022(001.181)

ZERFBT1E7.22.1.181 ASDME R AR B RE &,

MERBR TEMRFEZEIESDNIEECVE DWERAREEMAER , FEEEBRRTACEELLE
SEASDMEE Z EICVERE I,

2Z&

- ASDMEE$E
. SAFEHCisco ASARIASDME B 1



https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
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