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Upgrade the Software
This section provides the upgrade path infermation and a link to complete your upgrade.
Upgrade Link
Tor complete your upgrace, oo the ASA upgrade guide.
Upgrade Path: ASA Appliances
Tos ViEW YOUT CUMent version and model, use one of the follawing methods:
« ASDM: Choose Home » Device Dashboard > Device Information.
= CLE Use the show verston command,
This table provides upgrade paths for ASA Some older versions require an intermadiate Upgrace bebore YouU Can UPGIae 10 & NEWer Version. Recommanded versions ane in bold.
B sure 1o check the upgrade guidelines Tor each release DEMWEEN your SLAMtngG wersion and your ending version, You may need 1o change your configuration belore upgrading in Some Cases, of else you could KXpenience an outage.
For guidance on securty issues on the ASA, and which releases contain fines for each issue. see the ASA Security Advisories.
&

ASA 5,20 was the final version far the Firepower 2100,
Note ASA 9.18 was the final version for the Firepower 4110, 4120, 4140, 4150, and Security Modules SM-24, SM-36, and 5M-44 for the Frepower 9300,
ASA 8.16 was the final version for the ASA 5506-X, 5508-X, and 5516-X.
ASA 9.14 was the final version for the ASA 5525-X, 5545-X, and 5595-X.
ASA 9.12 was the final version far the ASA 5512-X, 5515-X, 5585-X, and ASASM.
ASA 9.2 was the final version for the ASA 5505,
ASA 9.1 was the final varsion for the ASA 5510, 5520, 5540, 5550, and 5580,

Tabie 2. Upgrade Path

Current Viersion Interim Upgrade Version Target Version

9,20 - Any of the following:
+9.22

9.19 - Any of the following:
+9.22
+9.20

89.18 Any of the following:
+9.22
+9.20

9,17 - Any of the following:
+9.22
+9.20
+9,19
+8.18

9.16 - Any of the following:
+8.22
+9.20
+9.19
+9.18
+9.17
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3000 Series Industrial Security Appliances (ISA) ASA S500-X with FirePOWER Services
Optical Networkin
Pt = Adaptive Security Appliances [ASA) Firepower 1000 Series
e Firewall Management Firepower 2100 Series

Firepower 4100 Series
- Unifi 't
Servers - Unified Compuning Secure Firewall Migration Tool Firepower 9300 Series
Stor: MNetworki
ageletwoliing Secure Firewall 1200 Series
Switches
“ Secure Firewall 3100 Series
Unified Communications - -
Secure Firewall 4200 Series
e e e N sl 1 Secure Firewall Threat Defense Virtual

Video

Wireless

Software Download

Downloads Home [ Security [ Firewalls / Next-Generation Firewalls (NGFW) / Secure Firewall 3100 Series / Secure Firewall 3120

Select a Software Type

Adaplive Security Appliance (ASA) Device Manager
Adaplive Security Appliance (ASA) Software
rirepower L.owerage arn ontent ates
Firepower Threat Defense (FTD) Software

Firewall Migration Tool (FMT)
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Expand Al Collapse All Release 9.20.3 Interim Related Links and Documentation
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‘ 9.20.3 Interim ’
Interim releases contain bug fixes which address specific issues found since the last Feature or Maintenance release. These images are fully

Latest Release o ) .
supported by Cisco TAC, and will remain on the download site at least until the next Maintenance release is available
9.20.3 Interim
9.22.1 File Informati Release Date Size
Cisco Frepower 3100 Series 21 -Oct- 2024 54,37 ME 4 e
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<#root>

2024-06-16 13:00:03,471 [ERROR] Error::Failed : Request processing

88887 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - Error::Failed : Request processing
2024-06-16 13:00:03,472 [ERROR] Error::Access token request processing failed

88888 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - Error::Access token request processing f
2024-06-16 13:00:04,214 [ERROR] getMetaDataResponse :: Server returned HTTP response code: 403 for URL:
89630 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - getMetaDataResponse :: Server returned H

2024-06-16 13:00:04,214 [ERROR] error::Meta data request failed.

89630 [ Thread-30] ERROR com ci sco. dntommon. util.DMCommonEnv - error::Meta data request failed
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https://tools.cisco.com/bugsearch/bug/CSCvf91260

Fixed Software

When considering software upgrades, customers are advised to regularly consult the adwvisories for
Cisco products, which are available from the Cisco Security Advisores page, 1o determine exposure
and a complete upgrade solution.

In all cases, customers should ensure that the devices to be upgraded contain sufficient memory
and confirm that current hardware and software configurations will continue to be supported
properly by the new release_ If the information is not clear, customers are advised to contact the
Cisco Technical Assistance Center (TAC) or their contracted maintenance providers.

Cisco ASA, FMC, and FTD Software

To help customers determine their exposure to vulnerabilities in Cisco ASA, FMC, and FTD Software,
Cisco provides the Cisco Software Checker. This tool identifies any Cisco security advisones that
impact a specific software release and the earliest release that fixes the vulnerabilities that are
described in each advisory (“First Fixed™). If applicable, the ool also returns the earliest release that
fixes all the vulnerabiliies that are described in all the adwisories that the Software Checker identifies
("Combined First Fixed™).

To use the tool, go to the Cisco Software Checker page and follow the instructions. Alternatively, use
the following form to search for vulnerabiliies that affect a specific software release. To use the
form, follow these steps:

1. Choose which advisornes the tool will search-all advisones, only advisones with a Critical or
High Security Impact Rating (SIR), or only this advisory.

2. Choose the appropriate software.

3. Choose the appropriate platform.

4. Enter a release number-for example, 9.16.2.11 for Cisco ASA Software or 6.6.7 for Cisco FTD

Software
5. Click Check.
‘Only this advisory v | Cisco ASA Software |
hS&l:aure Firewall 3100 Series v]
9.18.3 || Check
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Home / Cisco Security / Cisco Software Checker
LASCO security

Cisco Software Checker
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Security Advisories That Affect This Release @
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End-of-life milestones

Table 1.

End-of-life milestones and dates for the Cisco Firepower Threat Defense (FTD) 7.1.(x), Firepower Management

Center (FMC) 7.1.(x), Adaptive Security Appliance(ASA) 9.17.(x) and Firepower eXtensible Operating System (FX0S) 2.11.(x)

Milestone

Definition

End-of-Life The date the document that announces the end-of-sale and end-of-life of a June 23,
Announcement Date product is distributed 1o the general pubdic, 2023
End-of-Sale Date: The last date 1o order the product through Cisco point-of-sale mechanisms. December
App SW The product is no longer for sale after this date. 22, 2023
Last Ship Date: The last-possible ship date that can be requested of Cisco and/or its conftract March 21,
Azpp SW manufacturers, Actual ship date 15 dependent on lead time. 2024
End of SW The last date that Cisco Engineering may release any final software December
Maintenance maintenance releases or bug fixes. After this date, Cisco Engineering will no 21, 2024
Releases Date: longer develop, repair, maintain, or test the product software.
App SW
End of New Service For equipment and software that is not covered by a service-and-support December
Attachment Date: contract, this is the last date to order a new service-and-support contract or 21, 2024
App SW add the equipment and/or software 10 an existing senvice -and-supporn

contract,
End of Service The last date to extend or renew a senvice contract for the product. December
Contract Renewal 21, 2025
Date:
App SW
Last Date of Support: The last date to receive applicable service and support for the product as December
App SW entitled by active service contracts or by warranty terms and conditions, After 31, 2025

this date, all support services for the product are unavailable, and the product
becomes obsolate.

HW = Hardware 05 SW = Operating System Softwana App. SW = Application Softwarna
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SFRIEHR ( IREA )

Hit , FRERFARASDMH , BIBWHRLEARET R !


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://tools.cisco.com/bugsearch/bug/CSCvf85831

Release Notes for Cisco Secure Firewall ASDM, 7.22(x)

This document contains release information for ASDM version 7.22(x) for the Secure Firewall ASA.

Important Notes
+ Mo support in ASA 9.22(1) and later for the Firepower 2100-ASA 9.20(x) is the last supporned version.

+ Smart licensing default transport changed in 9.22—in 9.22, the smart licensing default transport changed from Smart Gall Home to Smart Transport. You can configure the ASA to use
Smart Call Home If necessary using the transport type callhome command. When you upgrade to 9.22, the transport s automatically changed Smart Transport. If you downgrade, the
transport Is set back to Smart Call Home, and if you want to use Smart Transport, you need to specify transport type smart .

System Requirements

ASDM requires a computer with a CPU with at least 4 cores. Fewer cores can result in high memory usage.

ASDM Java Requirements
You can install ASDM using Oracle JRE 8.0 (asdm-version.bin) or OpenJRE 1.8.x (asdm-openjre-version.bin),

Table 1. ASDM Operating Systemn and Browser Requirements

Operating System EBrowser Oracle JRE OpenJRE
Firefox Safari Chrome
Microsoft Windows (English and Japanese): Yes No support | Yes 8.0 version Bu261 or later 1.8
« 11
Note MNo support for
+ 10 Windows 7 or 10
32-bit

Note See Windows 10 In ASDM Compatibility Motes If you
have problems with the ASDM shortcut.

« 8

«7

+ Server 2016 and Server 2019
« Server 2012 R2

* Serwer 2012

+ Server 2008

Apple O5 X 10.4 and later Yes Yes Yes (64-bit 8.0 version 8u261 or later 1.8
wersion only)

AREASANIASDMENESHFRAM &K , fl

Table 2. ASA and ASDM Compatibility: 9.20 and 9.19

ASA ASDM ASA Model
ASA Virtual Firepower Firepower Firepower Secure Firepower Secure Firepower ISA 3000
1010 10710E 2110 Firewall 3105 4112 Firewall 4215 9300

This is the minimum ASDM #120 e e iy P
SRR ) o om
Firewall 4245
3140

9.20(3) ?_ZD[?] YES YES YES YES YES YES YES YES YES
9.20(2) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(1) 7.20(1) - - - - - - YES - -
9.19(1) 7.19(1) YES YES YES VES YES - YES YES

S .
xEz=E

FEASARR A FEMAKIASDMARAHEGRA ; TEER IBRAWASDMERTHRANHIASA—E fEH

=l 1

TEEFASDM 7.175ASA 9.18—#2{F . FTTASAA Y | BT LAk F L BIASDMARES | BR3IES
AUHE, Bl | B LUFASA 9.22(1.2)5ASDM 7.22(1E & A

=l 2

IR ASAS 9.8(4)32, BRI LAMEAASDM 7. 19X E#ITEE , K NASDMEFEHRE , BRIk
ASDMARAHEA R 5 E A,

=



» https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25469
» https://lwww.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

B &1, JavalR A #H A

HEPERR — BUMS R

wEJavaiRFl & BE :
il R |
@ Cisco ASDM-IDM Launcher v1.9(0) — > br

&, Cisco ASDM-IDM Launcher cisco

Device IF Address [ Name: 10.62.148.30 ;I
Usarname: admin
Fasswond: Ty

[ ] Remember the username of the specified device on this computer

—

0K Close _
o)l
Convrinht @& 2006-2019 Ciscn Svstems. Inc. All rinhts recerved. |5|m-..-.r Java console

RERBJavaFIASAE R MR -

» https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25469
» https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

B 2. ASAFIASDMMR AT FRA
MREBETHREMWASAFIASDMARA |, M AT ES K EFFASDM UIK G R R
SRR — B S IR

BEEMNIRZHCLIZEASDMARA , BETFTPHMREGE HIBIASANNES , RAERBUTEES
#9115 BA {5 A fp 5 “asdm image” iR EASDMBR {5 :

https://www.cisco.com/c/en/us/td/docs/security/asal/asa-cli-reference/A-H/asa-command-ref-A-
H/ar-az-commands.html#wp3551901007

=~



https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25469
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25469
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/ar-az-commands.html#wp3551901007
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/ar-az-commands.html#wp3551901007

<ffroot>
asa#

copy tftp flash

Address or name of remote host []? 10.62.146.125
Source filename []? asdm-7221.bin
Destination filename [asdm-7221.bin]?

Verifying file disk0:/asdm-7221.bin...

Writing file disk0:/asdm-7221.bin...

INFO: No digital signature found

126659176 bytes copied in 70.590 secs (1809416 bytes/sec)

<#root>
asa#

config termnal

asa(config)#

asdm i nage di sk0:/asdm 7151-150. bin

asa(config)#

copy run start

Source filename [running-config]?
Cryptochecksum: afae0454 bf24b2ac 1126e026 bla26a2c

4303 bytes copied in 0.210 secs

] #3. ASDMHOpenJDKX ¥+

Cisco ASDMBR&IE X A X #F0penJDK, H it , 24N A FHIEIR :

« Oracle JRE:2& A FTHEENPCLBZASDMAIJava Web Startiz178t, BFEALSGE , EE
EAR#PC L% %641u0racle JRE., ERIEAMJavalIE 5 R uE T itk 3245

« OpenJRE: FF M JREM G SO0raclef &R , EFREZAET , EFAFEELRBPCLRE
641 Oracle JRE , RN MR&ZA & B Java Web StartZhER/Z31ASDM, XFE N T4
OpenJREM & /I K/N K FOracle JREWIE R, iEEE , OpenJREFF AR IBMY JavaiR A3t 1T
wiE , ARAedERNRZEASDM openJREFT & & HA FF i i iR LY BT R E AR AN,

Oracle JREEOpenJRE



Oracle JRE OpendRE

ERELFHEY EZEJava Yes A (EERTBECZMJava)

=21 Yes & (FFR)

B &K/ & MEEKR , IAEEEKT Java

B&BEN asdm-xxxx.bin asdm-openjre-xxxx.bin

Software Download

Downloads Home [ Security [ Firewalls [ Next-Generation Firewalls (NGFW) [ ASA 5500-X with FirePOWER Services | ASA 5508-X with FirePOWER Services

| Adaptive Security Appliance (ASA) Device Manager- 7.22.1

@ search... ) ASA 5508-X with FirePOWER Services
Epard Al | Collapse All Release 7.22.1 Related Links and Documentation
- A My Motifications Release Motes for 7.22.1
Latest Release ~
7.22.1
7.20.2 File Information Release Date Size
7.19.1.95 Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires  16-5Sep-2024 120.79 MB AR ]
' Oracle JRE S e .
_r_,( ASDM Oracle JRE-based
7.18.1.161 asdm=F221.00 requires Oracle JRE to be
Advisories [
All Release e

Cisco Adaptive Security Device Manager for ASA 9.8-9.22 16-Sep-2024 195.09 MB + \___.r’ .
T > integrated with OpenJRE.

asdm-openjre-7221.bin ASDM OpenJRE-based image. It does

Advisories [ not require Java to be installed

BR  MBREBREFERASDMBEIERMRA | EAHEIENASDMES R , RAEBNEIHTTPSE
ERASARLZEFHN .

ZE

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25472

OpenDK:ZE W X MEITHE, FFIR. GPLFHILE,

Oracle JREAVETRIAE, THGTIEFEERM AL FAIEF A T4,
OpenJREAXRIZITEIIAR, FFIR, GPLIFHAIE,
https://www.oracle.com/java/technologies/javase/jre8-readme.html

) #4. ASDMF1Java Azul ZuluFR A%

E T Oracle JRERYASDMBR R X #FJava Azul Zulu, B—FTH , EFASDM OpenJREMM & 5
HEER,. BXUTHRD , HEFREIEW,

B R5. &4 - £330 disk0:/asdm-xxx.binF FH R EIZF


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25472
https://www.oracle.com/java/technologies/javase/jre8-readme.html

T~ -

<{froot>
asa#

copy tftp flash:

Address or name of remote host [192.0.2.5]7
Source filename []? asdm-7171.bin
Destination filename [asdm-7171.bin]?

Accessing ftp://192.0.2.5/asdm-7171.bin.. . trrrrvrvrrrvrrerrrrrrrrrrrrrrrrrrrrrnl
Verifying file disk0:/asdm-7171.bin...

%MRNI NG Signature not found in file disk0:/asdm 7171. bi n.

HEEHERR — BT R

XBEERASAEASDMHHAMRIE, REASDMFAMIERE , BARASDMEASARGRE, &7
LT Mt 3 BASARIASDMFR A 5B RF

https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

B E6.“%4E 1% : ASDMEBAR#ITHFEZR, IFLEAE

HERIEBHMWASDMIEGE , 28 RILFEIRES . asdm image <image path> @5

WEEHERR — BV IRE

1. ASARIFASDMBME R BN BRI BT LR MG, MEEZRAEALEERFIZITASARAE IH
MRASDMBR & , ASDMF#HPELE |, H B RH B “%ERROR:Z & X 30 #disk0:/<filename>"TF K
, {¥FEASA CLIFFE R, ASDMERZAT7.18(1.152) R B MRA [ /5 AT AASAMRA | MRS
Jtl:ﬂ“ﬁ&f"ﬂjilmﬂzo BZRPHEZEHPED BERIASDM 7.17(x)RAS {5 8F .

2. EHEHPC LM Javahii 4,

3. X FERER NIE3100 LIEITHASA |, R E B #Cisco Bug ID CSCwc12322 "FPR3100F
A E BT %% ASDMBR R T 5512

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc12322

NEE - ERBERT ASDMIR AR AR DISE, AXHMED  BEERBEAECE,

@7, “ERROR:Z R X X #disk0:/<filename>"Tc


ftp://192.0.2.5/asdm-7171.bin...!!!!!!!!!!!!!!!!!!!!!!!!!!!!
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://tools.cisco.com/bugsearch/bug/CSCwc12322?rfs=qvred
https://tools.cisco.com/bugsearch/bug/CSCwc12322

XHEFPESERER, flm:

<{froot>
asa#

copy tftp://cisco:cisco@92.0.2.1/cisco-asa-fp2k.9.20.3.7. SPA

Address or name of remote host [192.0.2.1]7
Source filename [cisco-asa-fp2k.9.20.3.7.SPA]?
Destination filename [cisco-asa-fp2k.9.20.3.7.SPA]?

Accessing tftp://cisco:<password>@192.0.2.1/cisco-asa-fp2k.9.20.3.7.SPA...
rrrrrrrrrrrrrrrrnrnd | T I I A I O A A

Verifying file disk0:/cisco-asa-fp2k.9.20.3.7.SPA...

%ERROR Signature not valid for file diskO:/cisco-asa-fp2k.9.20.3.7.SPA

HIREPERR — BIAVIRE

ASA 9.14(414) R E S IRAFEEASDM 7.18(1.152) RE SR 4. ASATIERITASDMEMER AR B
BEFLENBEG, IREZHAEAEALEERFNASAREZITRETF7.18(1.152)FWASDMBR 5
, W& FH 1IEASDM ¥ & 7R E B “%ERROR: & A X X #disk0:/<filename>"F3 , FFFEASA CLIF &R

o

It T 3 2 B Cisco ASDMAASAH 4% P i E A B /T ®E(CVE ID CVE-2022-20829)B|#2 #Y

» https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb05291
» https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb05264

NRERFEFEERATIET , BREARXPIIHA ARG :
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-
asav.html#topic zp4 dzj cjb

s

« ASDMHARZIZER :
https://www.cisco.com/c/en/us/td/docs/security/asdm/7 14/release/notes/rn714.html#reference yw3
« ASAFHHEE : https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-
upgrade/asa-appliance-asav.html#task EQEE51964590499999B1D976F66E2771

[B] @ 8. &2 4 B A IR A (Hostscan) R A 14


https://tools.cisco.com/bugsearch/bug/CSCwb05291
https://tools.cisco.com/bugsearch/bug/CSCwb05264
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#topic_zp4_dzj_cjb
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#topic_zp4_dzj_cjb
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_14/release/notes/rn714.html#reference_yw3_ngz_vhb
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#task_E9EE51964590499999B1D976F66E2771
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#task_E9EE51964590499999B1D976F66E2771

Hostscanix A<EUR FAnyConnecthi A , T A RASARA, B AE LA HBIF MR : BRETH

— Cisco Systems:

https://software.cisco.com/download/home/283000185
[R) BRO. 32 37 #5 B B AT AR A

HIEPERR — B IAVIRE

MREHLET WP NERZIFHNEMASDMRAE , EERENXHETEFTHM

« ASDMARA1%ER :
https://www.cisco.com/c/en/us/td/docs/security/asdm/7 14/release/notes/rn714.html#reference yw3

&KUY, ASARIS R

Table 2. ASA and ASDM Compatibility: 9.20 and 9.19
e W m i i f
ASA ASDM ASA Model Ensure your HW maodel is listed here

ASA Virtual Firepower Firepower Firepower Secure Firepower Secure Firepower ISA 3000
1010 1010E 2110 Firewall 3105 4112 Firewall 4215 9300
Th - . ASDM 2120 3110 4115 Saecure
i5 is the minimum ASDM Firewall 4225
version that can support ti"lsj 2130 3120 4125 -
ASA version 2140 3130 4145 e
: Firewall 4245
/ 3140
9.20(3) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(2) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(1) 7.20(1) - - - - - - YES - -
2.19(1) 7.19(1) YES YES YES YES YES YES YES

FTAXERSWTEHIE :

https://software.cisco.com/download/home/286291275

 Scict 2 Product

Downloads Home | Security / Firewalls / Next-Generation Firewalls (NGFW) / Firepower 1000 Series

10S and NX-0S Software

ASA 5500-X with FirePOWER Services Firepower 1010 Security Appliance
R Firepower 2100 Series Firepower 1140 Security Appliance
Firepower 4100 Series Firepower 1150 Security Appliance

Servers - Unified Computing Firepower 9300 Series

Storage Metworkin
9 g Secure Firewall 1200 Series

Switch
witches Secure Firewall 3100 Series

B AR B E A BN F MR RFIRFTASDMARA |, Fiin


https://software.cisco.com/download/home/283000185
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_14/release/notes/rn714.html#reference_yw3_ngz_vhb
https://software.cisco.com/download/home/286291275

| Software Download

Downloads Home [ Security f Firewalls | Next-Generation Firewalls (NGFW) / Firepower 1000 Series / Firepower 1140 Security Appliance | Adaptive Security Appliance (ASA) Device Manager- 7.22.1

(Qusearch.. ) Firepower 1140 Security Appliance

' Expand All Collapse Al j Release 7.22.1 Related Links and Documentation
A My Notifications Release Motes for 7.22.1
Latest Release b
7.221
7.20.2 File Information Release Date Size
7.19.1.95 Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires  16-Sep-2024 120.79 ME
o Oracle JRE.
7.18.1.161 ]
asdm-7221.bin
All Release Lv3 Advisories [
7 e Cisco Adaptive Security Device Manager for ASA 9.8-9.22 16-Sep-2024 195.09 MB
integrated with OpenJRE.
22 ¥ ]
asdm-openjre=7221 bin
20 ¥

Advisories [

[ 10. Linux L BIASDMZ 3%
SRR — BB
Linuxsk IE % 3.

EES:C

Cisco Bug ID CSCwk67345



https://tools.cisco.com/bugsearch/bug/CSCwk67345

kR | EXIFHRAERSFIRPEHELinux

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk67345

B &11. ASDMEZ LK It

HEHERR — BWAVIRE

BEEFRASA/ASDME TR EARL IEFEELIEEA -

https://www.cisco.com/c/en/us/products/security/asa-firepower-services/eos-eol-notice-listing.html



https://tools.cisco.com/bugsearch/bug/CSCwk67345
https://www.cisco.com/c/en/us/products/security/asa-firepower-services/eos-eol-notice-listing.html

ASDMTF AJ i [7] &
AT 4B % MAYASDMIF T AEARS
BRFTERAT :

« Firepower 4100/9300#178E Mt : ASAF A EE
« ASAv, Firepower 1000, Firepower 2100, Firepower 9300FIFirepower 4100:F AIiE : & &E
4FF T ( ASAv, Firepower EHJASA )

PR H A S G 6ER > m RN EH(PAK) TR

ZZ&

« BRREBNIBASARIITHRETF WIE — 2S5/

https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.htmi

[B] & 1.5k 2> 3DES/AES & BEVF AT E

ASDMZEEASA L KRR N oJiE(3DES/AES) , BRIEZFERERZEOHRT. EEIHEEOSH
ASDMif[a] , & T ZEIRENIDES/AESF Wi,

6] B RHESR3DES/AESF AT IEHI IR ¢

1. % E https://www.cisco.com/go/license

2. B #HContinue to Product License Registration,

. EWHIIFAH | REXAFERZUHIREA b iF [,

4. NTHIBIRAFIEREIPS, Crypto, Other...o

5. f£Search by Keyword = £ 1 8 AASA,

6. Er-myFRPiE#EFECisco ASA 3DES/AESHFIIUE , RFEEH T —F,
7. WAASANFIIS |, RFERIR T NASAIERIDES/AESH A,

WEEHERR — BiHIRE

EFRAGEIEHEMBBEREEFAIF, , FHARUTME EME
ASART& B RIEHEERTE, BIEANTPIRS 25,
HEERRERFAIIF,,

MBE R BB F AT WHTTPSTRESR M LE, B A iE LA HIRINE T LA IAX — =,
MREEFEAHTTPRERS S , HZEMENTS , Hlu

<#root>
ciscoasa(config)#

cal |l - hone


https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html

ciscoasa(cfg-call-home)#

http-proxy 10.1.1.1 port 443

[E];#2. Oracle Java JREVF Al &R
IR — BRI
ASDM binB{§ S AR

« Oracle JRE:AEHATHEEHPCLEZASDMAJava Web Startiz 178, EfAHLAE , &
EAR#PC L% %641u0racle JRE., ERIEAMJavalI B 5 R uE T 3tk 3245

« OpenJRE:FF A HVJREMR & S OracleiR MR , EFRIZAET , BEFAFEEXRHPCLRE
64fZ0racle JRE , E B & B HJava Web StartTh R /3 31ASDM,

Software Download

Downloads Home [ Security / Firewalls / Next-Generation Firewalls (NGFW) / ASA 5500-X with FirePOWER Services / ASA 5508-X with FirePOWER Services
| Adaptive Security Appliance (ASA) Device Manager- 7.22.1
o -~ i - EE H H ~ .
| Q search... ) ASA 5508-X with FirePOWER Services
Expand All Collapse All Release 7.22.1 Related Links and Documentation
! My Notifications Release Notes for 7.22.1
Latest Release b
7.22.1
7.20.2 File Information Release Date Size

Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires  16-5ep-2024 120.79 MB t ' K

7.19.1.95 5 -
acle . = »a s - N
racie e ASDM Oracle JRE-based :
7.18.1.161 asdin=f£21:08 requires Oracle JRE to be installe
Advisories [

All Release - . . . .
Cisco Adaptive Security Device Manager for ASA 9.8-9.22 16-Sep-2024 155.09 MB AR ]

7 b integrated with OpenJRE.
asdm-openjre-7221.kin ASDM OpenJRE-based image. It does
Advisories [] not require Java to be installed

MBEREFAE T OraclefIASDMBR & |, HIRFHATFIEMARIER , EEEHJavalF dik, 18
#EOracle Java SEF A & L A1 &K :

MEAREEARNNRECABN EEAJavaR R BEITHMENMNANAEF, IREEAR
PSR E LA BN L EAJavatF A B S REN -2 , MXFRMNAEM. Fli, & EA
JavaE = W NABFRTKE CHREFELHIDMABRRE , EFEEAERATRELSITTHE.

MR BTN A EMJavaiF aiE , 7] LAE A E FOpenJREFIASDMER
B&

» https://www.oracle.com/java/technologies/javase/jdk-fags.html

« ASDM 7.22H9ASDM JavaZE3R
. https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25472



https://www.oracle.com/java/technologies/javase/jdk-faqs.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25472

« ASDM 7.22K9 ASDM3E & 14 1% BF
. https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25476

/

Nk E . BELEAHASDMER AL IR,

BB3.EXZEEEX PN I SF L SVPNIFAJIERNASDME S

ASDMERUTHE :
B RANMERSEWE R RQVPNTFAIE, FEEREBEREENVPNIFAES B EtE

o

il

Monitoring > ¥PN = ¥YPN Statistics > Sessions

WARNING: There s no ske-to-sike VPN license allocated bo this context. Please go bo Security Contesd Mansgement bo allocabe VPN lcense ko this conbext.

Type Ackive Curmulakive
76
76
12
11

AnyConnect Client
SSLITLS/DTLS

Ske-to-5Sike VPN
[KEvZ IPsec
IKEv1 IPsec

Filker By: | IPsec Ske-to-Site w | | == All Sessions - w Filker

B HERR — BV RE
— N RERFREE , REER :

Cisco Bug ID CSCvj66962


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25476
https://tools.cisco.com/bugsearch/bug/CSCvj66962

ASDM 7.9(2)ASA 9.6(4)8Z B R L2LIF4E4E1R

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi66962

BRIBAT AR , Rt SRR EIBXREEMBEA.,

2E

« ASDMELE 15
. AR ERCisco ASAFIASDMER



https://tools.cisco.com/bugsearch/bug/CSCvj66962
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
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