BERRASDM B Zh [a) &
H %

LB

e

B=

HEBRASDME 37 8]
[B] %1, “Unable to launch device manager from”;8 2 & ;RfEEASDM.E
B @52, 7o 3% 38 3 Java Web Launch-Startingiji [RJASDM

[A] %5 3. ASDMPA A “Please wait while ASDM is loading the current configuration from your device”

B]#7. ASDME 5K B EE

BIE8. AT {TELERT  ASAZIES FHIASDMEREH57%

5] #19. 75 3£ 1 Rl VASA L FIASDM

EWindowsiEER & - HEBR S ASDM 7] &5
[A] 1. ASA + SFRE} . ASDMA £ hn#k B RSB
[ @2. ASDMTE T #FirePOWER BF{E

5] 6. Windows i Zs 3 41 % 7 F B 48 3 #4“C:\WINDOWS\system32\invisible.vbs”
5] #7. ASDM#EWindows Server 2022 + T2

5] #58. ASDM UIZF it /s

E]#R9. JavafiiiR

5] 105 ¥ ASDM 7.19.1.94 openJRE &£ ROracleJRE

B #11. ASDM javafix“[ERROR] CLI-PASSTHROUGH-DEBUG Inside dolnitialProcessing”
HERRASDMIZE #ERUE

B]#1. ASDME 3 EIAE|H A £

5] #1238 INASDIM A B £ 5 /3% 22 A [
XIASDM (5] B 1T iR S

&g

AN ABENREIRE EER(ASDM)E 3 RIB N BEHERRE 12,



Jdb 5
B =

R RASDMBEHERR R I — &7, AT XA

BERR1<>
BERR2<>
5P 3<>
BEBRASDMIE 3 7] &

| & 1. ASDM_ L& R“Unable to launch device manager from”& 5.
=i EFAASDMIERRIBH A3 , MEEIA T —ANHZMER :

« ASDM_t & R“Unable to launch device manager from”£5iRE 2. :

B Cisco ASDM-IDM Launcher v1.9()
& et i - Tl EtedLE oy L™

L, Cisco ASDM-IDM Launcher disco

Contacting tt Err

Device P Ad g |
m Unable to launch device manager from 10.62.184.141

Username:

Password: Ok

(] Remember the username of the specified device on this computer

« Javalli BEETRUTREZ—

<ttroot>

j ava. net . Connect Excepti on: Connection timed out: connect



at java.net.DualStackPTainSocketImpl.waitForConnect(Native Method)
j ava. net. Connect Excepti on: Connection refused: connect

at java.net.DualStackPTainSocketImpl.waitForConnect(Native Method)

Trying for ASDM Version file; url = https://192.0.2.1/admin/

java.io. Fi | eNot FoundException: https://192.0.2.1/adm n/version. prop

j ava. net. Socket Excepti on: Connection reset

at java.net.SocketInputStream.read(Unknown Source)
at java.net.SocketInputStream.read(Unknown Source)
at sun.security.ss1.SSLSocketInputRecord.read(Unknown Source)

ERFIER |, BB AJavaRHlA B E

% Cisco ASDM-IDM Launcher pALS

Device IP Address [ Name: 192.0.2.1 L]
Usarname:
Passvword:

[ ] Remember the username of the specified device on this computer

| oK | Close
| a[Z)é

HBEHERR — B ILAVIR/E

1. FﬁﬁASA ASDMABRERGRA RS IFﬂClsco;téF)'iki ASARZARHER, CiscoR£
ASDMH&ZFI%EE CiscoZ 2B /istASA

2. EASDM%‘“’*E’J? ERL(0S) L, W%OSFJ;)UI%IJEﬂﬂz:cém#mtmsom EENBRESE
AN (AOMED ) M@,



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

3. FASDMIEERRIERZ(OS) L , BRELZZHH ( HlUPhRE ) ML LK AL FIZ1TASDMA
Java®i .,

4. BRHTTPERSRERR , ARBRE T EBWNEN/AEEQ

<#root>
#
show run http

http server enable

http 192.0.2.0 255.255. 255. 0 nanagenent

HFCisco bug ID CSCwc67687“ASA HAHFE YR AR & HT TP AR 55 28 B #1/3 30t FE R ASDM A iy
", http server enable@n % B AMIZTHL & H 5 2K,


https://tools.cisco.com/bugsearch/bug/CSCwc67687

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

5. WRASDMBRGER#th (A F LT AH EERE :

<#froot>
#

dir flash:

Directory of disk0:/
150 drwx 4096 05:55:01 Nov 14 2024 Tog

1074037795 -rw 123665740 23:30:37 Cct 17 2024 asdmbin

#

show run asdm



asdm i mage di sk0:/asdm bin

no asdm history enable

6. MRBIHIFEEOIEZTIASA |, BHIRIDES/AESTFAIUERA :

<{froot>
#

show ver | grep Encryption

Encryption hardware device : Cisco ASA Crypto on-board accelerator (revision 0x1)
Encryption-DES : Enabled

Encrypti on- 3DES- AES . Enabl ed

7. MRER—#EO LEAWebVPN , EHEAEIWebVPNFASDMELE TR IR A, FK
WebVPNi% O E RHTTPSIRSS 23k 0 o
EXRFIH | ERTEE T WebVPNFIASDMiG B, WebVPNRRFEERIAHTTPSHR 0443 L1217
, ASDMBYHTTPS% O &t i& 7 8443:

<#root>
#
show run webvpn

webvpn

enabl e outside <-- default HTTPS port 443

#

show run http

http server enable 8443 <-- custom HTTPS port 8443

http 192.0.2.0 255.255. 255. 0 outsi de

8. TR 45 By R A IR & So ¥R B E BASDMM S X iR Y EHLRYEEE



=R P i
- NIEWHERER
- NAT/iw OB AT IEH
- EEBRBEPHELERE
MBFREENAERE , ERIAEE  SUNESEEO LREHESHIR
<#root>
#
show run http

http server enable

http 192.0.2. 0 255. 255. 255. 0 nanagenent

# cap capminterface managenment match tcp any any eq https

# show capture capm

138 packets captured

1: 14:20: 44. 355526 192. 0. 2. 35. 50590 > 198.51.100. 141. 443: S 3649403547: 3649403547(0) wi n 64240

2: 14:20: 44. 356152 198. 51. 100. 141. 443 > 192.0. 2. 35.50590: S 0:0(0) ack 3649403548 wi n 32768



3: 14:20:44.357388 192. 0. 2. 35.50590 > 198.51.100. 141.443: . ack 1 win 64240

4: 14:20:44.384715 192.0.2.35.50590 > 198.51.100.141.443: P 3649403548:3649403918(370) ack 1 w
5: 14:20:44.384806 198.51.100.141.443 > 192.0.2.35.50590: . ack 3649403918 win 32398
6: 14:20:44.385829 198.51.100.141.443 > 192.0.2.35.50590: P 1:760(759) ack 3649403918 win 3276

9. BRASDME BRI R IRFEARTBIRE

<tfroot>
#

show resource usage resource ASDM

Resource Current Peak Limit Denied Context

ASDM

0 admin

f Fishow conn all protocol tcp port <port>@n SR &ESEZIASDMIEZ TR, BWRIEEHTTPIRSSFFT
FE /Y IE#¥% O (show run http)o

<#froot>
#

show

conn all protocol tcp port 443
2 in use, 8 most used

TCP managenent 192.0.2.35:50620 NP Identity Ifc 198.51.100.141:443, idle 0:00:08, bytes 119188, fl ags

=% , show asp table socketin = B] A FRIUESEZ HIASDMiERE ., BRNRESEZTHTTPIRS S/
% O B9 E$Z (show run http)o

<{froot>



#

show asp tabl e socket

Protocol Socket State Local Address Foreign Address
SSL 0027eb28 LISTEN 198.51.100.141:443 0.0.0.0:%
SSL 00305798 ESTAB

198. 51. 100. 141
1443
192.0.2.35

150620

clear conn all protocol tcp port <port> &5 5 A] B FiE BRIERE,

10. 2R & & T management-access <interface>@+ , H BASDMET & A% F P 4% 2
(VPN)iE# El<interface> IP , &M Bk} E 1% limanagement-access <interface>, iX&ZCisco

Bug ID CSCvulty f# k75 260373
“ASA — BRI RIF BT EREO I,

11. ¥ & Cisco Bug ID CSCwd04210



https://tools.cisco.com/bugsearch/bug/CSCvu60373
https://tools.cisco.com/bugsearch/bug/CSCvu60373
https://tools.cisco.com/bugsearch/bug/CSCwd04210

“ASA : ASDM&LEFERECLOSE_WAITH , SEEAPMGMT", HTLLERF , ASDM&ER
BE2 LL“Lost connection to firewall” ( Py AEREEEKX ) HELL , ABTEHR —FiERE
BUBH K I, fRRTTEREH MRS K IE,

12. & Cisco Bug ID CSCwh32118



https://tools.cisco.com/bugsearch/bug/CSCwh32118

“HTFHTTPLEREHEECLOSE WAITH |, EXFIASDMERAFES", ATUHRE BT
HTTPAFEEHBECLOSE WAITIRA , ASDMBEAFERFUNEIE, MR ESR

« REASDMHAY = 5l FR 6 A R MR BB REA R

<tfroot>
#

show resource usage resource ASDM

Resource Current Peak Limit Denied Context
ASDM

1



0 admin

- MRIEFESRHMAEE , FREHTTPSKFVIRE

<{froot>
#

debug nenu npshim -w

Handle State Intf

720108b6 CLOSE_WAIT
57835276 CLOSE_WAIT
58068272 CLOSE_WAIT
6ae93b92 CLOSE_WAIT

« MREZANKEBELTFCLOSE_WAITIRZE , EEAdebug menu pdm 3G HiERFIBEX L LE,
13. # Eshow blocksir &5 H R BV IRFERGEIR |, 453 RLOWHRICNT Y R HKIKE :

« 256FTHS550FTHIMA/NEERHME -

<tfroot>
#

show bl ocks

SIZE MAX

Low

CNT
0 5700 5608 5700
4 900 899 899
80 5000 4575 5000
256 13568

13563
1550 50000

49974

« 256FTTHIS50FZ M A/DNERER |, MARIKE :

<{froot>



#

show bl ocks

SIZE MAX

Low

0 5700 5608 5700

4 900 899 899
80 5000 4575 5000
256 13568

1550 50000

Z[#Cisco Bug ID CSCvv71435°ASA 256 /55 1550R ¥ R & BDMAR F AR B M2 B,
R T EIEIN -

1. USERGZBERERRHRGEATHE . TRIREHEERERWENLERIDRA T IR EZEMETT
EEFHE , flm

<tfroot>

Y%ASA- 6- 302013: Built {inbound| out bound} TCP connection_id for interface:real-address/real -port (mapped-:

%ASA- 6- 302014: Teardown TCP connection id for interface :real-address /real-port [(idfw user )] to inte

EERHERT , TRNEERHRENTAR

<ffroot>

logging rate-linmt 1 10000 nessage 302013


https://tools.cisco.com/bugsearch/bug/CSCvv71435

logging rate-limt 1 10000 nessage 302014

H &2 E S8 - 302015/ 302016 / 302017 / 302018 / 302020 / 302036 / 302303 / 302304 /
302305/ 302306.2% : logging rate-limitigs 2%,

2. ZAEREUSERMBHATHEE

<ffroot>

no | oggi ng nessage 302013

no | oggi ng nessage 302014

3. MBETMREM M IRZURM ST ENDMARNTE., ZREAHEF —RTEhiER , SO S LR
BHBIXKE,

14. REASARH AR RBE RRUXLELI AT, EXHERT , ASDMESSHEZET EE Y

ERROR: FAIL to ALLOC the stack page Oxffffffffffffffff[size 36864] to 0x00007fa3b0c29000 errno (mmap:um
First MMAP Req/Updated 36864/45056 Front 0x00007fa3b0c28000 rtn 0x00007fa3b0c29000 back 0x00007fa3b0c32
Message #11 : process_create: out of stack memory for name accept/ssh_2 size 32768 prio 3

Message #12 : _listen_ssh: failed to create thread for interface 2 port 22

B Z[#Cisco Bug ID CSCwc23844“ASAv high CPU and stack memory allocation errors within
more than 30%M TATANE". IREERGEZREFN B3 A,



https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_log-lz.html#wp2631635369
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_log-lz.html#wp2631635369
https://tools.cisco.com/bugsearch/bug/CSCwc23844

AR WRAERIHASDMRAHRAFEBE, AXFAER

. BRIZ S REASAMRZA A
- BRIZ SR EASDMAR A BH
- BRIZ S REASAKEEY

* logaqing rate-limit command reference

| @2. 7% Bd Java Web Launch-Startingi5 [MJASDMA F 5 H

ERIEER |, FEAJavaiZHl & BE

FERERBEARGS.


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_log-lz.html#wp2631635369

s

=8, Cisco ASDM-DM Launche cisco

Device IP Address [/ Name: 192.0.2.1 -

Username.

Password:

|: Remember the username of the specified device on this computer

oK Close

JavaZ#l A AEE ROTEE :

<tfroot>

NLPExcepti on[ cat egory: Downl oad Error : Exception: java.io.FileNotFoundException: https://192.0.2. 1/ adni

at com.sun.javaws.Main.launchApp(Unknown Source)

at com.sun.javaws.Main.continueInSecureThread(Unknown Source)
at com.sun.javaws.Main.access$000(Unknown Source)

at com.sun.javaws.Main$1l.run(Unknown Source)

at java.lang.Thread.run(Unknown Source)

Caused by: java.io.Fil eNot FoundException: https://10.75.32.2/adm n/public/asdmjnlp
at sun. net.ww. protocol . http. Ht t pURLConnect i on. get | nput St r eanD( Unknown Sour ce)

at sun.net.www.protocol.http.HttpURLConnection.access$200(Unknown Source)

at sun.net.www.protocol.http.HttpURLConnection$9.run(Unknown Source)

at sun.net.www.protocol.http.HttpURLConnection$9.run(Unknown Source)

at java.security.AccessController.doPrivileged(Native Method)

at java.security.AccessController.doPrivilegedWithCombiner(Unknown Source)

at sun.net.www.protocol.http.HttpURLConnection.getInputStream(Unknown Source)

B PERR — BILAYVIRE

ASDM 7.184& 1k 3% Java Web Launch — MASDM 7.18FF#4 , B F Oracle%& It X JRE 8F1Java@
%EidJT?J\iSL(JNLP),ASDM’FEi%Java Web Starte 4MEEASDMEBIEF FEEFZ3IASDM, 1B



SR ER L LB AEASDM 7.18(x) B R A1 BH .
SE

- BRZ 2P XIBASDM 7.18(x) AR 1i BF

B 3. ASDMFE A “Please wait while ASDM is loading the current configuration from
your device”

ASDM UI L ERWEEIRA ¢

@ @ Status

Please wait while ASDM is loading the current
E configuration from your device.

0%

WPEHERR — B IAVIRE
X2 E2RREID CSCw14818R M B &ELE



https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://tools.cisco.com/bugsearch/bug/CSCvv14818
https://tools.cisco.com/bugsearch/bug/CSCvv14818

REMEHED | ASDMEEMNEH R MBYFEE , BHBIR.



AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

) &4. ASDMB 3148 1= | INLPXHHFHIARERTFRHB —IEREZEHN

ASDM UILE RWEEIRN ' TEBINARERF,

Unable to launch the application. : _.i
i

ASDM JavaBEE R : 'INLPX AR JART IR = HE —IEHERRY'



I [ﬁ More Information

Error: JAR resources in JNLP file are not signed by same certificate

HIEBERR — B AVRE

iX 2 Cisco Bug ID CSCwciR BRY B &iERFE 13294
ASA : FToEEiJava Web LaunchfE FHASDMIEZZIASA


https://tools.cisco.com/bugsearch/bug/CSCwc13294
https://tools.cisco.com/bugsearch/bug/CSCwc13294

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE



JEZ : ASDM Java Web LaunchX G 7. 18R AR BB H LR, MASDM 7.18FF % , BT
Oracle N B X #FJRE 8FJavaM & /3 31 M (JNLP),ASDMF B X #FJava Web Start, 2470
ZIHRASDMEB 2 F F 888 31 ASDM,

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 17/release/notes/rn717.html

B B5. ASDMEME R Z B BIER77%

DIIETEER , ASDMEBETT7 %,


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html

(&J Status x

Please wait while ASDM is loading the current configuration

E from your device.

Parsing running configuration...

HEEHERR — BV RE

X 2 BREEID CSCvhiRERH B iR [802586
ASDMFET77 % INER & B B A2



https://tools.cisco.com/bugsearch/bug/CSCvh02586
https://tools.cisco.com/bugsearch/bug/CSCvh02586

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

[RI 6. 7T 5 15 7] & A B K 3 £ RYASDM
HIEHERR — BV RE
RN K IEEHES

M EIRYASARRFFBR & |, fil20 :

<#root>
asa#

show run boot

boot system disk0:/cisco-asa-fplk.9.22.1.1.SPA



M EKYASDMERFFBR B |, Hi4n

<{froot>
asa#

show asdm i mage

Device Manager image file, disk0:/asdm-7221.bin

B 7. ASDMTE ‘B4 FE# 2 TR ITHEEE

ASDM UlF7E“Software update completed” ( MEEFH ETR ) RS BE

[E) Cisco ASDM Launcher — »

S, Cisco ASDM-IDM Launcher cisco

Software update completed.

Device IP Address / Name: 10.62.148.30 ;|
Username: test
FPassweord: Il

[:I Remember the username of the specified device on this computer

LIk Llose

|| |

EASDM JavaBHER |, BLFH -



=5, Cisco ASDM-IDM Launcher cisco

Device IP Address / Name: 192.0.2.1 -
Username:
Password:

[ )| Remember the username of the specified device on this computer

0K Close

\ [ é

java.lang.NullPointerException
at vk.cz(vk.java:780)
at vk.b(vk.java:609)
at vk.<init>(vk.java:409)
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:170)
at com.cisco.nm.dice.loader.Loader$1l.run(Loader.java:416)
Exception in Starting Main window
Exception in thread "SGZ Loader: launchSgzApplet" java.lang.NullPointerException
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:177)
at com.cisco.nm.dice.loader.Loader$1l.run(Loader.java:416)

BEZ VK, cz%, TLUREMAZESR , Hlt

java.lang.NullPointerException
at t6.cr(t6.java:742)
at t6.b(t6.java:573)
at t6.<init>(t6.java:386)
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:168)
at com.cisco.nm.dice.loader.Loader$1l.run(Unknown Source)
Exception in Starting Main window
Exception in thread "SGZ Loader: TaunchSgzApplet" java.lang.NullPointerException
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:175)
at com.cisco.nm.dice.loader.Loader$1l.run(Unknown Source)



HEEBERR — BIHYIRME
BHRASDMAF EB 154 R :

<#root>
asa#

show run user nanme

username test password ***** pbkdf2 privilege 3 <- this will not work

HWTEERER :

<tfroot>

asa#

show run usernane

username test password ***¥** pbkdf2 privilege 15

B 8. D HTIZ{THLERT , ASAZIE SR FWASDMERE N57%

ASDM UI<1E57%., UIER : ASDMEEMNZEHEZEMBEYEEE , HHR.

(5 Status

Flease wait while ASDM is loading the current
IE configuration from your device.

Farsing running configuration...

MR HERR — BILAYIRE
HHBATAASMAN , BESHIAXMER



1. ASAL FZBESEER
2. H—Maaa-serverdd B ERIT4ERSEEE,

ERA R
WA HE AR K aaa-serverfi & |, Hln :
WaE :

<tfroot>

aaa- server ACS protocol tacacs+

aaa-server ACS (managenent) host 192.0.2.1

key * Kk k k%

aaa-server ACS (managenent) host 192.0.2.2

key * Kk k k%

aaa-server ACS (nmanagenent) host 192.0.2.3

key * Kk k k%

aaa-server ACS (nmanagenent) host 192.0.2.4

key * Kk k k%

aaa-server ACS (managenent) host 192.0.2.5

key * Kk k k%

aaa-server ACS (nmanagenent) host 192.0.2.6

key * Kk k k%

Bk



<#root>
asa(config)#

no aaa-server ACS (managenent) host 192.0.2.5

asa(config)#

no aaa-server ACS (managenent) host 192.0.2.6

1!

<ffroot>

aaa- server ACS protocol tacacs+

aaa-server ACS (nmanagenent) host 192.0.2.1

key *kkk*k

aaa- server ACS (managenent) host 192.0.2.2

key *kkk*k

aaa- server ACS (managenent) host 192.0.2.3

key *kkk*k

aaa-server ACS (managenent) host 192.0.2.4

key *kkk*k

https://www.cisco.com/c/en/us/td/docs/security/asa/asa72/configuration/quide/conf gd/aaa.html#wp10397

[B]&9. 757 14 [BIVASA ERYASDM


https://www.cisco.com/c/en/us/td/docs/security/asa/asa72/configuration/guide/conf_gd/aaa.html#wp1039757

WZRLUEE WM TR :

ProbTem Details: ERROR: FAIL to ALLOC the stack page Oxffffffffffffffff[size 36864] to 0x00007ff62429c0

HARER :

1. “show cpu’f HFHICPUE A XK S , RE“show cpu core” & REARRE
2. BHEFHHEERRNTFSEER

3. TEE I SSHIE R &

4. SNMP#2i#) kK

X 2 Cisco Bug ID CSCwciR BRI B Ak [F23844
ASAVECPUNMMKNFLEEIR , REATANFEEI0%


https://tools.cisco.com/bugsearch/bug/CSCwc23844
https://tools.cisco.com/bugsearch/bug/CSCwc23844

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

EWindowsiRER S L HERR S ASDMAE < /9 (0] @R

B & 1.EHASA + SFRE , ASDMA4 &k By A S &
ASDM UI L ZERHIEEIRRA :

'ASDMTTEME P K ENEE, BRESREZNERE  SIBEER,



ASDM was unable to load the firewal's configuration. Please check connectivity to
@ the device or try again later.

HBEHERR — BV IRE
KEASDMIR A, EIREISIGHERERS

https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-
release-notes-list.html

ﬁB/\ .
MRS :
Operating System Browser Oracle JRE OpenJRE
Firediox Safari Chroamss
ool y L] 1 Mo f E
10
Note  No Supporn for
Mote Se it I Windows 10
prat '
=8
F
» Sarver 3012 A2
rver 2017
s 3008

Apphe 05 X 1004 and later Yes ¥es Yes (64 -bit version 8.0 version BuZi1 or later

FEBEXRXBEASDM 71844187 :

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 18/release/notes/rn718.html

AT LAEE| , Windows 11f12022 £ 5| KA,

sk, MASDM 7.16FF 1 , FEWindows Server 2016F1Server 2019 £ , XX #FirePOWERE R 1
ASDMEHE, FHAASDMBITASAEER , Bt LUEAFMCREEFirePOWERKE R,

WEHERIE R B EASDM LW JavaiR4l 8 B



https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html

e : :
L, Cisco ASDM-IDM Launcher disco

Device IP Address [ Name: 192.0.2.1 hd
Uisernamae:
Pasaword:

|| Remember the usemame of the specified device on this computer

[ ok | Close

L

h

NRBEREFIRZXRF  L2FIWMTARE

<#root>
Caused by: java.lang.ExceptionInInitializerError: Exception com.teamdev.jxbrowser.chromium.internal.Env

Unsupported operating system Supported OS: Wndows XP (SP2), 7, 8, 10, Vista, 2003 (SPl), 2008, 2012,

at com.teamdev.jxbrowser.chromium.internal.Environment.checkEnvironment(Unknown Source)

fRRTT B
Rt , 77 EEBERASDMEEASA , LHLTER :

T 1 NB—BRIBHEN ( HlEnWindows 2010, Windows Server 20125 ) EEASAK]
FirePOWERE R,

IEIM 2 : EAFMCEXEFirePOWERE SR H HE: fF HASDMEEASA,

IEIN 3 : KHAFirepowert&EiR -

<tfroot>

ASA5508#

sw modul e nodul e sfr shut down



Shutdown module sfr? [confirm]
Shutdown issued for module sfr.

BRI 4 MREARBITRERFirepowert&EiR | A LLEIEIZER -

<#root>
ASA5508#

sw modul e nodul e sfr uninstall

%A 5 : 5Cisco TACE4E , M Cisco Bug ID CSCwj51536K iR H =
LAFzhE#Rjxbrowser.jarX ., EEE , WEBRGEADAELTERRAEAB, EXHBERT , BFE
E R Z BRI LI,

[B]&2. ASDMTE T 8 FirePOWERB &t = 1E

(& Cisco ASDM Launcher — 4
1 i Imir
== Cisco ASDM-IDM Launcher Ll
Downloading FirePOWER packages | s2p
Device IF Address f Name: 10.62.148.30 j
Username: admin
Password: sesssnssRe

H Remember the username of the specified device on this computer

il Close

B HERR — BEIAYIRE


https://tools.cisco.com/bugsearch/bug/CSCwj51536
https://tools.cisco.com/bugsearch/bug/CSCwj51536

BIEFirepowersR B4 , ASA 9.8(4.45)+, 9.12(4.50)+, 9.14(4.14)+F9.16(3.19)+F X ¥
ASDM3i# 1TFirePOWERIEREIE : SATEAFMCREEIX LERAMIEIR, XLEASAREEE
ASDM 7.18(1.152)E SR A , BXTASA FirePOWERERHIASDMF A7 164 3R,

PSS
Rt , 77 EEBEFRASDMEEASA |, LH L TR :

EI 1 NS —BRIBAEMN ( Hl20Windows 2010, Windows Server 20125 ) EIEASAH
FirePOWERE R ,

RIN 2 : fEFAFMCE EFirePOWERME R H 444 F HASDMEEASA,
IR 3 : XxHFirepowert&R :

ASA5508# sw-module module sfr shutdown

KA RSFr[HEIA]

ERsfrE X,

R 4 - MRETBITRIEAFirepowert&iR | ] LU iZAER -
ASA5508# sw-module module sfr uninstall

2=

https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-classic-
compatibility.html#id 60529

[F&A3. Windows £l £ E RN AREF T EZEIRN BN EE1THIRER

This app can't run on your PC

To find a version for your PC, check with the software publisher.

MR HERR — BILAYIRE

ZERASDMB RS , Windows B] BUFASDMIR#E S = B R B I WindowsBI A EHLEKEZE , M
SBULEIR, EEREAXER


https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-classic-compatibility.html#id_60529
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-classic-compatibility.html#id_60529

1. BRI #H> Cisco ASDM-IDMEzIEF , AR5 H B % HCisco ASDM-IDME s FEF N A

2. EBREZ>ITHF XHE. WindowsfERRESXBFRITH B %o

. AR THMELNENG , REEREM.

4. FEHRERR : C:\Windows\System32\wscript.exe invisible.vbs run.bat ( £ RERH
invisible.vbs run.bat , BN X L@ A HFFTFASDM ) ,

oy Cisco ASDM-IDM Launcher Properties X

General <=Shorfcut Secunty Details  Previous Versions

;‘ ! Cisco ASDM-IDM Launcher

Targel type: Apphcation

Targetlocaton  System32

Target | \Windows\Syltem32\wscript exe invisible.vbs un. bat |

Startin "C\Program Files (x86)\Cisco Systems ASDM"

Sharcut key: L

Fumn Mormal window b
Commeant Run Cisco ASDM-IDM Launcher
Open File Locabon Change lcon.., Advanced..
5.2 HHEE,

=

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html

8] &4, Windows#k T~ Zl“javaw.exe”s BRRBANZHRER , REER.



https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html

javaw.exe

Windows cannot find 'javaw.exe’. Make sure you typed the name correctly, and then try
again.

oK

WEEHERR — BiIRYIRME
- BE , B RSITEN LEEXWJavaEx, BREWIndowsEN EZE T HRAEMJavahR A

. https://www.java.com/en/download/help/windows manual download.html

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25472

o BREWindowsHEZ B KR F EHJavalZ FHETER R,

« MBJavaAFEHIMED , FEZEERIavali &,

« H#{RASDM Desktop ( ASDMRTE ) Bfrig B ERMNTERE, BN | BN EMERH0IZHN
mEHR

&) B15.“ B F774E B #9 R $E 5 2 “C:\Windows\system32\invisible.vbs”[8) B o 3%

EREEIR | “BIREFIBEMN B FC:\Windows\system32\invisible.vbs’ T, EHEMREE R M4
HZIEH,

|\ The name ‘CAWINDOWS\system32\invisible.vbs’ specified in the Target box is not valid. Make
£E5 sure the path and file name are correct.

l .

EREEBERT , HiRA WA BB AX4“C:\Windows\system32\invisible.vgs”,
PR HERR — B IHERE

« EWindowsEH L Z&KASDMAEY , T ARZEFEE AN, EELERT , WindowsFH P #Y
Active Directoryi& & A LA PR # 33 FEWindows £ 5 Th ;B 21 ASDMFr B R = XL BV G R, &
EHEUATER:


https://www.java.com/en/download/help/windows_manual_download.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25472

- REXHXR
- C:\Windows\System32C:\F FF\<f FF & >\.asdm
- C:\Program3Z ##(x86)\Cisco Systems

R Active DirectoryfR &l B &5 R , &% E@Active Directory & 3 5 iF K 17 R X R
o ZiRXEWindowsEHl £ LR HE AL RA M Java,

s

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 18/release/notes/rn718.html#id 25476

B &6. Windows Bl 7% 3= 1 3% 1 2 B 28 32 4 “C:\WINDOWS\system32\invisible.vbs”
=R B IASDMBE S EFR , 2HIUATHIR _
Windows Script Host X

8 Can not find script file "CAWINDOWS\system 32\invisible.vbs”.
e

QK

HEHERR — BV RE
WITTHIDSR

1. EF B 3IWindows 41 H i BR/E EHASDMJZ 5 12 7 B Fr 8 5451

2. EFREEHENFRENASDMB I BFRA . MREEEHMIMRAK , FLEREUNHAEN
ASDMBZh R,

3. HREREIEHA JavaiR A,

RE , B RFEHAETFTOpenJREWASDMZERERF , RAECFFEERMPC EZEOracle
Java.

HIEHERR — BV RE

MATTIIZR


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html#id_25476

1. EF B 3IWindows EH H 1 Br/ENE ASDMJZ 5 12 7 B9 Fr 8 5451

2. EMREKEHENRENASDMENRFMA . REEEHMIRAE , BLEREUTHEEN
ASDMEB I Fo

3. BREREEHEN JavaiR A,

RE , B HAERAE TOpenJREFNASDMZEEF , RAECFFEEAR#PC LZEOracle
Java,

)@ 7. ASDMFEWindows Server 2022 - 72 /EH
IR BERR — EBIUHRE

EREAXNAE , X FWindows Server 2022, M
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-
software/products-release-notes-list.ntml&E & & FHHWASDMARA U BE | 11R K% HWindows Server
2022 , BEREAZXFHIRUANEMRIERS,

8. ASDM UIZ 4 /)
IR — BRI
i ST 5 -

1. EHRBEZREMjavaw.exe(C:\ProgramData\Oracle\Java\javapath) = HASDMzTIT F HES
EEBAERETHRSH


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html

S

$ PC *» Local Disk (C) * Program Files (xB6) * Cisco Systems > ASDM * jre * bin

Name Date modified Type Size
sener 4/20/2021 12:44 P File foldes

attach.dll 172472019 12:36 A...  Application extens.. 23 KB
awt.dll /2472019 12:36 A...  Application extens.. 1,483 KB
dt_shmem.dil 1/24/201912:36 A...  Application extens... 30 KB
| dt_socket.dll 1/24/2019 12:37 A...  Application extens.. 25 KB
fontmanager.dll 1/24/201912:37 A...  Application extens.. 281 KB
freetype.dll 172472019 12:37 A...  Application extens... 625 KB
! hpr’ﬂf.dll 1/24/201912:37 A, Application extens., 156 KB
instrument.dll 1/24/201912.37 A, Application extens,, 122 KB
- j2pesc.dil 1/24/201912:37 A, Application extens. .. 20 KB
i2pkes11.dil 1/24/201912:37 A...  Application extens., 63 KB
o jaas_nt.dll 1/24/201912:37 A...  Application extens,, 21 KB
W jabswitch.exe 1/24/201912:37 A...  Application 35 KB
% java.dil /2472019 12:37 A...  Application extens., 156 KB
ﬂ java.exe 1/24/201912:37 A...  Application 198 KB
o java_crw_demo.dil 1/24/201912:37 A...  Application extens.. A0 KB
JavahccessBridge-64.dll 1/24/201912:37 A...  Application extens.. 141 KB
W java-rmi.exe 1/24/201912:37 A...  Application 16 KB
ﬂ javaw.exe /2472019 12:37 A...  Application 199 KB
% jawt.dll 1/24/201912:37 A...  Application extens.. 15 KB
| JAWTAccessBridge-64.dll /2472019 12:37 A...  Application extens.. 17 KB

2. AgREH —>Bi

3. REFRBM BRI+

4. A" ENSDPIRE"

5. BAERIREREELEFNT REE , MARIRE S RB ERE
6. R BRBDPIBAMRIT N EREHEE RS (8% )"

WEHE :



|&| javaw.exe Properties

General Compatibilty Digital Signatures Security Details Previous Versions

ifthis program isn'tworking comectly on this version of Windows, try
running the compatbility troubleshooter.

Runi High DPI settings for javaw.exe X
Howdo |

ColEs Program DPI

[:] Rur D Lise this setting to fix scaling problems for this program
Winde instead of the one in Settings
Open Advanced scaling settings

Choose the high DPI settings for this program.

A program might look blurry if the DPI for your main display
Sefling:  changes after you sign in to Windows. Windows can try to fix
fiac  this scaling problem for this program by using the DPI that's
set for your main display when you open this program.

SBIE Use the DPI that's set for my main display when

Rur I signed in to Windows

(JDis:  Learn more

[ |Rur

High DFI scaling override
[ Ret L . }

Dﬂv&mde high DFI scaling behavior.
[(JUse Scaling performed by:

Application
OK Cancel
Ch
OK Cancel Apply

X

1!




|| Javaw.exe Properties

General Compatibility Digital Signatures Security Details Previous Versions

Ifthis program isn't working correctly on this version of Windows, try
running the compatibility troubleshooter.

Run: High DPI settings for javaw.exe b4
How do |
SO Choose the high DFI settings for this program.
Compal erogram DPI
CRur = Use this setting to fix scaling problems for this program
Wi instead of the one in Settings
R n 1 lin ir

A program might look blurry if the DPI for your main display
Sefting:  changes after you sign in to Windows. Windows can try to fix
ne.  this scaling problem for this program by using the DPI that's

set for your main display when you open this program.
&-bit{s Use the DPI that's set for my main display when

Rur I signed in to Windows W

[ ]Disi  Learn more

High DPI scaling override
] Owverride high DPI scaling behavior.

Scaling performed by:

0K Cancel
Ch

QK Cancel

X

B ER9. Javathix

ASDM UITJ A B RELT — N Z4NJavataix : Error: 3% F Eljava.dll




e Error: Could not find Java SE Runtime Environment.

/K

Error:3 4 Z|Java SE Runtime Environment,

Error: could not find java.dll

/=

Error: 3£t R IN“Software\JavaSoft\Java Runtime Environment’\CurrentVersion” EE{E“x.x” , {BE
E“X.X”o

Error: Registry key 'Software\JavaSoft\Java Runtime
Environment™ CurrentVersion'
has value 1.6, but '1.8" is required.




HIEPERR — BIAYIRE

1. RERBRE T HibiRAE M Java.
2. MRZRTHMRA | FHEMEJavali A, BEHER L EHEJava 8,

BR  BAILEEMERAPERIIN : HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Java
o o gk

Runtime Environment , #8E ZZH iR,

1848 7] LAT LA BT e B4R ST & B FT A MR AR o

B Regasiny Editor
File Edit Wiew Favonfes Help
_I:C!!""lﬂl.'.l"'l"l_H?Cl"l' LR AL WAL HIM E WSO T WARES Ava oIt hava Rurtirmd Enarcinimag
a SOFTWARE Plamse Type Daca
7-Zip ab| Dt} BEG 57 ivalue not set)
Asellia b| Browserlavaviersi. REG_SZ 11432

Chsco ob| CymendVersion  REGSZ 18
Cisoo Infema

Cisco Spark Mative
Classes
Clisnts
Coded2-ANT
Colsal
Curii
DefautlserEmsronmeni
Ll
doanet
D
FilaZsils 3
GatFarWindiows
GitHub
Google
I8 Prawaders
Ienimanel Protac
il
--' Javatatt
Java Plug-in
w|Z_ Java Runtime Emirormaent
1.5
1.80 431
Javd Wk SEat

¥

& - FERAWindows EM RETF /O |

4. EFEERBMNIJavalR A,

B B110. /5% P AYASDMARA7.19.1.94 openJRERR A XX #4111 & ‘R OracleJRE iR A~
{# FopenJRERTHI IEE TR

BE , SREATTETIRENASDMBREET |, Javalk A& RRE :



5 ASDM-IDM Java Consaole

Using JRE wversion 1.8.0

392

CpendJDE 64-Bit Server VM

EHEERTEET —/Njre”XX#HXR : C:\Program3 #(x86)\Cisco Systems\ASDM\jre
& T LAE AL R BB EAzul ZuludERE B &4 U4 -

<ttroot>

| MPLEMENTOR=" Azul Systens, Inc."

| MPLEMENTOR_VERSI ON=" Zul u8. 74. 0. 17- CA- wi n64"

JAVA_VERSION="1.8.0_392"
OS_NAME="Windows"
OS_VERSION="5.2"
OS_ARCH="amd64"
SOURCE=".:git:51a769a8708c"

OpenJREMI{T AT IEH

DMENFRBERZ , £ —LASDMARA ( 51207.19.1.94 ) F , UIE R :

L& ASDM-IDM Java Censocle

Using JRE version 1.8.0 351 Java HotSpot (IM) 64-Bit Server VM

C:\Program Files(x86)\Cisco Systems\ASDM\jre\release X# & RELRA :

JAVA_VERSION="1.8.0_351"
OS_NAME="Windows"
OS_VERSION="5.2"
OS_ARCH="amd64"
SOURCE=".:git:c72692150ec4+"
BUILD_TYPE="commercial"

HEEHERR — BT R

iX 2 B HfCisco Bug ID CSCwf74697



https://tools.cisco.com/bugsearch/bug/CSCwf74697

Ja % P EYASDMARAS7.19.1.94 openJRERRAS L4411 & R Oracle JRE MR A



AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

BRIRTT &
EA>=7.18.1.1615>= 7.19.1.95 OpenJRE MR Zbin,

[[]&%11. ASDM javafsix‘[ERROR] CLI-PASSTHROUGH-DEBUG Inside
dolnitialProcessing”
R (MERBLMNER ) -

« ASDMZ1T&ER)E,
« ASDM JavaH&EE R

0 [SGZ Loader: launchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside dol
[ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing messenger: cqq@la3c930 46 [SGZ Loader: TaunchS
CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing messenger: cqq@la3c930 CLI-PASSTHROUGH-DEBUG Inside do



No CSD version

HEHER — BWAVRE

X 2 Cisco Bug ID CSCwelR ERHY B MW ER 28411
ASDM java$gix"[ERROR] CLI-PASSTHROUGH-DEBUG Inside dolnitialProcessing"


https://tools.cisco.com/bugsearch/bug/CSCwe28411
https://tools.cisco.com/bugsearch/bug/CSCwe28411

AR WREBERFTVASDMBRHRAFEEE, AXFAFE , FEFRBIFAGSE

HEBRASDMIE B &

FIB1. ASDMEF AW , A EEEZAXTER

“The maximum number of management session for protocol http or user already exist. iE 85 Eis,
"fRixHEEREASDME :



L) Error X

g The maxamum number of management sessions for protocol http or user already exist.Please
try again later.

FEASDM EWERZEILIRET , ATRER B RERLHE IR,
MR PR — BILKYIR

55 Cisco Bug ID CSCwd04210:ASA : ASDMA & E#ECLOSE_ WAITH |, SEHEHAMGMT,
HFLERFE , ASDMAiE AT RES LA “Lost connection to firewall” ( SPhF K IEHIEEEKX ) SHELKIE
, BT EH — B EEBIF N,



https://tools.cisco.com/bugsearch/bug/CSCwd04210

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

[a] 2. 18 INASDM R Y £ 85 /3% #3268

ASDM#¥4:3E 2/ i % it (B 7£12 1T Cisco Bug ID CSCvw79912“Cisco Adaptive Security Device
Manager Remote Code Execution Vulnerability” #9158 72 /5 #9 iR Z4< 7 18 0,

M PR — BV RE

EZ[#Cisco Bug ID CSCwd58653“ASDM initial connection/load time increased” ( ASDM# %435 %
HNELETE B0 ) o



https://tools.cisco.com/bugsearch/bug/CSCvw79912
https://tools.cisco.com/bugsearch/bug/CSCwd58653

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

XS ASDM ™A 17 #8 5K (0] B 1T d R B R

1 E R B NS A2 FR ASDM A P 57 T 5 L /o i 218
ETASDMEY |, ATMREINT — MRS MER

« ASDM UITE pnk it & a2 15 7o e B2 F/ 2R 48
« ‘“ASDMTEEMEFAIENEE, FRESERENEZABREE RN EZHENEMNRT



E Information

ASDM was unable to load the firewall's configuration. Please check connectivity to
the device or try again later.

Exit ASDM

. & R“Retrieval of Data(validating running configuration)”;5 B I BS [EJ & & , a0/ et
- HJavaZ#ElEF , ERUTAT:

<#froot>

Exception in thread "AWT-EventQueue-0" java.lang.OutOfMemoryError: Java heap space

Exception in thread "LoadConfigThread" java.lang. Qut Of MenoryError: GC overhead |linit exceeded

=

<{froot>

Exception in thread "AW- Event Queue-0" java.l ang. Qut O MenoryError: Java heap space

java.lang.reflect.InvocationTargetException

at
at
at
at
at
at
at
at
at
at

java.awt.EventQueue.invokeAndwWait(Unknown Source)
java.awt.EventQueue.invokeAndwWait(Unknown Source)
javax.swing.SwingUtilities.invokeAndwait(Unknown Source)
cl.f(cl.java:483)

cl.setVisible(cl.java:455)

ve.setVisible(ve.java:165)

vd.d(vd.java:873)
com.cisco.pdm.PDMApplet.populateLoginHistory(PDMApplet.java:268)
com.cisco.pdm.PDMApplet.start(PDMApplet.java:233)
com.cisco.nm.dice.loader.Loader$1l.run(Loader.java:416)

Caused by: java.lang. Qut O MenoryError: Java heap space

ERIFHER | §5 AJavaZH & BE ¢



=, Cisco ASDM-IDM Launcher disco

Device TP Address [ Name: 192.0.2.1 -|
LS naemug

Passvendd:

| Rermembaer the username of the spedfied device on this computer

QK Close

| a6

HBEHERR — BILAVIRIE

1. F{RASA. ASDMAIRERSRAFES, lﬁ;}IFEClscoztéF)'iki ASARRASEER, CiscoZ £
Bh X EEASDMAR AR B, Cisco :
2. BINRERSE EWASDMEERNTF :

Windows & O iR A

- ®BASDMZ % B F , Hla1C:\Program Files(x86)\Cisco Systems\ASDM,

- EREEXARERREBrun.bat3 4,

« TELA"start javaw.exe’ FFKHIITH |, BRI -XmxXER BT RN S B EFFERNHE RN, HlLn
, FEFE R H-Xmx768M(768 MB)Z-Xmx1G(1 GB).

« fRfFrun.bat3 .

Mac OS

- A% ECisco ASDM-IDMEF: , AR ERE RRHEBTAR,

« fEContentsX X |, Nifinfo.plistX¥ ., MREZEFAEFIE , CHEEMHIIREES
FIFF. BN , ©FETextEditPIT I,

« f£Java > VMOptions T , ERETR N -Xmx"W FRF R LUIEEFTEMNMER D, Hlan | FHEH
3 -Xmx768M(768 MB)5-Xmx1G(1 GB),

- MBHXHEPE K BLEIUNTHRER



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

The file “Info.plist™ is locked because you
haven't made any changes to it recently,

;’ If wou want 0o make changes to this docurment, click

Unlock. To keep the file unchanged and work with a copy,
clack Duaplicake.

Unlock Cancel | | Duplicate |

:

« BEHUnlockHRIFX M. MRKREIFEMYXFE , BWIRHRESR | AR E L Cisco ASDM-

IDMBE#r , £ E #ICisco ASDM-IDM , RN EMEEEREENBENAE |, Hi
Desktop, ARG E UL BIARHIHE KD,

- BRIZEPKIEASARZA A
- BRZ 20 XIBASDMAR AR5 BF
- BERZ 2B AXIBASATRE M

[F] 2. ASDMTC EER R By K 1%

EiRASDME R TTEB R A, HBHASDME ERTERHRBEERR

Error X
f=)

° ASDM is temporarily unable to contact the firewall.

EIrI-|||l||rI-|II-|I|I-|-|I|-|II|-|-|I|-||||-|II|-||||-|II|-||I



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Error X

Unable to launch device manager from 172.29.64.6

« ASDM HTTPSIEEN R EHETEMEZ £ KR (ASP)HREF (ctm-error) CTMIREIV (R IREH
RHA :

<#root>
#

capture asp type asp-drop all buffer 33554432 match ip host 192.0.2.1 host 192.0.2.1 eq https

<#root>
#

show capture
capture asp type asp-drop all buffer 33554432 [Capturing - 587 bytes]

match ip host 192.0.2.1 host 192.0.2.2 eq https

<ttroot>
#

show cap asp

1 packet captured

1: 10:41:04. 850648 192.0.2.1.56667 > 192.0.2.2.443: P 758423982: 758424499(517) ack 2534033991

o RMRHBEX T256M1550-sizeIRBIFEH , F EFAILEDIHERERE M -

<#root>

#



show bl ock

SIZE MAX LOW CNT FAILED

0 2950 2865 2950 0
4 400 398 399 0
80 2500 2369 2500 0
256 6302 0 6274 50693
1550 22147 0 22111 769896

2048 8848 8844 8848 0
2560 2964 2962 2964 0
4096 100 99 100 0
8192 100 99 100 0
9344 100 99 100 0
16384 154 153 154 0
65664 16 16 16 0

* MEMPOOL_DMARFHHFHNAAAFEREREK , BEAANFTHTFFT

<tfroot>
#

show nmenory detail | begin MEMPOOL_DVA

MEMPOOL_DMA POOL STATS:

Non-mmapped bytes allocated = 230686720
Number of free chunks = 175
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 230686720
Keepcost = 336
Max contiguous free mem = 21136
Allocated memory in use = 230548640
Free nmenory = 138080

HIEHERR — BV

1. 8 &Cisco Bug ID CSCvv71435“ASA 256 and/or 1550 block depletion cause DMA Memory
unreleased allocation”s LA &M R4 B A 5E B(2130201358302014) #9322 X 22 ) iR BRAEIR

o

BRBEIRTTEE D PSS REITERE.


https://tools.cisco.com/bugsearch/bug/CSCvv71435

2. ¥ &Cisco Bug ID CSCwd58653“ASDM initial connection/load time adcreated” ( ASDM#%&
/AT EE M ) . ASDMALRENMEERA<Cisco Bug ID CSCvw79912“Cisco Adaptive
Security Device Manager Remote Code Execution Vulnerability” ( 2R BENZ2REEE
B|IBABINITIRE ) & , ASDMH A E 2/ Hk e 8] 18 0,

7 E : Cisco Bug ID CSCwd58653



https://tools.cisco.com/bugsearch/bug/CSCwd58653
https://tools.cisco.com/bugsearch/bug/CSCvw79912
https://tools.cisco.com/bugsearch/bug/CSCwd58653

FCisco Bug ID CSCvw79912



https://tools.cisco.com/bugsearch/bug/CSCvw79912

EEKIIWASDMRHIREAREE, BXFAEE , BFEFRBIEHARE



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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