BEBRASDMELE ., 5 155 iF F0 H b jv] B
H %

LB

e

B=

HERRASDMPL & (5] &

B 2. ASA CLIFIASDM Ul [B]# 1 f—

F]#R10. £ ZEZASA | BEE B RASDMA[BE I

A #513. ASDMMAZFE#E B 7RO 2 “Authentication FirePOWER login”

B #14. ASDMA & ;RFirepowert& R & 18 /fil &
R #0115 FEASDM E T E T4 IR B

] #16. A EASDM R RS IHALE XMLELE

B #17. B E >4 Ui

B]#18. http server session-timeoutFlhttp server idle-timeoutds S T3
A1 #719. ASDM .t #9Dap.xmi& #i %

A #120.ASDM_E & T EIKE IPSECHZ X

R #21. ASDME ;- JH 2 “The enable password not set.i& 7 Blig &, ~

[F] &R 22 [l ¥TASDM Ul ASDNX{ &

[B]#26. AAA #(Radius/LDAP)ZEASDMAE R A I

B #727. ASDM.E & 7R“Post Quantum key cannot be empty”4&i%

HEERASDM & 14 10 4IF 6] F
EF1. ASDMBF KK
B2, ASDMes R ER KM
B 3. AR BASDM R i[5

5] #4. ASDM% & 5 {336 iF (MFA)



5] #5. ASDMAA WAL E

F]:#6. ASDM Coans

E]#7. ASDM— )R 4 258

B B19. ASDM £ iE TR if

A1 F10. ASDM LDAP & {3 36 iIF 5k &

[BB11. 8> ASDM Webvpn DAPELE
HEBRASDME fth (&) &

&g

AN ABENRESRBEER[ASDM)EE, SHRIEMNHE b RE B EHRRIRE,

db =5
H 3=

A RASDMBESFRRRFIAY —EB 5 , BT X4 -
BERR1<>
BEER2<>
HEER3<>

BEBRASDMER & [a) 3

A @ 1. ASDM7 L 7R B A T3 O AT 17 (9] 422 16 51 2R (ACL)

ASDMA 2R A T AONEMIERERHSIRACL) , BMEENA THAXEONERTE A HBEM
o HEHNEROEARN . MERLTER : EEANTHAAREFEE TL3HL2 ACL:

<#root>
firewall(config)#

access-list 1 extended pernmit ip any

firewall(config)#

any access-list 2 extended pernit udp any any



firewall(config)#

access-list 3 ethertype permt dsap bpdu

firewall(config)#

access-group 3 in interface inside

firewall(config)#

access-group 1 in interface inside

firewall(config)#

access-group 2 in interface outside

MR PR — BV RE

ES R HCisco Bug ID CSCwj14147 “NRL2FL3 acliE4 , ASDMTEMELiFRIAEE,


https://tools.cisco.com/bugsearch/bug/CSCwj14147

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

B 2. ASA CLIFIASDM Ulz By i+ — 3K

ASDMA i P it#i sk B 5By K 3% 5 H £ #show access-listf FATIRE M TH R FIR T P IHERT — B

o

M PR — BV RE

%5 ¥ Cisco Bug ID CSCtq38377“ENH:ASDMBITEASA L EFIACLE BT E | TR 24 it&
"FCisco Bug ID CSCtq38405‘ENH:ASAE EHASDIZHACLI FHE B MM %)

B3, “65IR  BENIRCAR B TR H A, " EASDMAPREBACLE HIEEIRE R


https://tools.cisco.com/bugsearch/bug/CSCtq38377
https://tools.cisco.com/bugsearch/bug/CSCtq38405

“GRIR C %ENMICARNBITHE A, " HFASDMHAREBACLR 2 ERERHEER !

[ERROR] access-1list mode manual-commit access-1list mode manual-commit
A
ERROR: % Invalid input detected at 'A' marker.
[OK] no access-Tist ACL1 1line 1 extended permit tcp object my-obj-1 object my-obj-2 eq 12345
[ERROR] access-list commit access-1ist commit
ERROR: % Incomplete command
[ERROR] access-1list mode auto-commit access-1ist mode auto-commit
A

ERROR: % Invalid input detected at 'A' marker.

Error in sending command e
= g

ASDM received messages below when one or more of the commands below were sent to the ASA. [OK]
M means success, [ERROR] means failure, [INFO] means information and [WARNING] means warning

[ERROR] access-ist mode manual-commit

access-ist mode manual-commit
FeY

ERROR: % Invalid input detected at "' marker.

[OK] no access-ist outside ine 43 extended permit object top 1433 10,248.219.0 255.255.255.0 object 10.88.88. 10
[OK] access-ist outside line 43 extended permit object top1433 10.248.219.0 255.255.255.0 object AQS18_I0OP
[ERROR] accessist commit

accessist commat
ERROR: % Incomplete command

[ERROR] access-ist mode auto-commit
access-ist mode auto-commit

M

ERROR: % Invalid input detected at "' marker.

MR — EIAYIRE

BSR4 Cisco Bug ID CSCvq05064“Edit an entry(ACL) from ASDM gives an error. fFFASDM&
OpenJRE/OracleBl & A rt — KR4<7.12.2"#Cisco Bug ID CSCvp88926“Sending additional
commands while deleting access-list”,


https://tools.cisco.com/bugsearch/bug/CSCvq05064
https://tools.cisco.com/bugsearch/bug/CSCvp88926

AR RERMBESFTHWASDMRUBREARERE. AXEAREE  FEFRBEARES.

I 4. “$HiR : ACLERRHMMREKER , TXFIFED , HBEERR T MM BRacltE i=E
=

“4Ri% : ACLSEEHMRFIKREK , TX#FIES , BT AMRacEIRBEE , MU THERZ—FIR
1. EE TR EHEE P ERANASDMH 4HEEACL:
firewall(config)# access-list pbr line 1 permit ip any host 192.0.2.1

iR ACLEREMHKEK , FXIFIEIRE , EMIERacl



@ ACL is assodated with route-map and inactive not supported, instead remove the ad

OK

2 .47 ACL ASDM > Configuration -> Remote Access VPN -> Network(Client)Access > Dynamic
AccessK B

HBEHERR — BILAVIRIE

1. BSR4 Cisco Bug ID CSCwb57615“Configuring pbr access-list with line number
failed.”s fRRFERMEEFHEER line"S .

2. BSR4 Cisco Bug ID CSCwe34665“Unable to Edit the ACL objects if it is already in
use , getthe exception”,



https://tools.cisco.com/bugsearch/bug/CSCwb57615
https://tools.cisco.com/bugsearch/bug/CSCwe34665

AR RERBEERIENASARMHRATEIEE. AXFARFEE , BTEFRMBIFAR
=

B &5. ASDMER B EEFSRP R ERINIELEREN B E
ASDM=EEf B EEBHR A E REBNIELEZEN BT

HIREPERR — BIAVIRE

HRSIRKREBHERNdenyF2ERRERE. RFEMARIELHNREERRS AL |, BHE
ACLR BRI BlogxEFHIMM,



[F6. ASDM#E = RS B M X RIS RA R RS

Zid MAddressesi£ I+ T #9 Configuration > Firewall > Access Rules T2 H & SUE T B 45 34 R IT R
At , ASDMEF RS, BEILRIER , AR TERENENRE O FHETASE.
PR HERR — EBINVIRME

ES R HCisco Bug ID CSCwj1250“ASDM freezes when editing network objects or network
object-groups”, fRRFGEEZEAtopNENLEITHERWE !

<#root>
ASA(config)#

no hpm t opN enabl e



https://tools.cisco.com/bugsearch/bug/CSCwj12250

AR WREBERFTVASDMBRHRAFEEE, AXFAFE , FEFRBIFAFE.

[E] 7. ASDM AT LAA A [E Ry 2 0 8 /R & 7N B9 13 8] 422 6l Bl = 0 T

WMBER TEORFEEZEE SR , ASDMA U E RA GO/ EabihEEs 5 RA 0, EZIX/T\@IJEP
%Aﬂmme%MﬂEDMAmwAﬁmz L R#2O8if4 , MEANTRHAFBEEN. 5
'HIEEﬁJL/T\ —NMNEFRER, XEAFFREIE REIE

File View Tool ‘Wirsds Wiedow Help

8 o o5y Comtiguramen (] smsmserng (i) o Q8 b ) woi O E s
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ttttt

@ ey

& ey
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& ey
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@ Dasy It e
Th hom CLl i o arted i e o thani ou e ABCRL T

Commman 15 tha ASA, Chek Sand T tha cormeman B et maer LR

A, chek Come

1 e steed parmt i PARIERA TILIIAII0A oy

1

12855

HBEHERR — BILAVIRE

ES R Cisco Bug ID CSCwm71434“ASDMATEE REEMEOHE RSB,

B 8.t A EEFRPREXRNARER

X AEEERPRERAE
HEHERR — BILAVIRE

1. BROCEEBE B EILR, BESHEASDMFEM1:Cisco ASARFIEMIZ/EASDME B IEFE
s 7.22 X ﬁ . H/u\lai.



https://tools.cisco.com/bugsearch/bug/CSCwm71434
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html

2. {52 R Cisco Bug ID CSCvf82966“ASDM - Logging: 32 &E & XA A&,

« ASDMZE 1 : Cisco ASARFIEHIZREASDMELEER . 7.22 . EYF - BEICR.

[FIER9. 350 H S EF 2R R B H" M mt |5l Z2

File Tools Window Help
M Pause | B Copy (gl Save [y Clear | 5" Color Settings| Y Create Rule ¥ Show Rule| @) Show Detaills ¥ Help
Filter By: 1 I pudd Fiter @ Find



https://tools.cisco.com/bugsearch/bug/CSCvf82966
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html

HEHRR — BURE

1. REREBMEA TRFC5424 BFEIERKATEBHE -

<#froot>
#

show run | oggi ng

logging enable

I ogging timestanp rfcb5424

2. MRFEARFC5424 HEIEZA RIEER |, BESHEEHCisco bug ID CSCvs5212 "ASDM
ENH:E4 HEEBSREB FRAfco424 BB RRNIERASARSGE AL, MRALZRBRFER
RFC5424# = :

<#root>
firewall(config)#

no | ogging timestanp rfc5424

firewall(config)#

| oggi ng ti nestanp

3. A\ |, ES I EHERFECisco Bug ID CSCwh70323“Timestamp entry missing for some syslog
messages sent to syslog server’,



https://tools.cisco.com/bugsearch/bug/CSCvs52212
https://tools.cisco.com/bugsearch/bug/CSCwh70323

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

R 10. EZHERASARFIMEIEMERE , EXEASDMAgEELRNK

HomeTT H #yLatest ASDM Syslog Messagesi%Iil + &£ 7~ “Syslog Connection Lost”#1“Syslog
Connection Terminated”;8 &. :

Latest ASDM Syslog Messages
Severity Date Time SysiogID  Source IP Source Destination IP Destina Desaription

- b lsysogComveconiost 0 000000000O0O@W
L L S ComectionTerminated

O 8 %

HIEPERR — BV RE

BREEE A Rid%. B2 4Cisco Bug ID CSCvz15404*ASA: S5 S : ASDM B RiDRIE


https://tools.cisco.com/bugsearch/bug/CSCvz15404

B E A5 ReHF L,

R 1. ERRBRZBETI#RE , ASDMAiEZRARL L

YHEFEIESE 2B | ASDMESIERARL L | HE REIRHEE“The maximum number of
management sessions for protocol http or user already exists”, EHEHEFEIR’ . REAEHEHE

RUTHEE

%ASA-3-768004: QUOTA: management session quota exceeded for http protocol: current 5, protocol Timit 5

%ASA-3-768004: QUOTA: management session quota exceeded for http protocol: current 5, protocol Timit 5



HBEHERR — BILAVIRE

1. RELRASDMEREAREER EEFLimite EAH|H |, Deniedit E=51E 0

<#root>
firewall #

show resource usage resource ASDM

Resource Current Peak Limit Denied Context
ASDM

5

10

admin

2. S B #Cisco Bug ID CSCvs72378“ASDMAEE R EI1E 8 2 B 1T ZRARLK L,


https://tools.cisco.com/bugsearch/bug/CSCvs72378

AR WRBEERIINASARKRAFEBIEE. BXRFHARFEE , BEFRMKEIFA

1§ =|
[= R ¥e]

3. MR HMHRAEFCisco Bug ID CSCvs72378MEERF , HE YU RREC X ZIRE |, iEMFF
— LI BASDMEIE, BAILLKHAASDM , HEBRIZITASDMA EHLIPH U FIHTTPSIE R,
EARHBIF | RIRASDM EHIHTTPARSS B8 E BRIAHT TPSif 0443 LiE1T

<#froot>

#

show conn all protocol tcp port 443

TCP management 192.0.2.35:55281 NP Identity Ifc 192.0.2.1:443, idle 0:00:01, bytes 33634, flags UOB
TCP management 192.0.2.36:38844 NP Identity Ifc 192.0.2.1:443, idle 0:00:08, bytes 1629669, flags UOB

#

clear conn all protocol tcp port 443 address 192.0.2.35


https://tools.cisco.com/bugsearch/bug/CSCvs72378

B &12. ASDMBEALRH/ALE , HE RBEE“ASDMMASARZ W REMITEZRNEE
"o ASDMILTERFIEH,

EZIERASAL , ASDMBELIR /4 1E , HERHE“ASDMMASAIR Z W EIZMFTHES .
ASDMIIERFIR H, ~

HEHERR — BV RE

BES R HBHERFECisco Bug ID CSCwh04395“ASDMA AR FFREHIB /& 1t |, HEREXRZHERIR
BENERER,

AR WREBEERKIENVASARKIRAPBEBE. BXEAER  FEFTRBEARFR

o


https://tools.cisco.com/bugsearch/bug/CSCwh04395

B 713 ASDMAE R , H & REE“Authentication FirePOWER login”

ASDMfE R |, #E~HE“Authentication FirePOWER login” :

r
[ Cisco ASDM Launcher i %

= o
5 Cisco ASDM-IDM Launcher UL
Authenticating FrePOWER logn T L

Devioe IP Address [ Mame: 10,0.0,254 _]
e

Pasoaord: TIILI Ly

H Remember the username of the speofied dewice on ths computer

L A

JavaiZ#l & B EE R Failed to connect to FirePower , continuing without it" /& & :

<{froot>

2023-05-08 16:55:10,564 [ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing:

0 [SGZ Loader: TaunchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside do
CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing:

2023-05-08 16:55:10,657 [ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing messenger: cpl@l8c4ch7
93 [SGZ Loader: TaunchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside d
CLI-PASSTHROUGH-DEBUG Inside dolInitialProcessing messenger: cpl@18c4ch75
com.jidesoft.plaf.LookAndFeelFactory not Toaded.

2023-05-08 17:15:31,419 [ERROR] Unable to Togin to DC-Lite. STATUS CODE IS 502

1220855 [SGZ Loader: launchSgzApplet] ERROR com.cisco.dmcommon.util.DMCommonEnv - Unable to Togin to
May 08, 2023 10:15:31 PM vd cx

INFO Failed to connect to FirePower, continuing without it.
May 08, 2023 10:15:31 PMvd cx
INFO If the FirePower is NATed, clear the cache (C./Users/userl/.asdnldata/firepower.conf) and try aga
Env. i sAsdm nHeadl essMode()-------------- >f al se
java.lang. | nterrupt edExcepti on
at java.lang. Obj ect.wai t(Native Method)



ERIFER , BB AJavaB#lA B E :

[ Cisco ASDM-1DM Launcher v1.9(9

&4, Cisco ASDM-IDM Launch il
Sy (isco auncher N
Device IP Address / Name: 192.0.2.1 |
Username:

Password:

[_J Remember the username of the specified device on this computer
| OK Close

| a[F]a

HIEPERR — B IAYIRE

ES R Cisco Bug ID CSCwe15164“ASA:ASDMTC A ERSFRET + |, ER@ES HCLI"KR EE”,
BRALESR

1. XIASDMEE28,
2. SREVYSFREYSSHIAE] , 34 A P t1# Eroot(sudo su)s
3. MITERSRE , BIREFHBFIASDM , ASDM A LN Firepower(SFR)IEI .



https://tools.cisco.com/bugsearch/bug/CSCwe15164

AR R ERIF A FirepowerRHHRATEBE. BXREAER  FEFTRBEAER

B & 14. ASDMA & ‘RFirepowert R &8 /fL &

Firepowertg R Et EEASDM LR AT A,
HPEHERR — BIAIRE

1. B{RASA, ASDM., FirepowertZIRFIRIERGMAFRE . 1HZHCiscoR £ [ XIFASARR
WA, Ciscok£Pn AEMASDMMRAHEA, Cisco & A

« ASA 9.14/ASDM 7.14/Firepower 6.6:2ASA 5525-X, 5545-X#15555-X L ASA FirePOWER#E

R RLRAS,
« ASA 9.12/ASDM 7.12/Firepower 6.4.0:2ASA 5515-X#15585-X L ASA FirePOWERE R HY &



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

KRR,

ASA 9.9/ASDM 7.9(2)/Firepower 6.2.32ASA 5506-X R I #15512-X L ASA FirePOWER#E 1

B ER LR,

BRIEZSBIRA , BNASDMIMRASFI B LA BIHASAIRA G ERE. Bl , ASDM 7.13(1) BT A

BIEASA 9.10(1) EHIASA 5516-X.

fEFASA 9.8(4.45)+, 9.12(4.50)+, 9.14(4.14)+F19.16(3.19)+HIFirePOWERIE R BB T % #%
ASDM; &% FIFMCR BB iX AR A MR, X EEASARRAEEASDM 7.18(1.152) K EH
WA |, {BXTASA FirePOWEREREIASDM X £ LA7 1645 3R o

ASDM 7.13(1)HIASDM 7.14(1) F X #ASA 5512-X. 5515-X. 5585-XFHIASASM: %714 Z

ASDM 7.13(1.101)8%7.14(1.48) F &1k E ASDM 2 #,

2. MRIRARE , BREEREZESBIHIEEEZT :
<{froot>
firewall#

show nodul e sfr details

Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model: ASA5508

Hardware version: N/A

Serial Number: AAAABBBB1111

Firmware version: N/A

Software version: 7.0.6-236

MAC Address Range:

App. name:

App. Status:

App. Status Desc:

006b.f18e.dac6 to 006b.f1l8e.dac6
ASA FirePOWER

Up

Normal Operation

App. version: 7.0.6-236

Data Pl ane Status: Up

Consol e session: Ready

St at us: Up

DC addr: No DC Configured
Mgmt IP addr: 192.0.2.1

Mgmt Network mask: 255.255.255.0
Mgmt Gateway: 192.0.2.254

Mgmt web ports: 443

Mgmt TLS enabled: true



WRERRTEA |, AT LA A sw-module module resetin S EEEIR | REEHFH I ER G,
&

BRI %2 KIEASAMRZ i B
,E.E'\ﬂ iéﬁ X im.ASDMH&ZIKIRHH

B @15 FEASDM ETL 15 R 24 & F im i iE X AF

JavaiZ#l & A EE Rava.lang.ArraylndexOutOfBoundsException: 3”45 iR B. :

<#root>
LifeTime value : -1 HTTP Enable Status : nps-servers-ige

java.l ang. Arrayl ndexQut Of BoundsException: 3

at doz.a(doz.java:1256)
at doz.a(doz.java:935)
at doz.1(doz.java:1100)

EWUFMAER | §5 BJavaiZH & B

B Cisco ASDM-IDM Launcher il

Device IP Address [ Name: 192.0.2.1 |
Username:
Password:

[_J Remember the username of the specified device on this computer

-

(0] 4 Closa

\ o< a

B HERR — EILAYIRE



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

BSR4 Cisco Bug ID CSCwi56155“Unable to access Secure Client Profile on ASDM”,

AR WRBERFTHASDMRURAFEBE. AXRFAFEE , FEFRBIFAESR.

B E16. 5 EEASDM EREZ £ B P s i & A XMLED & X4

IMRASAIE % £ FEAnyConnectBR RV AR AR T 4.8k A , MIFEEFEASARZF LEBASDM
Configuration > Remote Access VPN > Network(Client)Access By % 2 & /7 ik Bl B A4 XMLEL &

Mo

HIRHERELNRZE2EF RRETIXBFREXFRERAEN. BRENSE (FFR ) BE™>R
EEFRERME , RRRZEFFIRRE2SRHIESRA , RRER

HIEPERR — BV IRE


https://tools.cisco.com/bugsearch/bug/CSCwi56155

BSR4 Cisco Bug ID CSCwk64399“ASDM — A REBEZEFFIREEX M4, BRAERIEE
5B —ME R RBIKHI AnyConnectBR £,

AR WRBERFTHASDMRURAFEBE. AXRFAFEE , FEFRBIFAESR.

RIZ17 BEEERRZEFFiRREEX

F£ASDM Configuration > Network(Client)Access > Secure Client Profile ¥ 1T & /5
, Configuration > Network(Client)Access > Secure Client Software® HJBR{&E %k

HIEPERR — BV IRE


https://tools.cisco.com/bugsearch/bug/CSCwk64399

SR HCisco Bug ID CSCwf23826 “Secure Client Software is not displayed after modifying the
Secure Client Profile Editor in ASDM”, R 75 7EIEIN

« KIEASDMHA Y Il B4R
gE&
« RFEHITFFASDM

AR WRBERTHASDMRURAFEMBE. AXRFAEE , FEFRBIFAESR.

B 18. http server session-timeoutFhttp server idle-timeoutds 73X

http server session-timeout#http server idle-timeoutfi 7 Z B SEXASAT T,

HBEHERR — BILAVIRIE


https://tools.cisco.com/bugsearch/bug/CSCwf23826

BZ A Cisco Bug ID CSCtx41707“#E Z1E R R T X #Fhttp server timeoutin 7. i H = AT EL
B, BETEEM.

B 19. ASDM_E#IDap.xmlE #l %k K

BEiZASDMA EYFile Management® O fFdap. xmIE FIEIASAK Y |, £51% 7 “disk0:/dap.xml is an
special system file’, TEdisk0F 4% & Fdap.xmIfISXH : R :

',n Upload Special System File Information X

“dishD: /[dap. xml” is a special system File,

& Uploading a file with name dap. xml in disk0: is not allowed.

[ ]

HIEHERR — BIAVIRE

BSR4 Cisco Bug ID CSCvt62162“Cannot copy dap.xml using File Management in ASDM
7.13.17, RRGZRERFTPRTFTPEMM U X HEEE HIZIASA,


https://tools.cisco.com/bugsearch/bug/CSCtx41707
https://tools.cisco.com/bugsearch/bug/CSCvt62162

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

18] @20.ASDM L &R FIIKERK B RIPSECIR 1L

ASDMALERE > W REIERVPNE O H & RIKEREEMIPSECER L.

HEPERR — BV IRE

BSR4 Cisco Bug ID CSCwm42701“ASDM display blank in IKE policies and IPSEC
proposals ( IKEREEFIPSECEIUEIF ) 7

B &21. ASDME 7RJH B “The enable password not set.iE I Bl &,
=

ASDME REE‘RIRBEBAZH, BYINRE, " EHSTHENRE ARE


https://tools.cisco.com/bugsearch/bug/CSCwm42701

&

@ The enable password is not sat. Please set it now.

To configure enable password, go to Configuration > Device Management > Users/AAA >
User Accounts

.....................

B HERR — EIAYIRE

EZ R # #Cisco Bug ID CSCvg42317“ASDM prompts to change enable password after it is set
on CLI”,

[ 22. WIFASDM UlJG , ASDNZT FIH &

FXNRAMNRENRMBTEXSRARN , RIFASDMSE , IREAMASDMIIFRFHE K, FHREWN
I FTFL | BRFE T BEPTEL

PR HERR — BRI ERE

BSR4 Cisco Bug ID CSCwif71723“ASDM loss configured objects/object groups”s


https://tools.cisco.com/bugsearch/bug/CSCvq42317
https://tools.cisco.com/bugsearch/bug/CSCwf71723

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

[\ @23. 75 N K T 4.5 MR AR 4w B AnyConnect & - U Bt & 34

ToiE R4 .50 2 BB AnyConnectit & X4 4w EEAnyConnect® Fin Bl B X 4. fHIRBEE R “The
Secure Client profile plug-in cannot be access.iEZASDMTI & FH“RIFTEH, MR RBPHA
BE , BEHSHASDM, ™



") Secure Client Profile Editor

The Secure Cient profie plug-in can not be accessed. Please
press the Refresh button on the ASDM tool bar. If this issue

persits, please restart ASDM.

R

MR PR — B IAVIRE

B S R #Cisco Bug ID CSCwf16947“ASDM - Unable to load Anyconnect Profile Editor”,


https://tools.cisco.com/bugsearch/bug/CSCwf16947

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

8] B24. 7 3% S BIEdit Service Policy > Rule Actions > ASA FirePOWER
InspectioniZ I~

EASDM 7.8.25xH , A T2 S M BIEdit Service Policy > Rule Actions > ASA FirePOWER
Inspectioni&T+ , HERUTHEIR : “BEBERIARINREENRECE TG, RERNERIACN
REEERMMNIRE, "BIFEEETHATEERWACL , b HIXFHER -



Configuration > Firewall > Seryice Polcy Rules
% Add = & edt [N Osiete | + & | X B B - | Q Find B Duagram Y Packet Trace

Protocol Insp ASA Connection Settings QoS |MetFlow | User Statistics Chuster
Match HetFlow events with any of configured NetFlow collectons,
Flow Event Type Collectors Add

B Rule Actions * ||

9 ‘fou have specified default inspection traffic as the traffic match
crferion.

Oy ISPt bl BCUONS. CbN B SpRcfied for th LR INSpection
traffic,

=1

< Back | Finish | Concel  Help

HEEHERR — BIAVIRIE

ES R HCisco Bug ID CSCvg15782“ASDM — AR EIMRA7.82) G LA EBE B USFRAREE [

"o BRRTTERMEACLIRERBMFEE.


https://tools.cisco.com/bugsearch/bug/CSCvg15782

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

[ &25. ASDM EEJAnyConnectBR 5.1 iR FAnyConnectlit & X 44 48 25

EZEFFIRRASRFMEE L TER

1. INEWin/Mac/Linux3 3t R 51| Hi 4 RSB IR B 7R
2. ASDMTS;£ 3T FF AnyConnectit B X 4w E 25

HIEHERR — BV RE

S R HCisco Bug ID CSCwh74417“ASDM: £ FICSCBRR5.18¢F , FoiEMNE AnyConnectlit B XX
HRESRNAKKE, BRAEREALLEFRNBIERA,



https://tools.cisco.com/bugsearch/bug/CSCwh74417

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

A& 26. AAAE 2K E (Radius/LDAP)ZEASDMH A AN

AAAJE 3K B (Radius/LDAP)TEASDM > Configuration > Remote Access VPN >
Network(Client)Access > Dynamic Access Policies > Add > On AAA attribute =2 E¢>Add >i% ##
RadiusSiLDAPH R A Il :



[Configure Dynamic Acciss Policies
For IPsec, Secure Client, Clientfess S5L VPN, and FutThraunhaBraws caccinne wan ran ranfimrs. dunamic serace nnlicioc a8 that dofina which nobunrd rocssrac 2 near ic sutharizad tn arrace all noliciac in tha tahla hobus
enforce the D . B Add Dynami O
To use certain Endpoint attributes AVIAS/FW ol
Palicy Name:
o ACL Prionity il Description:

Selection Criteria

ACL Priority: 0
Difing the AAA and endpeint attributes used to select this coess policy. A palicy i$ used whin & user's suthorization attributes match the AAA sltribute critens
below and eviry endpoint attribute has been satisfied. These altributes can be created using the tables balow and/or by expanding the Advanced aption to specify
the logical &xpression tint.
User has ANY of the following AAA Attributes values...

W

and the follewing endpaint attributes are satisfied.
AAA Altribute  Operation/Value Endpoint ID Hame/Operation/Value Add
Logical Op.
Advanced )
B Add AAA Attribute
Access/ Authorization Policy
Configure access/authori Type: .| stem and the
group-palicy hierarchy. T| AAR Altribute i RADIUS [y attributes (those that
are not specified in DAF),
Altribute ID:
Part Forwarding fom Attributes
Action Vol T Functions
action: Q) Continue
Specify the message
User Massage:

coce

Find: FX= |_—JMz-| oK | Cancel Help
HEHERR — BIUIRE

%% M #4:Cisco Bug ID CSCwa99370“ASDM:ASDM:DAPHEL B 5 D AAATE 3K B
(Radius/LDAP)”#1Cisco Bug ID CSCwd16386“ASDM:DAPEL B fR DAAARE tEE R
(Radius/LDAP)",



https://tools.cisco.com/bugsearch/bug/CSCwa99370
https://tools.cisco.com/bugsearch/bug/CSCwd16386

AR RERMBESFTHWASDMRUBREARERE. AXEAREE  FEFRBEARES.

[\ & 27. ASDM_L & R“Post Quantum key cannot be empty” 5%

4REASDM > Configuration > Remote Access VPN > Network(Client)Access >
IPsec(IKEv2)Connection Profilesf ¥ AdvancedZf 7B , & &5 iR“Post Quantum key cannot be

empty”(Post Quantum key cannot be empty):



Post Quantum key cannot be empty

]

HIEPERR — BIAYVIRE

ES % Cisco Bug ID CSCwe58266“ASDM IKev2 configuration - Post Quantum Key cannot be
empty error message”.



https://tools.cisco.com/bugsearch/bug/CSCwe58266

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

& 28. ASDMEFEHA“FERME RN A2 E REMALER

HERETERAMNE KRN , ASDMALEREMER | HiERSMEIConfiguration > Firewall >
Objects > Network Objects/Groups , /5 H % = diObject,

B PERR — BV IRE

ES R Cisco Bug ID CSCwd98702K9“Where used”i& I ( FASDMA THEMIERT ) o


https://tools.cisco.com/bugsearch/bug/CSCwd98702

B, REERBEFAER.

AR WRAERIHASDMRHRAFEBE. BXFHE

[ 29. MIBRMERRE , TZERBRESERE[NENR], ERNECATUTH
£ Configuration > Firewall > Objects > NetworkObjects/Groups f il B P £& 48 = 5| F B P 4% 33 R B

, ASDMF 2 E REEHE ‘BT UTHERMAEERBRMEXI R

BEHERR — BIHIRE
S Cisco Bug ID CSCwe67056 “[M XY 5] cannot be deleted because it is used in the
following" warning not appearing” ( 7o M BRI ERAFFREE I METTR ) -



https://tools.cisco.com/bugsearch/bug/CSCwe67056

AR WRBERFTNWASDMBRHRAFEEE, AXFARE , BFEFRBIFAFE

B 30. ASDMAR M 483 SR /40 358 T+ By 1] A3 1 [A) &

MEFAT — RS MER |

« “Add/Edit Object Group Windows”#J“Create new Object Member’#8 %" 1 B9 “Name” 3L A< i A
Fric A “optional’s 1BR , BRIFMABT , BNA T IEMRFINN R Add>>"1ZHFHEH

- HSAPREERAME..... NI FNERAEA LT+ £ T3 REENHHEES| AZNRSE
& (ACL. BRHMRE, WRA )., ©E4FIUEAIEHE—, F=ZF, iFsHA (AERATE
RN RAWACLEATIN AN R AL ) o

 FPTXXEPWRRBRELRXERIITHN. ©EHIIMBRERES| AN REEAIKAE ( 20RH
PR RETIZEMBETERNZE ), HEZR, F=ZREE | ETF2UXmAXET. BTHIERTX
KME—MTEEA , TR AFERZE,

R P A LAABEASDMA M IE B T MERE B MIBRN RN ZHSKE, Rl , BRARLMILE,



HIREPERR — BIAVIRE

BSR4 Cisco Bug ID CSCwe86257“Usability of Network Objects/Group Tab in ASDM”,

AR WRBERFTHASDMRURAFEMBE. AXRFAFEE , FEFRBIFAESR.

BERRASDM B 15 38 1LE 7] &

B &1, ASDMEF kI

ASDM UI L ERWEEIRA -


https://tools.cisco.com/bugsearch/bug/CSCwe86257

[ Cisco ASDM-IDM Launcher v1.9(9) —

.1||.|||.
wom

Please enter your username and password.

Username: admin

‘ Password:
i Passw

'E'V'] ]U

|
i

LAEaL:

HEEHERR — BIAVIRIE

LIRER —E N LER S AHTTPMWebvpn CiscoZ £ & i (AnyConnect)Rt |, 8] LLE B b 5B iR
Hit , DIHEBRATBESRME -

1. AnyConnect/CiscoZ £ & FPixfEE N LEH
2. HTTPBRS 832 5 AnyConnect/CiscoZ £ & F iR ZE O Mix O L5 A

-

<#root>
asa#

configure term na

asa(config)#

webvpn

asa(config-webvpn)#
enabl e outside <-

default port in use (443)

and
asa(config)#



http

<-

default port

asa(

server enable

config)#

in use (443)

http 0.0.0.0 0.0.0.0 outside

<-

HTTP server configured on the sane interface as Wbvpn

WEEHERRIRR : JB A“debug http 255”7 , & A LLE FJASDM AT WebvpnZ [B1#Y H Z8 -

<tfroot>

cisc

debu

oasa#

g http 255

debug http enabled at Tevel 255.
ciscoasa# ewaURLHookVCARed1irect

...d

ddr: 192.0.2.5

ewaURLHookHTTPRedirect: url = /+webvpn+/index.html

HTTP: ASDM request detected [ASDM] for [/+webvpn+/index. htm] <emem----

webv

pnhook: got '/+webvpn+

or '/+webvpn+/': Sending back "/+webvpn+/index. htnm" <-----

HTTP 200 OK (192.0.2.110)HTTP: net_handle->standalone_client [1]
webvpn_admin_user_agent: buf: ASDM/ Java/1.8.0_431
ewsStringSearch: no buffer

Clos

asa#

e 0

show | oggi ng

Oct
Oct
Oct
Oct
Oct

User authentication succeeded:

28 2024 07:42:44:
28 2024 07:42:44:
28 2024 07:42:44:
28 2024 07:42:44:
28 2024 07:42:44:

%ASA-6-113012:
%ASA-6-113009:
%ASA-6-113008:
%ASA-6-605005:
%ASA-6-611101:

B, REZFRAM , BASARSGHEE RS HRIER

AAA user authentication Successful : local database : user = user2
AAA retrieved default group policy (Df1tGrpPolicy) for user = user
AAA transaction status ACCEPT : user = user2

Login permitted from 192.0.2.110/60316 to NET50:192.0.2.5/https fo

| P address: 192.0.2.110, Unane: user2



FRR T &
R T A

EHXASA HTTPRRSS 2R TCPYR A |, flan

<#root>
ciscoasa#

configure term na

ciscoasa(config)#

http server enable 8443

‘ :ﬁ Cisco ASDM-IDM Launcher v1.9(8) — X

SR,y Cisco ASON-IDM Launcher = *2\2l

Contacting the dewvice. Please wait. ..

Device IP Address [ Name: 10.0.200.5:8443 |

Lizermanme: acdmin
Passward: BEEREBEEE

[] Remember the username of the spedified device on this computer

Close
i MR

fRRT5 2
E i AnyConnect/CiscoZ £ & FImTCPI® O |, 40 :

<#root>
ciscoasa#

configure term na



ciscoasa(config)#

webvpn

ciscoasa(config-webvpn)#

no enabl e outside

<-- first you have disable WebVPN for all interfaces before changing the port
ciscoasa(config-webvpn)#

port 8443

ciscoasa(config-webvpn)#

enabl e outsi de

R ES
% — R R 75 % 2 M BR“aaa authentication http console”ELE :

<#root>
ciscoasa(config)#

no aaa authentication http console LOCAL

EXMERT , BREEAEEBBHTERASDM.

E Cisco ASDM-IDM Launcher v1.59(8)

= Cisen ASDM-IDM | auncher lalie

[E) Authentication Required

blank username

Contacting the

Enter login details to access Authent
Device IP Addf  Usermame:

Username: Password: -

ik Close

Password: |

Enable
password

LA




FE < R e

Cisco Bug ID CSCwb67583

LMIEE—# O LB AwebvpnMIASDMET IS
B &2, ASDMin 7 RN K M

ASDM UILE RHIEEIRR :

&L, Cisco ASDM-DM Launcher ~~*2lc2ls

| Error

@ Problem ocuured while launching device manager due to Command authorization failed.

(W8

WEBERR — B TR
KREASALHAAAEE HHR

o BIEBE T aaaB M RIL,
- MRFEHATESHRIERSE , el hR ARG,

e

https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-
config/aaa-local.html

B 8a 3. B BASDM R i1 7]

ARHEIENASDMA F iR R =75 R R


https://tools.cisco.com/bugsearch/bug/CSCwb67583
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-local.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-local.html

HEEHERR — BT R
HZERBEENXRREBG)NFAS, , i

<#root>
asa(config)#

usernane [usernane] password [password] privilege 5

tean SRR RERI NS A, | BIREIERA . AFHRLA S B NEB BB [username]’H

“[password]’s
HHER

A S RXAFEEGTTIEBM16MUERS (0F15) 22— BRIMBERT , B T HOEF
BRE B0 15, BAILLESMNAFEX AL THRENRRRS , SN E T AE S B RE 5
RERE B MAE AT T, ASATEREIEE. RADIUSIRSEEHLDAPIRSS 25 E XK A F IR
L3 ( IRFFLDAPE MBS FIRADIUSE ) -

%1% |EFEConfiguration > Device Management > Users/AAA > AAA Access > Authorization,

S 2 | Enable authorization for ASA command access > Enable & & 4E.

S8 3 |MServer Group T HL %R HiEELOCAL,

BRAAG RN  BUNERFHIHNEN NG TP TEIERRES , HEATENXR
B9 A P i P AR

-2 #7Set ASDM Defined User RolesBA{E T & L #Y A P ik 1R o

R &5 8 RASDM Defined User Roles SetupXiEHE, #hYes{EATE KAk~
BR : Admin(fXBR4 5115 , NATBCLI T EBAZ LA ; RIEANREHIS , EERIE

s 4 T B #XBR); FMonitor Only(TX PR I3 , X E B FtMonitoringEB 7% 89 15 [ X FR) -

-8 #HConfigure Command PrivilegesF 3Bl B TR o

R4 E RCommand Privileges SetupXifiE, BAILUBIMNas SER T RIS RPIERFT
EEAREEMEGS , tUURREEERNUEFTZEATTANGS. A, Rk
BEs NN EEREREEXTTANMESGS. NREAFEXECER HHEHKX
EXECEXLURBEEERN TAUMAGS , HEZSTESMEXTHRITTRENERE , N
A A5 Blig B X L iE A R 51




Variant%l & Rshow, cleargicmd., ZREBERN T HHshow, clearsconfigurefZ=i& B X R
. mEMconfigure XN BERSHEEEHRNIN , TRRRBUANGTT ( Firshows;,
cleargi 4 ) kR TR,

EFUGEHRD , ERNHFZGTRETRE. B LUREN TFOM152BHRG, EREE
EEmainti SRR RF. Hlan , BeLln BB BFf Gaaatn TR S , B EE Baaa
authentication@in ¥ faaa authorization@s &SI 31 .

EERETHAEW TR , 2 ESelect All, A5 2 EHEdt.

BHOKEZER,

g & Applyo
S’ 5

RELPTERERNRE , HEFERRFIZTEHETF,
&

https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-
config/admin-management.html#ID-2111-00000650

[F 4. ASDM% & & 3 RIE(MFA)

HEHERR — BB IR

EREAE , ASDMTXIEMFA ( 52FA ) o WIRHIBEMFARIPINgIDEMRA R,
BE

Cisco Bug id CSCvs85995

158 : ERAXEE S HRIESHMFARNASDMI A]

[E]&5. ASDMI B8 & 17 K ik il &

B R — BN SR

ZALAEFALDAP, RADIUS, RSA SecurlDE TACACS+TEASDM L B8 & 15 11IE o
BE

* https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/112967-acs-aaa-tacacs-00.html

 https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-
general-config/aaa-radius.html

* https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-
general-config/aaa-tacacs.html

* https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-



https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/admin-management.html#ID-2111-00000650
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/admin-management.html#ID-2111-00000650
https://tools.cisco.com/bugsearch/bug/CSCvs85995
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/112967-acs-aaa-tacacs-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/112967-acs-aaa-tacacs-00.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-radius.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-radius.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-tacacs.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-tacacs.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-ldap.html

general-config/aaa-ldap.html

B 6. ASDMZ i B 1956 i1 25 K
MR — BN S R

MEBEEANDBERRIUEFMLOCALE B RIEERNEIR |, MY AZBRSE B[ XA TEITE , &Kt &5
BWiFFREA, REEXHERT , LOCALERRIEF SEE | A BETLLELOCALAFEE,

X RRANBE BRI T T4 & BRI,

Bl

<#root>

asa(config)# aaa authentication ssh consol e RADI US_AUTH LOCAL

» https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-
A-H/aa-ac-commands.html#wp6184732320

[B]&7. ASDM— X L 215
HEPERR — BT R

« ASDM OTP ( —RM#1E ) F MR X IFEASAMRARS x - 9.xF & B HE TR,
- ATASAHXEZERERNT/HLERERNWASDM OTPF B WIE R A L3R,

&2 # Cisco Bug id CSCtf23419


https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-ldap.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/aa-ac-commands.html#wp6184732320
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/aa-ac-commands.html#wp6184732320
https://tools.cisco.com/bugsearch/bug/CSCtf23419

R . ZEEMEPEXHPHASDM OTPERRIETF
B8 EEEEXHRETRFERE

EXfERT , BBETASA CLIELESASDM UIREHE,

B4mS , CLIEBE T8 :

<ttroot>

tunnel-group DefaultWEBVPNGroup webvpn-attributes

aut hentication aaa certificate



B ARASDM UIRERIEFRFE :

o H AmConrect Conrection Profike -
AmyConnect Customization Lo A Bypass interface sccess lists for inbound VPM sessions
AmConnect Client Profile i i "
1 Clart Sodtwars Access lists from group policy and user policy akwys apply to the trafic
Dyramic Access Policies Logn Page Setting
Groups Polazes . . "
= e Evld tioen Profik ] Allows user to select connection profile on the login page. 0
D IPsec{lKEv2) Connection Profik ] Stustdowm: porial kgin paes:
2 Secure Mability Sokution
p Address Assgriment GCornection Profiles
o Advarced Connecton profile (lunrel group) specifies how uper is suthenticated ard otber parameters. You can configure the mapoing from certificate to connection prafi|
Slientlezs 550 VPN Access
Al Local Users & add|F B [ Dekere| | Firdd 2 O [ Match Caze
AAR Server Groups
ts;f S:::.ne Mg Hamas 5L Erbled IPsec Ermbled Aliages Futhentication Method
" Dt sult RAGroup = 0 Cartificate onk
P Secwre F I
Fostre (or Secwre Frowall | | T T W I T AAAILOCAL)
< »

WEHER — BUNS R
XR2—NEKEMM, ASDMATRERS%E , BERIERSHRIE,

[B] 9. ASDM< i A i A

IR B A ZE RASDM GUILFEAT,

HEHERR — BT R

LIEEASA L Ki& Baaa authentication http console LOCALG AT , @ X £XFE R

#EZ#Cisco Bug id CSCw;j70826


https://tools.cisco.com/bugsearch/bug/CSCwj70826

WM - ANMESE . RELEER , % aaa authentication http console LOCAL”
R T

EEASA L Edv 5 “aaa authentication http console LOCAL”,
8] &10. ASDM LDAP & 14 384IF 2k W

WP — BN SR

1%

BREBE , Fim



<tfroot>

aaa-server ldap_server protocol ldap
aaa-server ldap_server (inside) host 192.0.2.1
Tdap-base-dn OU=1dap_ou,DC=example,DC=com
Tdap-scope subtree
Tdap-naming-attribute cn
Tdap-Togin-password #%*%%*
Tdap-Togin-dn CN=example, DC=example,DC=com
server-type microsoft
asa(config)#

aaa authentication http console | dap_server LOCAL

g2

K ELDAPRRS 2RA

<#root>
asa#

show aaa-server

7= -

<tfroot>

Server status:

ACTI VE

, Last transaction at 11:45:23 UTC Tue Nov 19 2024

B -

<#root>
Server status:

FAI LED

, Server disabled at 11:45:23 UTC Tue Nov 19 2024

E£3F

BEENEALDAPEHRKIE , KELOCALEHRIEIEE T4,



B45

EASALIZ1TLDAPEX A=A IERAF -

<#root>
#

debug | dap 255

ERHPERITE AW FRTNT,
B & 11. 5 A ASDM Webvpn DAPEL E
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_& Device Setup

This panel is used to manage Secure Client Profiles and perform group assignment for Secure Client version 2.5 or later.You
can select a profile to edit, change group or to delete. You can select the 'Add" button to add a new profile. Pressing the
Import or Export button is for uplead and downlead of client profiles between local machine and device.

The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in Secure
Client version 3.0 and later.

There is no Secure Client package installed. Go to
profile.
Secure Client package version 2.5 or later is not found on the ASA device. Therefore, some function buttons

are not available.
Kindly download Cisco Secure Client version2.5 from the CCO and upload in the device.

=Tl e[y deTninertis to install an image before changing any client
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Profile Name Profile Usage Group Policy Profile Location
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INFO X

You are running a version of HostScan/Secure Firewall Posture Image that does not include important security foces.
Please upgrade to the latest version.

Do you still want to continue?
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Error

Error occurred in performing File Transfer

Error wriking request body ko server
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