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https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/multi-instance/multi-instance_solution.html#id_80526
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Add Standalone

Deewice Mame: ﬂﬁ

Template: Cistn Secure Firewall Threat Deferse
Image Version: 725208

Instance Type: Contsiner

@ Before you acd the first container Instance, you must reinitialize
tha security modula/snging £o that tha disk has the cormect
Termatting, You only need to perform this ation onde.
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Overview Interfaces QRLITEINTANTESY Sacurity Engine  Platform Settings

Logical Device List
Stancalons Statusiok
application Version Resource Profile  Mana gement 19 Gateway Hanagement Por t Status
ol 208 gL 1 Ethernet/7 @ onins [ el A
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<#root>

FPR4145-ASA-K9%#
scope ssa

FPR4145-ASA-K9 /ssa #
scope slot 1
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show app- | nst ance

AppTlication Instance: App Name Identifier Admin State Oper State Running Version Startup Version Deplo

Ol i ne

7.2.5 208 7.2.5 208 Container No Instance0l Not Applicable None --> FTDO1l Instance is Online ftd FTD11l
Ol i ne

7.2.5 208 7.2.5 208 Container No Instance02 Not Applicable None --> FTD1l Instance is Online
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Add High Avaitability Pair

Hame-r
| FTD01_FTD02_Inn
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EApIF

-BAARMEEO1/1 (R8P ) : 192.168.10.254/24
-BAKMEEO1/2 (5MEB ) : 192.168.20.254/24
-BAKMEEO/3 (1217 ) : 192.168.80.1/24

TEE R TEthernet V1 “Active IP"RiE .

RERFEZONTEDIP

0. SMENEE> REFTDOL FTD02 HA ( EARSIH ) > STAM., RERFEZONZAIP,

EApIF

-BARMEEO1/1 (R8P ) : 192.168.10.253/24
-BAKMEEO1/2 (5MEB ) : 192.168.20.253/24
-BAKMEEO1/3 (12#7 ) : 192.168.80.2/24
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Edit inside

Manitor this interface for fadures

L] #4

Interface Name:
ingide

Active IP Addrass:
192.168.10.254

Mask:
24

Standby P Address:
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-BAAMED1/8 (halink& A ) : 192.168.91.2/24
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BAKREDO7 (SHRENL ) 0 192.168.81.2/24
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REACPHLIY

j R ESERIFTD,

KIECLIFIAS T AMRES

FNEHIHHARS th1EFirepower CLIFTAIA |, X SASANERE

JZ1T show running-config failover 1 show failover @& SABEIAFTDL_FTDO1 ( £3£4I01 ) & T AHERES.

<#root>
/I confrim HA status of FTD1_FTDOL1 (Instance01 of Primary Device) >
show runni ng-config fail over
failover failover lan unit primary failover Tan interface ha_link Ethernetl/4 failover replication htt
show fail over

Failover On Failover unit Primary Failover LAN Interface: ha_Tlink Ethernetl/4 (up) ...... This host: P
Other host: Secondary - Standby Ready <---- Instance0l of FPR0O2 is Standby Interface diagnostic

JZ1T show running-config failover 1 show failover a5 % BABEIAFTDL_FTD11 ( £3£4I02 ) & ™ ARES.

<#root>
// confrim HA status of FTD1_FTD11 (Instance02 of Primary Device) >
show runni ng-config fail over
failover failover lan unit primary failover Tan interface ha_link Ethernetl/8 failover replication htt
show fail over

Failover On Failover unit Primary Failover LAN Interface: ha_Tlink Ethernetl/8 (up) ...... This host: P
Other host: Secondary - Standby Ready <---- Instance02 of FPR0O2 1is Standby Interface diagnostic (192.16

1Z1T show running-config failover F1 show failover @5 LABEIAFTD2_FTDO2 ( $BISE4101 ) B o A HERES.

<#root>
/I confrim HA status of FTD2_FTDO02 (Instance01 of Secondary Device) >
show runni ng-config fail over
failover failover lan unit secondary failover lan interface ha_link Ethernetl/4 failover replication h
show fail over

Failover On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/4 (up) ...... This host:
Other host: Primary - Active <---- Instance0l of FPRO1l is Active Active time: 31651 (sec) slot 0: UCSB-



1Z1T show running-config failover F show failover @< BABEIAFTD2_FTD12 (Seconday Instance02) 89 & 7] A IR 7o

<#root>
/Il confrim HA status of FTD2_FTD12 (Instance02 of Secondary Device) >
show runni ng-config fail over

failover failover lan unit secondary failover Tlan interface ha_link Ethernetl/8 failover replication h
Other host: Primary - Active <---- Instance02 of FPRO1l is Active Active time: 31275 (sec) slot 0: UCSB-
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Smart Licenses

License Type/Davice Name

{

, FIDm 2
Cisco Frepower 4145 Threat Defense Threst Detenss High Avatatany

5 FID11_FTDNZ_ma(2)
Craco Firapiwar 4145 Thraat Dafense Thrast Daterma High Avatatany

* meabywars (2

3 FTDO1_FTDE2_HA (2]
Cisco Firepower 4145 Thisat Dafanse Treest Deterse High Avadacding

5 FTD11_FTDY2 WA (2)
isco Firepower 4145 Thisat Dafense Trrest Detense High Avalating

5 FIDOT_FTDez_ba(2)
Craco Firepcwer 4145 Threat Defense Thoust Detersa High Avatabiny

4 FTO11_FTDN2 ba (2)
Cesco Frwpowar 4145 Trvat Dofonss Treust Daterda High Avsdatainy

' URL Fimening {2)

5 FTDOW_FTD0Z_HA (2]
Cisct Frapawar 418% Threat Dafense Trrest Datenss High Avstatany

5 FIOTLFTDN2 MA(2)
Giacn Frapowar 4145 Trweat Duterss Troest Detenia High Avstacsiny

WIABERAF AL

LAl

License Status
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o
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in-Compliance
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© W-Complance

Filter Devices ) | Edit Performance Tier Edit Licenses
Devica Type Domain Group
High Awailabitty « Crico Firepower 4145 Theest Detense [ NiA
HGh Availabisty = Crco Firepovend & 145 Thewat Datinse el LI
High Juailabiity - Cis0o Firepower 4145 Theoat Defense kool Ni&
High Awailabiity - Crsco Firepower 4145 Thisat Detense ool NiA
High Availatisty » Cies Fireower 4145 Thena Detunss sl NiA
Hagh Avalabilty - Couos FRapawer 4145 Theas Datunss [ Nia
Hligh Arsilsbany « Cieo Frepowsr 4145 Thinat Dafenss Gilonad MR
High Awsisbany = CHCO Frepower 4145 Thiwal Dafense Giload NiA
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Firepowerf$ (&35 K8 ( AP MFTPERE ) .

VLA 1240

[
N

——

Winl0-0I

192. 168. 10. |

Winl0-03
192, 168.30. |

VLANE124 1

El/1 conl-inside ; * EI/2 conl-outside
i 192.168.10.254 Instance01 192 68,20, 254 -
| |
| O | — _—
i VLANKI239 Instance02 VLANE1238 - 192.168.20. |
P EI/5 con2-inside ;| e W 1: EI/6 conZ-outside I
i 192, 168, 30, 254 : u...; 192. 168. 40. 254 :

El/4 fover
192, 168, 240, 254

El /& fover
192. 168. 240. 253
VLAN#1240

El/l conl=inside
192, 168, 10,253

Instance01

EI/8 fover_link
192, 168. 250, 254

winl0-04
192, 168. 40, |

EI/8 fover_link
192, 168, 250, 253

VLANS 1241

EI/2 conl-outside
192, 168. 20. 253

VLAN#1239

EI/5 con2-inside
192, 168. 30. 253

i nstance02

—

—

VLANK1238

El/6 con2-outside
192, 168, 40, 253

Segment-B




Winl0-01
192. 168. 10. |

" VLANG 240

: EI/I conl-inside
i 192,168,102 |

VLANE1241

El/2 conl-outside
€01 192.168.20.256

! EI/5 con2-inside i1

" Instance02

.

VLANE 1238
El/6 con2-outside

3 192.168. 30. 254 D 192,168, 40, 254 :

192. 168. 20. |

El/4 fover EI/8 fover_link
192, 168. 240, 254 192, 168. 250, 254
|qg|7£-gg | El/4 fover EI/8 fover_link winl0-04
P 1EE S 192. 168. 240. 253 192, 168, 250, 253 192. 168. 40. |
VLANH 1240 VLANE | 241
El/I conl=inside - === EI/2 conl-outside
192. 168. 10. 253 Instance01 g7 63,20, 253
| 1 T
VLAN#1239 Instance02 : MVLM?BS )
ElI/5 con2-inside === 1/6 con2-outside
Segaent-A 192, 168. 30, 253 ES=S9 192.168.40.253 Segnent-8
ERREE
VLAN# 1240 \\ VLANE | 241
EI/I conl-inside In e01 El/2 conl-outside
192, 168, 10, 253 1G2. 168. 20. 253
o | | (O | — _—
& NG5 18: : VLANKI239 Instance02 VLANG#1238 : 192. 168.20. |
P EI/5 con2-inside | mmmmmmmm]: E!/6 conZ-outside i
+ 192, 168. 30. 254 I-!-IE"JEZ. 168. 40. 254 -E
El/4 fover EI/8 fover_link
192, 168. 240, 254 192. 168. 250. 254
quiTLg_gg | El/4 fover EI/& fover_link winl0-04
RS 192, 168, 240, 253 192. 168, 250, 253 192. 168. 40. |
. Active TP . Active IP
. VLAN# 1240 R VLAN# 1241 H
Y St L
. /1 conl-inside Inst 01 El/2 conl-outside H
B B RLGSR TreE
VLANE 1239 'm| VLANH1238
EI/5 con2-inside |n3tanceOE El/6 con2-outside
Seament-A 192. 168. 30. 253 iy 192. 168. 40. 253 Segnent -8
BME#XBCME

SB1: B3 MWin10-01F/Win10-028 FTPE

=% : 517 show conn B & BABIATEKAIO1EI AN KBIRI9R T FTPES,

<tfroot>




/I Confirm the connection in Instance01 of FPRO1 >

show conn

TCP outside 192.168.20.1:21 inside 192.168. 10. 1: 49723,

show conn

TCP outside 192.168.20.1:21 inside 192.168. 10. 1: 49723,

F£=4% : B3 MWin10-03F|Winl10-04H FTPIE#Z,

FEMF : 21T show conn T EABBINESEHIO20 AN R RSB TFTPERE,

<ttroot>

/I Confirm the connection in Instance02 of FPR0O1 >

show conn

TCP outside 192.168.40.1:21 inside 192.168. 30. 1: 52144,

show conn

TCP outside 192.168.40.1:21 inside 192.168. 30. 1: 52144,

idle 0:00:11, bytes 529,

idle 0:00:42, bytes 530,

:02, bytes 530,

idle 0:00:13, bytes 530,

flags UONL // Confirr

flags U O NL

flags UONL // Confirr

flags U O NL

BEHE : BT connect ftd FTDO1#] system support diagnostic-clifs & 543 AASA CLI, =T enablefll crashinfo force watchdog @5 %

, BHEIEE/ERIRE PAYSKHI01 558

<#root>

Firepower-modulel>

connect ftd FTDO1

>

system support diagnostic-cli
FTDO1>

enabl e

Password: FTDO1# FTDO1#
crashinfo force watchdog

reboot. Do you wish to proceed? [confirnj:

EARY  EinstanceOlF R EWE# , EFTPERZEATRT, 11T show failoverFl show conndi & LA HE A FPRO27 InstanceO1AY A A o



<#root>
>
show f ail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/4 (up) ...... Thi s host:
O her host: Primary - Failed Interface diagnostic (192.168.80.2): Unknown (Mnitored) Interface inside (

show conn

TCP outside 192.168.20.1:21 inside 192.168.10. 1:49723, idle 0:02:25, bytes 533, flags U N1

S, 7.1E Instance01 P & 4 Y B3 8 X | nstance023& B 200, 1= 1T show failoverFl show conndi % BAH A Instance02B IR TS

<#froot>

>
show f ail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/8 (up) ...... Thi s host:
O her host: Primary - Active Interface diagnostic (192.168.81.1): Normal (Mnitored) Interface inside (!

show conn

TCP outside 192.168.40.1: 21 inside 192.168. 30. 1: 52144, idle 0:01:18, bytes 533, flags U O N1

S BEFMCLEMEIIRE > 28, BWINSTAMLRS.
FTD1 FTDO1: £. &8

FTD2_FTDO2 : #Bh. 5&3h

FTD2_FID02{Secendary, Actve] Sncs

FTD_FT0N1[Primasy, Active) Snor

BEIAHARTS

%95 . ( "k ) FEFPRO1IMYInstanceOLXE IEE /T |, A LLF I IIRHARRTS . XA LUEI FMC GUITKFRP CLIE K.

EFMCLE |, SiTHEE > 288, ¥ & Switch Active Peer AT FTDOL_FTD02_HAKIHARES



FTD2_FID2{Secondary, Acthve] Snom 3

FTD,FTD 1 [Primary, Astive] | Snoe 3

THAMHARES

—y=

TEFirepower CLIE , &&1T connect ftd FTDO1#] system support diagnostic-cli®i 5 S4Bt AASA CLI., J&1T enablefl failover active #3F 5L
YI#RFTDOL FTD02 HAKIHA.

<#root>

Firepower-modulel>

connect ftd FTDO1

>

system support diagnostic-cli

Attaching to Diagnostic CLI ... Press "Crl+a then d' to detach. Type help or '?" for a list of avail al
enabl e

firepower#

failover active

R BR

ERIEH IR |, EIZ1T show failover M show failover history #H,

<tfroot>

>
show fail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/8 (up) ...... Thi s host:
O her host: Primary - Active Interface diagnostic (192.168.81.1): Normal (Mnitored) Interface inside (!

>

show fail over history



From State To State Reason -

21T debug fover <option>#5 & S8 AMBE IR B B &,

<{froot>

>
debug fover

auth Failover Coud authentication cable Failover LAN status cnd-exec Fail over EXEC conmand execution

s

https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699-configure-ftd-high-avail ability-on-firep.html

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/multi-1nstance/multi-Instance_solution.html

https://www.cisco.com/c/en/us/support/docs/avail ability/high-avail ability/217763-troubl eshoot-firepower-threat-def ense-hi.html#toc-hl d-
46641497



https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/multi-instance/multi-instance_solution.html
https://www.cisco.com/c/en/us/support/docs/availability/high-availability/217763-troubleshoot-firepower-threat-defense-hi.html#toc-hId-46641497
https://www.cisco.com/c/en/us/support/docs/availability/high-availability/217763-troubleshoot-firepower-threat-defense-hi.html#toc-hId-46641497

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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