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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/720/management-center-admin-72/system-ha.html
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csco SECURE

Secure Firewall
Management
Center

Username

admin|

BRFFMC

T2 BN EEKIETF,

Firewall Management Center

Overview Analysis Policies Devices Objects Deploy Q@ @ 4F @ adminvy dul cp¢
—
Q
Summary Dashboard :
Provides a summary of activity on the appliance
Network = Threats Intrusion Events Status Geolocation QoS Show the Last | 1 hour *
—
* Unigue Applications over Time -X » Top Web Applications Seen - » Top Client Applications Seen -
Mo Data No Data Mo Data
Mo devices registared. Mo devices registerad. Mo devices registered.
Click here to register a ce Click here u Br Click here to re ar @ device,
» Traffic by Application Risk - —
S » Top Server Applications Seen - X » Top Operating Systems Seen =X
Mo Data 2 = =
[ =0y v
SR EE0

$ 3.8 FOther Integrations.



Integration Deploy Q @ £+ @ adminv lul

SecureX Intelligence

Security Analytics & Logging Incidents

Other Integrations Sources

Elements
AMP Settings
AMP Management

Dynamic Analysis Connections

CEELTE 323
SHWASMISTRAMETF,

Firewall Management Center

Integration / Other Integrations / Cloud Services Overview Analysis Policies Devices Objects Integration
I —
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
SHMEETMM
S PR5. % tSecondary.
t?irt?v-.fall MaqageTer\t Center abill Overview  Analysis  Policies  Devices  Objects  Integration Deploy Q. @ & @ adminv W SECURE

Peer Manager

Cloud Services Realns Identity Sources High Availatsility eStreamer Hest Input Client Smart Software Manager On-Prem

Select a role for this Management Center and specify peer details to setup high availability.

Role For This Firewall Management Centar:

# Standalone (Mo High Availability)
Primary

Secondary

WAEBIH LHFMCEBFEAE

SERMAT/ENEENWER | RAEERegisterifio



Cloud Services Realms dentity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Select a role for this Management Center and specify peer details to setup high availability.

rewall Management Center

e (Mo High Availabi

Primary

» Secondary

Peer Detalls:

After Firewall Management Canter high av.

bility is configured in virtual or cloud environment, each registerad Firewall Threat Defen: an additional Firepower MCv Davice lig

Consume:

Primary Fir

wall Manag nt Center Host:

10.18.19.21

Registration Key®:

[ clsco123

Unigue MAT ID:

NEeFATEIIBFMC,

N2
\
tl
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Warning

This operation may affect critical processes running in
the background. Do you want to continue?

Mo
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Warning

Do you want to reqister primary peer:
10.18.19.317?

No
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SRR B HBIFMCIRA R B N pending.

Firewall Management Center
anag N FC‘ Overview Analysis Palicies Devices Objects Integration Deploy Q, I+ @ adminv dab

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

10,18.19.31 2023-09-28 13:53.56 Pending Registration -

Bl EFEFMC
EXH/EAFMCLEE SR - 4,
S5 % HPrimary.



Firewall Management Center

ail Othe rations | High Availability

Cverview Analysis Policies Devices Objects Integration Deploy Q @ £ @ admin» % cecure

Peer Manager

Cloud Services Realms Identity Sources High Availability eStreamer Haost Input Client Smart Software Manager On-Prem

Select a role for this Management Center and specify peer details to setup high availability,

Role For This Firewall Management Center:
¢l (Mes High Availability

+ Primary

Secondary

Peer Details:

Configure the secondary Management Center with details of the primary before registration.
After Firewall Management Center high availability is configured in virtual or ¢loud environment, each registered Firewall Threat Defense consumaes an additional Firepower MCv Device license.

Secondary Firewall Management Center Host:

Registration Key®:

Unique NAT ID:

SEe.MABXMBFMCHER , A5 # EHRegister,

Peer Manager

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Frem

Select a role for this Management Center and specify peer details to setup high availability.

Role For This Firewall Management Center:
Standalone (No High Availability)

» Primary

) Secondary

Peer Details:

Configure the dary M ment Center with details of the primary before registration.
After Firewall Management Center high availability is configured in virtwal or cloud environment, each registered Firewall Threat Defense consumes an additional Firepower MCv Device license.
Secondary Firewall Management Center Host:

10.18.19.32
Registration Key*:
cisco123

Unigque NAT 1D:
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Warning

This operation may affect critical processes running in
the background. Do you want to continue?

[ MO




AR BRIEIFHEMAESEEET,

SR8 FWIANEEMHEEIFMC,

Warning

Secondary peer configuration and
policies will be removed. After Firewall
Management Center high availability is
configured in virtual or cloud
environment, each registered Firewall
Threat Defense consumes an additional
Firepower MCv Device license. Do you

want to register secondary peer:
10.18.19.327

R ves




AR BREBFMCERBERREE , ARNEZIRRETREMFMCHRBRFAIEEE,

FREVFHRZZEANE ST ; FEMNAIBRTEEN RS, TUMNAMNETEREERE,
Firewall Management Center

Overview Analysis  Policies Devices  Objects Integration Deploy O @ £ @ adminv iyl

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

ry. Ple eck after high a il t plet
A
Summary Systemn Status
T eqra I O Laca Remote
Active - Primary Standby - Secondary
10.18.19.31 10.18.19.32
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AE  AH#ETHE, MiPRA 4 N Failedf Temporary degraded, WWIRASE REZF|#HE
SEMo

;AN

B& Mg , T H 4 Status Healthy#1Synchronization OK,



Cloud Services Realms

Summary
Status
Synchronization
Active System

Standby System

Identity Sources

Overview Analysis Paolicies

High Availability

eStreamer

Healthy
QK
10.18.19.31

10.18.19.32

FREFEVNWERZRIEERS ; FRERHAR.

Cloud Services

Summary
Status
Synchronization
Active System

Standby System

Firewall Management Center

High Availability

. Devices Integration

eStreamer Host Input Client

Synchronization task is in progress
OK
10.18.19.31

10.18.19.32

Devices Objects

Host Input Client

Integration Deploy Q @ £+ @ adminv {5 SECURE
—
Peer Manager
Smart Software Manager On-Prem
| #%, Switch Peer Roles 4p  Break HA | | Il Pause Synchromzation
System Status
Local Remote
Active - Primary Standby - Secondary

(10.18.19.31) (10.18.19.32)
Operating System 125 725
Software Version 7.25-208 7.25-208

” Secure Firewall
Model Secure Firewall Management

Center for ViMware

Management Center for
Wihbware

Q @ i @ adminv I sECURE

Peer Manager

% Switch Peer Roles &b Break HA | l Il Pause Synchronization
System Status
Local Remote
Standby - Secondary Active - Primary
(10.18.19.32) (10.18.19.31)

Operating System 7.25 7.25
Software Version 7.2.5-208 7.2.5-208
Model Secure Firewall Management il

Center for VMware

FURNARELNREBETREMNHRZ LREHEBE R,

Management Center for
Vilware
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