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FTD-HA
w
High Awvaitaksility

OF_'D'U'”_"_"’“""""'“““'“} Snort 3 Firepower 4110 with FTD  7.2.5

i FT 2{Secondary, Failed) Snor 3 - .
& FTD-02{Sacondary, Falled) [SERED Firepower 4110 with FTD 7,25

EXMIERT , HENR&F (FTD-02)4 THERA

A& HEHRWERE



BRMERALEEIRER T RZVEERE. FEERREEERBERENEND.

SB1IMFMCTHZ DX, SHZEISystem > Tools > Restore > Device Backups , AREIXRIEH

&P, B dDownload:

Firewall Management Center
ewall Management Cente o OvErview Analysis Palicies Davices Objects Integration Deploy Q 00 e ]
Backup Management Backup Profiles
Firewall Management Backups
System Information Date Created File Name VD8 Version Location Size (MB) Configurations

sdmin ~ | s
admin s

Events T

Storage Location: fvarfsfibackup/ (Disk Usage: 8%)

Device Backups

System Information Date Created File Name VDB Version Location Size (MB) Configurations Events TID
FTD-02 5 = T . . oy N ~ i :

I D e eaiard1 11 Threet Delenss 735 2023-09-26 23:48:04 FTD-02_Secondary_202300262 34646 tar build 365 Lacal 53 ves Mo Mo
ETD=01 2023-09-26 23:47:57 FTD-01_Primary_20230926234637 tar build 365 Local Yes Mo No

Cigeo Firepower 4110 Threat Defense v7.2.5

4

FSE2 FHFTDR 7 L& B FHFTDA /var/sf/backup/ B 3 :

2.1Mtest-pc ( SCPEFim ) R &4 X4 L& E/var/tmp/B F TFHWFTD:

@test-pc ~ % scp FTD-02_Secondary_20230926234646.tar cisco@10.88.243.90:/var/tmp/

2.27EFTD CLIZERERT , [& 53X M/varitmp/#zh El /var/sflbackup!/:

root@firepower:/var/tmp# mv FTD-02_Secondary_20230926234646.tar /var/sf/backup/

SEINEEEANAT -1 T , IREFTD-02& 1

>restore remote-manager-backup FTD-02_Secondary_20230926234646.tar

Device model from backup :: Cisco Firepower 4110 Threat Defense
This Device Model :: Cisco Firepower 4110 Threat Defense
Fededededefhdedefhdde NN dd Al dhddeRhdde Rl de NNl dehddedhdd Rt

Backup Details

Fededeededefehdedefhdde NN ddhddedhd AR hd ARl de NN ddhddedhdd RN

Model = Cisco Firepower 4110 Threat Defense

Software Version = 7.2.5



Serial = FLM22500791

Hostname = firepower

Device Name = FTD-02_Secondary

IP Address = 10.88.171.89

Role = SECONDARY

VDB Version = 365

SRU Version =

FXOS Version = 2.12(0.498)
Manager IP(s) = 10.88.243.90
Backup Date = 2023-09-26 23:46:46
Backup Filename = FTD-02_Secondary_20230926234646.tar

TN deh Nl Nl fdhddhddddhdd NSl Nl Nl el ddhddn

FedededededededdhNhhhhhNhhNht Caution FedededededededfhhhNhNNh NN NN dht
Verify that you are restoring a valid backup file.

Make sure that FTD is installed with same software version and matches versions from backup manifest be
Restore operation will overwrite all configurations on this device with configurations in backup.
If this restoration is being performed on an RMA device then ensure old device is removed from network
Are you sure you want to continue (Y/N)Y

Restoring device . e e e e e

Added table audit_log with table_id 1

Added table health_alarm_syslog with table_id 2

Added table dce_event with table_id 3

Added table application with table_id 4

Added table rna_scan_results_tableview with table_id 5
Added table rna_event with table_id 6

Added table ioc_state with table_id 7

Added table third_party_vulns with table_id 8

Added table user_ioc_state with table_id 9

Added table rna_client_app with table_id 10

Added table rna_attribute with table_id 11

Added table captured_file with table_id 12

Added table rna_ip_host with table_id 13

Added table flow_chunk with table_id 14

Added table rua_event with table_id 15

Added table wl_dce_event with table_id 16

Added table user_identities with table_id 17

Added table whitelist_violations with table_id 18

Added table remediation_status with table_id 19

Added table syslog_event with table_id 20

Added table rna_service with table_id 21

Added table rna_vuln with table_id 22

Added table SRU_import_log with table_id 23

Added table current_users with table_id 24

Broadcast message from root@firepower (Wed Sep 27 15:50:12 2023):

The system is going down for reboot NOW!



AR MERKE , RESFHEMCLIEH, EFBIHEHEESIFMC, LA, RZEF

g4 WREHARZD., EFTD CLI% , i Aconfigure high-availability resume:

>configure high-availability resume

FIDEAAMEEINSTAK :
FTD-01(Primary, Active) Snort 3

Firepower 4110 with FTD 7.2.5 | REAN 00 Essentials
Security Mot

TD-02(Secondary, Standby) = 3 4
FTD-02{Secondary, Standby) [SEES Firepower 4110 with FTD  7.2.5 - ik Essentials



ERHEERTMAE D

MR BHFERBNED , BAUBELRER, SUUBRIRFYMRE , LIEBRTIRE
RERFERHIRE, FEEPNENTEIRESENERRENHEIRE. WREREFH
FENERE , FESWOPEESTAM , MEIMHRFAEHE/ERARZAFEERSE , FER
R % AR/ EARE,

S 1.5 EIDevice > Device Management , RIS A AMEENESRE (&1 ). HELEBEN
FTD HAXT ( SE4RLEIR ) , S AdHigh Availability £ 15 :

FTD-HA =3

Gisco Firepower &1

oy 1 Inding S DHCP TEF
High Availability Link State Link
Ethomat] /5 Inserface Etharnat 115
- Fi-LINK
10,10,10,1 10.10.10.1
10016102 10.10.10.2
255.255.255.252 2 5.255.2"
Disabled
Monitored Interfaces
1 3 s
#
4

Failover Trigger Criteria & Interface MAC Addresses

HIR2. PHTHA,

2.15 M EIDevices > Device Management , AR HE LAN=RFE, ARE¥ HBreakitIl :

FTD-HA
-/ &
High Avallability @

Switch Active Peer

FTD-01(Pri Acti FPR411 a4 Force refresh node status
01(Primary, Active) | Snort 3 Firepower 4110 with FTD ~ 7.2.5 BN Socurity Moduls - 1 Essentials 0 Base-AGH i
o Delete

Revert Upgrade

e - a0 Health Monitor
& FTD-02{Secondary, Standby) Snort 3 — . . PR 2:44 -
: Firepower 4110 with FTD  7.2.5 E Sacurity Module - 1 Essentials Traublashaot Files



2.2 1% Force break ,

Collapse Al
) Hame

[}~ ungrouped (1)

FTD-HA
L1~ Vigh Avaltabiity

@ FTD-01(Primary, Active) Snort 3
10.88.171.87 - Routed

(7 FTD-02(Secondary, Standby) Snort 3
10,88.171.89 - Routed

if standby peer does not respondi£ I :

Model Version Ghassis Licenses
Confirm Break
Breaking the High Availability pair “FTD-HA" will erase all ec
ntrol and Fiex Conf
i )
= 3t Snort

ing trafhic inter

Fit

f standby peer does not respond

Access Control Palicy

@ Base-ACP

Base-ACP

~~:z

I8 BT IRETEA

=) ML

—L-LX%O

Download Device List Report

Auto RoliBack

, EFERGIPIHA, PSRN , B RZFFERED
mé"ﬁ%ﬂ’ﬂbﬁm FRRZFEREMERMNEORE , KA



FIRIMRHEFTD, WEEBMRMNFTD , RAERE=R/XE, EHDelete:

Mame Madal Chassiz Licenses Accass Control Palicy Auto RellBack

w Ungrouped (2)

FTo-0 Coegl Firepower 4110 with FTD 7.2.5 B Sy Mo 1 Essentials @ Base-ACP e

@ FTD-02 Snort 3 " . FPR4110-02:443 : Base-ACE 0
e Firepawer 4110 with FTD  7.25 B2 sacurity Module - 1 Essentials 0 Base-ACH @_f
ackel Tracer

Packet Capture
Revert Upgrade
Health Monitor
Troubleshoot Files

HZBRAIFHHIFTD,

4.1.8 M FDevices > Device Management > Add , AR5 # dDevice:

Migrate | Deployment History
Wiaw By: Graup ¥
Al{1)  ®Emwor(0)  ® Warning (1) Offiine (D) @ Normal (0) Deployment Pending (1) ® Upgrade (0) @ Snort 3 (1) @, Search Device [ Add + |
S — D ——
_
e S B2 High Availability
Cluster
HNarme Madel Version Chassis Licenses Access Control Policy Auto Rodil Ghassis
Group
~ Ungrouped (1)
Fio-01 e Firepower 4110 with FTD 7.2 B Essontials © Base-ACP s

10.88.171.87

4.2 1% FTE 75 3% (- A<l 9 Registration Key),EtiEHost, Display Name. Registration Key, Bt
2 17 [A] 432 1) 5% & H & T Register,



Add Device

Select the Provisioning Method:
® Registration Key Serial Number

CDO Managed Device

Host:t
10.88.171.89

Display Name:
FTD-02

Registration Key:*

Group:

Mone -

Access Control Policy:*
[ Base-AcP -

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until vou choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier ¥

Carrier

Malware Defense
IPS

URL

Advanced
Unique NAT ID:t

Transfer Packets

conce | IR



SRS GRS T A,

5.1& M E/Devices > Device Management > Add , #A/5# tiHigh Availabilityi%£3i

Migrate | Deployment Higtory

View By: | Growp v
All(2)  ®Emorfa) @ Waming (o) Offine (0)  ®Mormal(2)  © Doployment Pending (D) ® Upgrade (0} ® Snort 3 (2) 4, Soarch Davice [ A - |
—
Device
- -
v
Nama Moded Version Chassis Licenses Ascous Control Policy Aute Aol Chassis
Group
o Ungrovpsd (2
o FID=01 Snon 3 FPR4110-02:483 AL :
10.88,171 87 - Routsd i 4110 vax FID = B Socurity Mosiuie - 1 Essontlals Base-ACP B L
o FID=02 Snont 3 FPRAN0-02:803 . :
BT e Firapewer 4110 with FTD 7.25 He " L Essentisls Baso-ACP 3 s

52.FBERMNSATAMN, BEEName, Device Type , #%&#FEFTD-014E: Primary Peer , i£#2FTD-
024E Secondary Peer , fAJg % #Continue,

Add High Availability Pair

e

Cra—

Dy Tur:

[Firgwadl Threat Defonse T |

Primary Paer;
FTD-01 -

Secondary Peer:
l D02 -

D Threat Datense High Avadablity pair will hanve primany
SonMRrMIon. LIGandss 11om pamary poar will be
eanvenad to thair high svadabdity vevsions snd speked

on bath peers.
oree




AR FEERRERZENDEFEENRE , EARE/HAFTD-01.

53.\INCIZSATAY , REEEYes,



Warning

This operation restarts the Snort processes of primary and
secondary devices, temporarily causing traffic interruption.

Do you want to continue?

Do not display this message agai Yes




AR BEESTRAMLENBIIMAREMNsnort5|E | XTH

5ABREBSR2ANANSTAMSH , KRR HAJDEM :

(ayay



Add High Availability Pair

High Availability Link
Interface:| Ethernet)/S Sama as LAN Fallover Link

Logical Mame:]  FA-LINE Logical Name:*

Primaey IP:] 10,710,101 Primary |P:*
U IPVE Addross
Secondary I 10.10.00.2 Secondary IP:;*

Subnt Mask:| 255 285 255 252 Subnat Mask:*

IPsec Encryption
Enalied

Kiry Ganeration:

0 LAN taliover link Is used fo syne configuration, stateful fallover link is used to sync application content
Babaenn paers. liniks and £annos b changed later,

6. FIDE AT AMEEIN S EMK :

r FTD-HA -
O~ bign avatiaviey P
° Ta-s“::ﬂan;l “I':::I“:" i) Firepower 4110 with FTD  7.2.5 o e | Essentials Base-ACP ) :

. B - b

@ FTD-02(Secondary, Standby] Snort 3
10.88.171.89 - Routed

Firepower 4110 with FTD  7.2.5 B ;’;ﬁj}&%ﬁﬂ‘f_ 4 Essentials Base-ACP o :
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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