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Theestin
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- addHostFirstPktApp ( protocol_appld. client_appld. payload_appld. IP#tzsit, #wE, %, k& )

NEENMARNEFFZNEIMNRFCIREFRE,

s REMBEAKENE-IMES  EFEFPREFELE.

o RICEIE  RNSNQFESEMNNap , NMARAIER/EF L,

o BEEAPIKIITEDE AP NUHEREREDHERE,

o repectZHER-—ANHRE  ERREFTEENARE I HESLRINNAERF.
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AXHPHEEETUTREMEAIRA
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AXHEFNEEHRETREXIRERRFNREREN, AXHPEANMEREZNERARS (RN ) BEE. DRENREL
TERS , FERRET AR SHBERM,

ThHEEFEAER
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ERElKIET7 IRERRAH TP NIRT7 A% ThEE
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TERE

o BIEluadXfF  BRZXETIuatERP ( TEEEIR ) o I BRIEXHFIEELAPINSHBESER.

o BIERFHBERNIR  EFMC LRI BE UM B H RSN Ivax . BUBKER

o ETRE OFITE B E SN ERFE KPR O/MUASHRERETRE.

o REEEEHN EFMCL , RERIPHR OLIEKNERSN. FHERFEXHMA,

Appl DEEIEIR 1@ MAPI TIERTE



User creates and
activates custom
detector
The APl parses the
and stores the IP,
port and protocol in
cache

User’s network
traffic
For every session,
snort looks up the IR,
port and protocol of

the first packet in the
cache.

kBB E X NRAIAPI FEBRIZAARE

gDetector:addHostFirstPktApp

tch is found in

the cache
Applications defined
in the |ua file by user
are assigned to the
connection,

If this is false, app
discovery stops for the
session. I value is true, app
discovery continues, and
applications assigned to the
session may change

(gAppldProto, gAppldClient, gAppld. 0,"192.0.2.1", 443, DC.ipproto.tcp) ;

o RUEETHSBEAFEXHRERS. (P, HKOMBPE.
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7308 P 4% 1L TCP/UDP/ICMP

FEREM - mUERIEILRE

o HREEUIA : FHIESA“AOL"HIFN,

- Editing Rule New=-Rule-#2-BLOCK_RESET Mandatary @

Mame | Mosw-Ruls-#2-BLOCK_RESET % Action | @ Block with neser B Logging O B Time Rarge | hone Rule Er

Al 1) Zones Hetworks Parls Applications (1 Usrs URLS Dynarmie Alributes WLAN Tags

| +} | Showing 1,153 cant of 6,309 Selecied Sources: 0 Sebected Dessinglions ond Applications: 7
=800 - Fiinvrs Collapraan AN Rirsmay A
100Bac BEF w1 byl

Zchannal AL

O - T

o fEAcurlNiEFRE : curl hitps://www.example.com v/s curl https://192.0.2.1/ ( TESTHIIPH#zsit 2 — )

<#root>

> curl https://ww. exanpl e. con!

curl: (35) OpenSSL SSL_connect: SSL_ERROR SYSCALL in connection to www. exanpl e. com 443

> curl https://192.0.2.1/

curl: (7) Failed to connect to 192.0.2.1 port 443: Connection refused


https://www.aol.com
https://108.139.47.15/

B K IEE 1 iE SR
ERAPI S B EX1aMRAD TR
EFMC LB EE RN , T T RIS -

» Policies> Application Detectors > Create Custom Detector .

Firgiwall Managamant Codnlar

s Béddean Vesha nit [EEY [E
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P 1

= Camgory 13

LT
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B Py B 5]

o EXBHMEH,

- MWNTHRRERERENA,

- %E$FAdvanced Detector Typeo



Create A Custom Application Detector

Mame:
[ First_pkt

Description:

[ First packet demo

Application:
| Pandora

Detector Type:
) Basic (@ Advanced

o k& Detection Criteria F B Lua3{ ¥, REHBCER NS,

Upload a Custom Detector File

Custom Detector Fila:
| CiMfakepath\sve_client.lua

E 2 MRespect Enabled v/s



o EFWANBMHERERT RN EVSNERL RNE (ERAERTREN ).




AR EEEW

1. “HTTPS, WebexHWebexH B\"TEIEZEF AT HAPIFRIR, AT EFREREXHN , RtNA AN ads | H Happldea
FEFRHTTPS, SSLEF i GyazoH kA",

2ABREANMESBREEHEE. EANARN S EZFELAPIESHEES.

HERHERR /2 R

2l ik

o REXHFMNARFIBRPRMFTAE , MERE1NESRVAPIRERIAEMAA,
+ BEEAETAFRAEREFRERE.
o AP LA uaks 88 ST A AT BLTEFT DAY var/sf/appid/custom/lua/l<UUID> T $2 El.

o HEBUERMZ/ET , luaSX T BV R IR ER & B i Bl /var/l og/messagesX A R EIFTD L

CLI : RGE X EHNARF AR

<#froot>

192.0.2.1 443 -> 192.168.1.16 51251 6 AS=4 ID=0 New Appld session

192.0.2.1 443 -> 192.168.1.16 51251 6 AS=4 | D=0 Host cache match found on first packet, service: HITPS(!

192.168.1.16 51251 -> 192.
192.168.1.16 51251 -> 192.
192.168.1.16 51251 -> 192.
192.168.1.16 51251 -> 192.

=0 app event with client changed, service changed, payload
=0 New firewall session

=0 Starting with minimum 2, 'New-Rule-#1-MONITOR', and Src
=0 match rule order 2, 'New-Rule-#1-MONITOR', action Audit



192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 I D=0 match rule order 3, 'New Rul e-#2-BLOCK_RESET', action Re

192.168.1.16 51251 -> 192.0.2.1
192.168.1.16 51251 -> 192.0.2.1

ID=0 MidRecovery data sent for rule id: 268437504, rule_acti

443 6 AS=4
443 6 AS=4 ID=0 Generating an SOF event with rule_id = 268437504 ruleAc

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 | D=0 reset action

192.0.2.1 443 > 192.168.1.16 51251 6 AS-4 ID=0 New Appld session

192.0.2.1 443 > 192.168.1.16 51251 6 AS=4 ID=0 Host cache match found on first
packet, service:

HTTPS (1122), client: AOL(1419), payload: AOL (1419), reinspect: False
192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 app event with client changed,
service changed, payload changed, referred no change, miss no change, Mad no
change, fas host no change, bits 0x1D 192.168.1.16 51251 > 192.0.2.1 443 6 AS=4
ID=0 New firewall session

192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 Starting with minimum 2, 'New-
Rule-#1-MONITOR', and Saclone first with zones 1 —> 1, geo 0(xff0) —»> 0, yan O,
sae, sgt; 0, sag sat, type: unknown, det sat: 0, det sat type: unknown, sve 1122,
payload 1419, client 1419, mise 0, user 9999997, no Mad or host, no xff
192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 match rule order 2, 'New-Rule-#1-
MONITOR', action Audit

192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 match rule order 3, 'New-Rule-#2-
BLOCK_

_RESET, action

Reset

192.168.1.16 51251 > 192.0.2.1 443 6 AS-4 ID=0 MidRecovery, data sent for rule id:
268437504, rule_action:5, rev id:3558448739, Eule_match flag:0x1

192.168.1.16 51251 > 192.0.2.1 443 6 AS-4 ID-0 Generating an SOF event with
zuleid - 268437504

ruleAction = 5 ruleReason =0

ApplID Luat&M2BASMIE

EIADevice FTID LR B FEEE B LFAPIFLuat M ES , B LAEFEaddHostFirstPktApp APIZ & 1IE A F24NB AR N 2§ LK -

1. VDB Appl D# U 88-/var/sf/appid/odp/lua



2. B 7E X 4N 28-/var/sf/appid/custom/lua
Blan - FEEAX4F Fgrep addHostFirstPktApp * o

BRI

o [A8 : REFMCLEE B E M Luate NS,

KWEMNE : /var/sf/appid/custom/lua/

MR FMCLBEN SN EEXNARNBSTELRFE - X, RIEINETREE EEHIvaXX HFTE.

o & EANIuat BRI R

ERBEMHXH . Ivar/log/messages on FTD

HiRAXE:
<#iroot>

Dec 18 14:17:49 intel-x86-64 SF-IMS[15741]:

Error - appid: can not set env of Lua detector /ngfw var/sf/appid/ custonllua/6698fbd6-7ede-1led-972c-dl1:

P HERR S IR
BIE : S&ERRE AP E X Pt R O KR & EWIRBI N A,
HEEHERREY SR



o RWIFEABEFTDLEWE Y HBUETLUAKIIIES,

- WIFFTD LluaX#rIARE , AREFENERE REiR.

. RERBLKEPE-MHESWEHNIP, HOMBPIL

- BRI uake N 25 E SRV E AR ITEL

+ K &Esystem-support-application-identification-debug.

- BT RHost cache match found on first packet. S84 1b1T , MR ZAPI K 3K BEA TE.

BRENFMIER - F R EMERRSTE
E7.4% | REFERAPIFIUL, RBARAFFG INUIKE,

BITHEL R

BT hR -Zil=Et &

20247 A BRATF
10 18H ki
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