FRAFMC CLITt&E15R 5 T ZE(ACE) it K

AT RIMAER G FHEFIRBE PO BRANT BASDDMERFIRTE,
TR
=R

Cisco BB THLUTEE :

+ Firepower R &1i7
o BXREFMC_LEE 1/ A2 Hl 5K B BY &R

fE R A ¢
XN ERET AT REMBEARE :

- BRZ2HAIBEEEHRO(FMC)
- BRIFirepowerE BB H(FTD)

AXEHFNEEHBRETREXRERETNREFREN . ANHPERANAARZERAIERAR
wh(IA) BRE. MRENMELTEIRS , FHRETHRAERSHBERRE,

BRI

I

=|

70N

il

i



ERUTSHN - MRS NAS LR HN

. IPHh3 (RFEHT)

- WO (RFMER)

« URL ( RERMHAEBIFBE X URL )
o NARNZE

. VLAN

- Xig

BRELEANFEANSHAS , FRFLINVANT BFLEE, XANEHERKNAFMC LR &R
MAEE AR AERE EREBHXEKYT B,

a5 FMC CLITT & 15 18] 51 3R T & 1T (ACE)

ZRMFMCE B EAN |, EFR

— .
i Firewall Management Center Overview Analysis Palicies Devices Objects Integration el o 60 @  acmin  dul
«' Port-scan test Try New Ul Layout (_I|  Analyze Hit Counts m

Enter Description

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy Decryption Policy: None Identity Policy: Mon

—
¥ Search Rules X Show Rule Conflicts @ -+ Add Category + Add Rula
e 5 ; ; J 5 o . ?;:..: : ::.--_-..a.. " B
an X 3 Y : o ; Dy e | Actio R E 1

- Mandatory = Port-scan test (1=1)

20

10.3.3.3 TCP (B).80 & Allow =
10.4.4.4 TCP (6):443 & Allow L]

b=
ol

1 Rule 1

=

~ Default - Port-scan test (-)

77 1) 428 31 SR & AR B9 LU B B

WMREFTD CLIRERAN |, ELESIWAN ES B ASAHAN,



Expanding
to 8 Rules.

SEE LAERFMC CLIFR fYperl 8 TR EWB NN EET BAZSDNHRFIKRTE

<tfroot>

perl /var/opt/ CSCOpx/ bi n/ access_rul e_expansi on_count. p

root@firepower:/Volume/home/admin# perl /var/opt/CSCOpx/bin/access_rule_expansion_count.pl
Secure Firewall Management Center for VMware - v7.4.1 - (build 172)

Access Control Rule Expansion Computer

Enter FTD UUID or Name:
> 10.70.73.44
Secure Firewall Management Center for VMware - v7.4.1 - (build 172)
Access Control Rule Expansion Computer
Device:
UUID: 93cc359c-39be-11d4-9ael-f2186chddbll
Name: 10.70.73.44
Access Control Policy:
UUID: 005056B9-F342-0ed3-0000-292057792375
Name: Port-scan test
Description:

Intrusion Policies:



Date: 2024-Jul-17 at 06:51:55 UTC
NOTE: Computation is done on per rule basis. Count from shadow rules will not be applicable on device

Run "Rule Conflict Detection" tool on AC Policy for specified device to detect and optimise such rule

| UUID | NAME | COUNT
| 005056B9-F342-0ed3-0000-000268454919 | Rule 1 | 8
| TOTAL: 8

>>> My JVM PID : 19417
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Advanced Settings

Automatic Application Bypass:

Bypass Thrashold {ms}; 300

Oibject Group Search:

Interface Coject Optimization:
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only 2 Rules.
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https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200522-Understand-the-Rule-Expansion-on-FirePOW.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200522-Understand-the-Rule-Expansion-on-FirePOW.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200522-Understand-the-Rule-Expansion-on-FirePOW.html
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/BRKSEC-3455.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/BRKSEC-3455.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/BRKSEC-3455.pdf
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