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FTDV742 INTERNET PEER ENDPOINT

[Con nection Profile Name

Demo_525 Route Based (VTI) Policy Based

Sites Configuration

LOCAL SITE REMOTE SITE
Local VPN Access Interface Remote IP Address
Y Filter
~

Nathing found

Create new Virtual Tunnel Interface I

Create_VTL_in_VPN_Wizard
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xrface IP address, that form th

»n. Traffic between these netv
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Sites Configuration
LOCAL SITE REMOTE SITE
Local VPN Access Interface ﬁ?emnle IP Address
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FTON742 INTERNET PEER ENDPOINT
Privacy Configuration
@ Int rocd kive nead .
IKE Policy

@ IKE policies are global, you cannot configune diffierent policies per VPN, Auny enabled IKE Policies are available to il VPN
connections.

weversionz (@D weversion1 (@)
IKE Policy

IPSec Proposal

Nene selected EDIT... (1]

Edit_IKE_Policy
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Create New IKE Policy “

Add_New_IKE_Policy

Add IKE v2 Policy

[ Priority Name State
1 AES256_DH14_SHA256_SHA256 c

Encryption
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Diffie-Hellman Group

14 -

[ Integrity Hash )

Lifetime (seconds)

86400
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Enable_New_IKE_Policy
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Y Filter SET DEFAULT
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A
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Add_New_IPSec_Proposal
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Privacy Configuration

IKE Paolicy

) IKE policias are global, you cannot configure differant policies per VPR Any enabled IKE Policies are svailatie to all VPN
COANBELONS.

ixe version 2 (D) IKE vERsion 1 (@)

IKE Policy

Globally applied EDIT..

IPSec Proposal

Custom set selected EDIT...

Authentication Type
(®) Pre-shared Manual Key  (O) Certificate

Local Pre-shaned Key

emote Peer Pre-shared Key
senes
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Configure_Preshared_Key
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Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

Interface

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

S y

IKE V1: DISABLED

|

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful
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HIR 3140 REZEFAUNAARFREEIFTD, EAHP , ATEREN , 28RV, REKER
FRIELKEE

_-i._

L

m v #= == 7 . i
Firewall Device Manager = = @ o . @ H admin L ol
wall Device Ma e Monitoring Policies Objects Dovice: fidw742 ':'9 @ i) Adrministrator aisca SECURE

& Security Policies

2 = (O sstbecyption —+ () kentity —+ () Secunty inteligence — (@) NAT - B Intrusicn

1 rule ¥ Fater o 3 @ +

* 1 Demo_allow
Ak
Default Action Access Control @@ Block  §, [~

Access_Control_Rule_Sample



£3.15% (Wit ) MRNBFFIREE THASNATHUBRERFM , FEFTDLEERFiHmRER
NATE RN, EARHIF , TEEENATEEAN , RNEANFTD LG REEZHANAT,

SW 3 16HBHEER.
'_|._ il DevicaiManager Murﬁ-t_fnng Pn?c‘ies 0:5:15 D m\u‘d? @ @ E :f-fr:::;useru.‘ur . I‘I';él‘; SECURE

Device Summ.

Site-to-Site VPN
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Interfaces Routing Updates

Managemeni: Merged 1 static route Geglocation, Rule, VDB, System Upgrade,

Enal i of 8 Security inteligence Feeds

View All Interfaces > View Gonfiguration > View Gonfiguration >

Smart License Backup and Restore Troubleshoot

Tier: FTDVED - 10 Gbps

View Configuration ;] View Gonfiguration » REQUEST FILE TO BE CREATED ol

View_Routing_Configuration
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" Firewall Devicailianagar T o aE =m @ @ @ @ i admin B
B = Monitoring Policies Objects Device: fidv742 . H cseo SECUF

Routing

Add Multiple Virtual Routers W 3= Commands v £ BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
+

CREATE BGP OBJECT

Create_BGP_Object
BAY  RUENKNER. SMBERHARTEE. £HOKRARE
B - demobgp

$117 : BLBASR S, £ ias-number. FEHAKRMASEHET, EARHEIH | Site1 FTDHASHES
65511,

%217 . BEIPYMY. #ihip-protocol, #%E#FEipv4,

Add New BGP Object

Name Description
demobgp 4
v

Template ® Showdisabled & Reset

iFFrptocol
1 router bgp 6551_

configure address-family [EfsEyeluleiaelalsditn

ipv4

Create_BGP_Object_ ASNumber_Protocol

FAT BMEBEERZRE, ¥iisettings , EFgeneral , A% TShow disabled,



Add New BGP Object @ X

Name Description
demobgp Y
1
Template @ Show disabled | ) Reset

router bgp 65511

configure address-fan
Address Family IPV4 Settings
address-family ipva _..____._

configure address-family ipv4

advanced

CANCEL

Create_BGP_Object_AddressSetting

#6177 . RE+EMRT AT IZITEEBGPM %, % dinetwork-object, B LUEFIA T ANRHIL
B—A, EARRGIG | EEBEX Rname inside_192.168.70.0 ( ELZ |32 61 ) ,

Add New BGP Object

Name Description
demobgp 4
4
Template & Hide disabled ) Reset

router bgp 65511
configure address-family ipv4 v
address-family ipv4 unicast
configure address-family ipv4 general v

distance bgp 286 200 200

Create_BGP_Object_Add_Network



Add New BGP Object ® X

Name Description
demobgp y
e
Template & Hide disabled ) Reset
p +

router bgp 65511
configure address-family ipv4 v
address-family ipv4 unicast

IPV4 Network address

o e

network I

‘cy OutsidelPvdDefaultRoute Network

'y OutsidelPv4Gateway

any-ipvd Network

any-ipv6 Network

Create_BGP_Object_Add_Network2

1117 . _RE+BHRYUBAIZTUAEEBGPAIEHEREE ., Hifineighbor-address , AEFahA
S ZABGPA E Ml , EARAIT , ©R169.254.10.2 ( Site2 FTDHIVTI IP#est ) , ¥ Has-
number , AREFHAATEEXASET, EAREF | 65510 F L 2FTD, £ iconfig-options 3
1% properties,



Add New BGP Object

Name Description
demobgp Y
/4
Template & Hide disabled () Reset

router bgp 65511
configure address-family ipv4
address-family ipv4 unicast
configure address-family ipv4
distance bgp

network 1inside 192.168

ct Configuration Option

configure neighbor 169.254.18.2 remote-as

properties

Create_BGP_Object_NeighborSetting
F1497 . R H+ERUTBERAZITURENSBENELEM, ¥ thactivate-options H & properties,

Add New BGP Object

Name Description
demobgp >
/A
Template & Hide disabled () Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4 general v
distance bgp 28

network inside 192.168.70.0 v

configure neighbor ! .18.2 remote-as

neighbor 169.254.10.2 remote-as e
Select Configuration Option

configure neighbor 169.254.108.2 activate actiuate—optionsv

properties I




Create_BGP_Object_NeighborSetting_Properties

81317 . RE+ERTLTERSRET. EHREFEESR.

Add New BGP Object

Name Description
demobgp >
e
Template & Hide disabled () Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4
distance bgp 2

network inside 192.16

configure neighbor 169.254.18.2
neighbor 169.254.1

configure neighbor 1 54.18.2 remote-as

configure neighbor ! 254.10.2 activate
general
neighbor 1 18.2 activate

advanced

migration

ha-mode

CANCEL

Create_BGP_Object_NeighborSetting_Properties_Advanced

561817 | RERTUHARZEAUZEAREMTURIN,



Add New BGP Object

Name Description

demobgp

Template & Hide «

bled O Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4 general v
distance bgp 20 200

network inside

configure neighbor 169.254.18.2

neighbor 169.254.18.2 remote-as

configure neighbor 169.254.18.2 remote-as ad:
neighbor 1 254.10.2 password secre
configure neighbor 1 18.2 hops optio
neighbor 169. 18.2 version versior Alimbe
neighbor 169.254.18.2 transport conne____.. ..
neighbor 169.254.18.2 transport path-mtu-discovery [elafelii-R"

configure neighbor 16 4.108.2 activate

neighbor 169.254.18.2 activate disable

Create_BGP_Object_NeighborSetting_Properties_Advanced_PMD

814, 15, 16, 1717 : RE-RHAUBERARX LT, AR, EHOK BEARFBGPX R,



Add New BGP Object

Name Description

demobgp

Template £ Hide disabled ) Reset

router bgp
configure addr ~-family ipwd
address-family ipv4 unicast
configure addr
distance bgp

network

configure neighbor

neighbor 1 B <

configure neighbor 169.254.18.2 remocte-as advanced ~
neighbor 169 .18
configure neighbor 2 18.2 hops options
neighbor 1 .18.2 wversion version-number
neighbor 1 ?  transport connection-mode options
neighbor 16 .18.2 transport path-mtu-discovery

confipure neighbor 16 54.18.2 activate propertiesw

neighbor 16 .18.2 activate

CAMCEL

Create_BGP_Object_DisableLines

AT R RFIPHIBCGPIRENBIR, EFLRIERFREREEHMBCGPIRE.,



Name Description

demobgp

Template & Hide disabled Q

router bgp 11
configure address-family  ipv4 v
address-family ipv4 unicast
configure address-family ipv4
distance bgp 28

network inside 192.168

configure neighbor 1
neighbor 1 254.,19.2 remote-as 6

configure neighbor 169.254.18.2 remote-as advanced v

neighbor 16 transport path-mtu-discovery
configure neighbor 169.254.18.2 activate propert

neighbor 16 4.18.2 activate

Create_BGP_Object_Final_Overview

H]R 7. 5BFBCPEEE N,

" Lo = G ™y admin il
Manitoring Policies Objects fidv7az p \L/ B Admioistrator cisca
Routing
Add Multiple Virtual Routers w - Commands v £ BGP Global Settings
Static Routing ~ BGP OSPF EIGRP ECMP Traffic Zones
1 object
W NAME DESCRIPTION ACTIONS
1 demobgp

8 BGP_EE

HIR 87 , Site1 FTDHELE E 5T Mo



ERflESite2 FTD VPNHAIBGP

CLIFSite1 FTDHSite2 FTDHYEL & 8k

, B EFAMMRISIte2 FTDSHEE L3S RNETS,

¥ R1FTD

WR2FTD

NGFWhRZA7.4.2

interface GigabitEthernet0/0

nameif outside

cts manual ( ctsF#ft )

propagate sgt preserve-untag
KBSt A, 2E4E
security-level 0

ip address 192.168.30.1 255.255.255.0

interface GigabitEthernet0/2
nameif 5§

security-level 0

ip address 192.168.70.1 255.255.255.0

interface Tunnel1

nameif demovti

ip address 169.254.10.1 255.255.255.0
B2iE R ¥% O HNED

F&iE B #5192.168.10.1

pEiEE Nipsec ipv4

B&iE R ipsecki & X #Fipsec_profile|e4084d322d
R LI EBIPvAR 5%

host 192.168.30.3

object network inside_192.168.70.0

T M1t 9192.168.70.0 255.255.255.0

access-group NGFW_ONBOX_ACL global

access-list NGFW_ONBOX_ACL remark rule-id
268435457 : iR %K M : NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id
268435457 : L5 N : Inside_Outside_Rule
access-list NGFW_ONBOX_ACL advanced trust object-
group |acSvcg-268435457 ifc inside any ifc outside any
rule-id 268435457 event-log both

access-list NGFW_ONBOX_ACL remark rule-id
268435458 : iR %K B . NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id
268435458 : L5#LMI : Demo_allow

NGFWhRZA7.4.2

interface GigabitEthernet0/0

nameif outside

cts manual ( ctsF#f )

propagate sgt preserve-untag
REHANsotDZA , EHF
security-level 0

ip address 192.168.10.1 255.255.255.0

interface GigabitEthernet0/2
nameif&f

security-level 0

ip address 192.168.50.1 255.255.255.0

interface Tunnel1

nameif demovti25

ip address 169.254.10.2 255.255.255.0

BEiE R 3% O AED

F&iE B #5192.168.30.1

P& Nipsec ipv4

P&iE R ipsecki & X #Fipsec_profile|e4084d322d

R LI EBIPvAR %

host 192.168.10.3

object network inside_192.168.50.0

F Mk 59192.168.50.0 255.255.255.0

access-group NGFW_ONBOX_ACL global

access-list NGFW_ONBOX_ACL remark rule-id
268435457 : 1A% B : NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id
268435457 : L5#M : Inside_Outside_Rule
access-list NGFW_ONBOX_ACL advanced trust object-
group |acSvcg-268435457 ifc inside any ifc outside any
rule-id 268435457 event-log both

access-list NGFW_ONBOX_ACL remark rule-id
268435458 : i[RI %K B : NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id
268435458 : L5#LMI : Demo_allow

access-list NGFW_ONBOX_ACL advanced permit object-




access-list NGFW_ONBOX_ACL advanced permit object-
group |acSvcg-268435458 any any rule-id 268435458
event-log both

access-list NGFW_ONBOX_ACL remark rule-id 1 : 8158
B : NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 1 : L5
 BRIARAEM

access-list NGFW_ONBOX_ACL advanced deny ip any any
rule-id 1

router bgp 65511

bgp log-neighbor-changes

bgp router-id vrf auto-assign

address-family ipv4 unicast

neighbor 169.254.10.2 remote-as 65510
4BfE169.254.10.2 transport path-mtu-discovery disable
neighbor 169.254.10.2 activate

network 192.168.70.0

no auto-summary

TRE

exit-address-family

route outside 0.0.0.0 0.0.0.0 192.168.30.3 1

crypto ipsec ikev2 ipsec-proposal AES256_SHA256
protocol esp encryption aes-256 aes
protocol esp integrity sha-256 sha-1

crypto ipsec profile ipsec_profile|e4084d322d

set ikev2 ipsec-proposal AES256_SHA256

set security-association lifetime kilobytes 4608000
set security-association lifetime seconds 28800

crypto ipsec security-association pmtu-aging infinite

crypto ikev2 policy 1
& aes-256 aes
integrity sha256 sha

E 144

prf sha256 sha

lifetime seconds 86400

crypto ikev2 policy 20

In#aes-256 aes-192 aes

integrity sha512 sha384 sha256 sha
214420 16 15 14

prf sha512 sha384 sha256 sha

group |acSvcg-268435458 any any rule-id 268435458
event-log both

access-list NGFW_ONBOX_ACL remark rule-id 1 : 1585
B : NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 1 : L5#1
: BRI

access-list NGFW_ONBOX_ACL advanced deny ip any any
rule-id 1

router bgp 65510

bgp log-neighbor-changes

bgp router-id vrf auto-assign

address-family ipv4 unicast

neighbor 169.254.10.1 remote-as 65511

4B /E169.254.10.1 transport path-mtu-discovery disable
neighbor 169.254.10.1 activate

network 192.168.50.0

no auto-summary

TEE

exit-address-family

route outside 0.0.0.0 0.0.0.0 192.168.10.3 1

crypto ipsec ikev2 ipsec-proposal AES256_SHA256
protocol esp encryption aes-256 aes
protocol esp integrity sha-256 sha-1

crypto ipsec profile ipsec_profile|e4084d322d

set ikev2 ipsec-proposal AES256_SHA256

set security-association lifetime kilobytes 4608000
set security-association lifetime seconds 28800

crypto ipsec security-association pmtu-aging infinite

crypto ikev2 policy 1
% aes-256 aes
integrity sha256 sha
144

prf sha256 sha

lifetime seconds 86400

crypto ikev2 policy 20

In#aes-256 aes-192 aes

integrity sha512 sha384 sha256 sha
22142016 15 14

prf sha512 sha384 sha256 sha
lifetime seconds 86400




lifetime seconds 86400

crypto ikev2 enable outside

AR B |s2sGP|192.168.10.1A%B
R BE |s2sGP[192.168.10. 18 1%
vpn-tunnel-protocol ikev2

tunnel-group 192.168.10.1 type ipsec-I2I
tunnel-group 192.168.10.1 general-attributes
default-group-policy |s2sGP|192.168.10.1

F&iE40192.168.10.1 ipsecl& 1%
ikev2 remote-authentication pre-shared-key

*kkkk

*kkkk

ikev2 local-authentication pre-shared-key

crypto ikev2 enable outside

4H ZRRE |s2sGP|192.168.30.1 A &P
AR B |s2sGP[192.168.30. 18 1%
vpn-tunnel-protocol ikev2

tunnel-group 192.168.30.1 type ipsec-12I
tunnel-group 192.168.30.1 general-attributes
default-group-policy |s2sGP|192.168.30.1

F&iE40192.168.30.1 ipsecl& 1%
ikev2 remote-authentication pre-shared-key

*kkkk

*kkkk

ikev2 local-authentication pre-shared-key

oAl

ERAER S AT IR BRER ERIZTT.

LB BT IRF A HSSHEMEIBANFTDAICLI , LABE &5 show crypto ikev2 saFlshow crypto

ipsec salif 28 1/ B F 2B 2B BRI VPNAR Ao

=1 FTD

¥WmR2 FTD

ftdv742# show crypto ikev2 sa
IKEv2 SA :

Session-id : 134 , Status : UP-ACTIVE , IKE
count : 1, CHILD count : 1

B&IE IDA i R fvrf/iviPR S B &

563984431 192.168.30.1/500
192.168.10.1/500% /B /4 BK 7 4 BU o {7 8%

Encr : AES-CBC , 40K/ : 256 , # %l
- SHA256 , DH4 : 14 , B RKRIEZH
- PSK , B RIEKIUE : PSK

Fan/SESNET[E : 86400/5145%

fsa : Ai%£#£2850.0.0.0/0 -
255.255.255.255/65535

mF21%E$E250.0.0.0/0 - 255.255.255.255/65535

ESP spifi A/fit : 0xf0c4239d/0xb7b5b38b

ftdv742# show crypto ikev2 sa
IKEv2 SA :

Session-id : 13, Status : UP-ACTIVE , IKE
count : 1, CHILD count : 1

B&3E D AN it FEfvrf/ivifR S A &

339797985 192.168.10.1/500
192.168.30.1/500% B/ B m&E X2 EF
Encr : AES-CBC , Z4A KX/ : 256 , B 5

- SHA256 , DH4 : 14 , B/ BIEZXH

: PSK , B IRIERIE : PSK

F/ESETE : 86400/74099%

Fsa : AN#hi%$850.0.0.0/0 -
255.255.255.255/65535
2% 1% 250.0.0.0/0 - 255.255.255.255/65535
ESP spifi A/ - Oxb7b5b38b/0xf0c4239d




ftdv742# show crypto ipsec sa

S E : demovti
IR EFFRIE : _ vti-crypto-map-Tunnel1-0-
1, B35S : 65280 , At : 192.168.30.1

SR Evrf (ivrf) : £EK
Aibident ( Meut/HEBARD ) -
(0.0.0.0/0.0.0.0/0/0)

miBident ( Mut/HEBARD ) -
(0.0.0.0/0.0.0.0/0/0)
current_peer : 192.168.10.1

#pkts encaps : 5720 , #pkts encrypt :

5720 , #pkts digest : 5720

#pkts decap : 5717 , #pkts

decrypt : 5717 , #pkts verify : 5717
#pktsE4E : O , #pkisfEES : 0

#pkts K ESR : 5720 , #pkts compk I :

0 , #pkts decompk i : 0

#pre-fragf3h : 0 , #pre-fragk W

: 0, #fragmentsE8IZ : 0

KIEHPMTUs : 0, #PMTUs revd : 0, EEEH
##decapsulated frg : 0

#TFCrovd : 0, #TFCK3% : 0

#Valid ICMP£&iRrcvd : 0, #Invalid ICMP45i%
rcvd : O

#send48iR% : 0, #recviEiz : O

S N BR L% - 192.168.30.1/500 , ITAE IR
% : 192.168.10.1/500

B%ZEmtu 1500, ipsecHF£478(44). H4Emtu 1500
PMTURIsATE () : 0, DFXBE : copy-df
ICMP£5IRIGIE : 2/ , TFCEIES : A
X5 i ¥hspi : B7B5B38B

LI AYhspi : FOC4239D

N
R

Adkesp sa :

spi : 0xFOC4239D (4039386013)

SAIRE : J&3

it - esp-aes-256 esp-sha-256-hmacTc/E 48
FERAFMIRE={L2L , Tunnel, IKEv2, VTI, }
1 . 0, conn_id : 266 , INZRARES : _ vti-
crypto-map-Tunnel1-0-1

saitht : MRBHERFH (kB

) : (4285389/3722)

VAR 16FF

ftdv742# show crypto ipsec sa

0 : demovti25
IR EFRIE : _ vti-crypto-map-Tunnel1-0-
1, F%5 : 65280 , At : 192.168.10.1

SR B vrf (ivrf) : £EK
Aibident ( Meut/HEBARD ) -
(0.0.0.0/0.0.0.0/0/0)

miBident ( Mut/HEBARD ) -
(0.0.0.0/0.0.0.0/0/0)
current_peer : 192.168.30.1

#pkts encaps : 5721, #pkts encrypt : 5721,
#pkts digest : 5721

#pkts decap : 5721 , #pkts

decrypt : 5721 , #pkts verify : 5721
#pktsE4E : O , #pkisfEES : 0

#pktsKIESR : 5721 , #pkts compk I :

0 , #pkts decomp%k ¥ : 0

#pre-fragf3h : 0 , #pre-fragk W

: 0, #fragmentsE28IZ : 0

KIEHPMTUs : 0, #PMTUs revd : 0, EEEH
##decapsulated frg : 0

#TFCrovd : 0, #TFCK3% : 0

#Valid ICMP£&iRrcvd : 0, #Invalid ICMP45i%
rcvd : O

#send4giR% : 0, #recviEiz : O

S N BRI+ 192.168.10.1/500 , ITAE IR
% : 192.168.30.1/500

B%Emtu 1500, ipsecHF£478(44). H4Emtu 1500
PMTURIsTE () : 0, DFXBE : copy-df
ICMP£5IRIGIE : 2/ , TFCEIES : A

L5 ¥hispi : FOC4239D

LI AYhspi : B7B5B38B

N
mnx

Adkesp sa :

spi : 0xB7B5B38B (3082138507)

SAIRE : J&3h

it - esp-aes-256 esp-sha-256-hmacTc/E 4R
FERAFMNIRE={L2L , Tunnel, IKEv2, VTI, }
1 . 0, conn_id : 160 , INZRARES : _ vti-
crypto-map-Tunnel1-0-1

saitht : MRBHERFH (kB

) : (3962829/3626)

VAR 16FF




EERNZR Y

REBEMNE :

OxFFFFFFFF OXFFFFFFFF

Hitesp sa :

spi : OxB7B5B38B (3082138507)

SAIRZ : JEB

it - esp-aes-256 esp-sha-256-hmacTc/E 48
FERAFMIZRE={L2L , Tunnel, IKEv2, VTI, }
& - 0, conn_id : 266 , INZRBRET :  vti-
crypto-map-Tunnel1-0-1

saitht : MRBHERFH (kB

) : (4147149/3722)

VKA 16T

EERNZE Y

REHEMLE :

0x00000000 0x00000001

EERNXZE Y

REBEMNE :

OxFFFFFFFF OXxFFFFFFFF

H¥tesp sa :

spi : 0xFOC4239D (4039386013)

SAIRZ : JEB

it - esp-aes-256 esp-sha-256-hmacTcE 4R
FERAFMNIZRE={L2L , Tunnel, IKEv2, VTI, }
& : 0, conn_id : 160 , HNZRERET :  vti-
crypto-map-Tunnel1-0-1

saitht : MRBHERFH (kB

) : (4101069/3626)

VK 16T

EERNZE Y

REBEMLE :

0x00000000 0x00000001

F=% . A S show bgp neighborsFlshow route bgpi@iJ 12 #| A HRSSHE M B FANFTDHY

CLIARIEBGPIRZS,

¥m1FTD

¥Wm2 FTD

ftdv742# show bgp neighbors

BGP4BER169.254.10.2 , vrf single_vf , If2AS
65510 , HAEPEERE

BGPh 244 , izf2 & HESID 192.168.50.1
BGPIRA=B1I , F£1d20h

L REERRT A1 00:00:25 , EXBARHE R
00:00:45 , {R¥F6TE 7180 , RIFEZEER
60%

WELXE :

1MNES , AXFZRE (2E2R)
MEIEE -

AR EBEM2ER (F)
LA\ (A IASNIHEE - EBE M 28K
kR 5 IPv4EHE - B R

LFEIEE

HESRITER -

INQFRE 70

OutQRE 70

KiZMIRevd
TF 11
BHA:00
BH: 22

ftdv742# show bgp neighbors

BGP4BER169.254.10.1 , vrf single_vf , If2AS
65511 , S\EPEERE

BGPHRA4 , ii2HEHESID 192.168.70.1
BGPIRA=BE I , #4£1d20h
EREENRT A1 5 00:00:11 , EXBARE R
00:00:52 , {R¥FETEI 180 , RIFERZE FER
60%

PBEEF -

1NES , AXBEZLE (28A)
BIBINEE -

RERE  EBEMEEW (F)
MAN\HARASNIIEE - EBREFMEZER
it RBIIPv4 £ IE - BEANER

LLIEINEE

BRIt EE :

INQRE N0

OutQRE R0

KiEMIRevd
TH 11
BH:00
BH: 22




Keepalive : 2423 2427

BEEmIET 0 00

&1t : 2426 2430

BEIZT 2R BRIAEEE R R 308

X F ik R IPv4 £ iE
218 1 169.254.10.2
BGP&RHMA3 , 4BFEHRA3/0
BWHBAFIRAD -0

#5l1

1INEFAR R
KiZHIRevd

BIES -
MPRIER : 11 (HFESOFET )
BIREE - 11
fREE : 00
SRB\E: 00
BAERERR . FEA1
AEZEE :nal

HH U A U

7 3t SR BE 35 40 B BT 43
KEENFEZHNRERE  1n/a
Ait:10

RENEHRPHUNLRIZ : &K1, §/0

BRTH#HURE , RIBEXEFZ]169.254.10.209
B

BEINERE1; EEFO

EREENF

&% (tcp) path-mtu-discovery B2 F
Graceful-RestartE2 2 A

Keepalive : 2424 2421

BEERIE 00

Bt : 2427 2424

BEETZ RN IARER B H30¥

X Fiak R IPv4 2 iE
£1F : 169.254.10.1
BGP&RHMRA9 , 4BFEHRA<9/0
BHEBBIKA -0

%54

ANEFAR R
KiZBRcvd

BIES -
MPEIER 11 (HFESOFET )
BIREE 11
fREE : 00
SRBEE: 00
BAERERE  TER1
AEZEE :nal

HH U A U

7 3t SR BE 3R 40 BY B 43
REENFEZHNRERE  1n/a
&it:10

REMNEHPHNLRIZL : &K1, &0

BHRT#utRER , RIBEXEEZ1169.254.10.189
gz

BEIERS ; BEEFS3

FREE1d21h , BT RiE1HEOED

&% (tcp) path-mtu-discovery B2 F
Graceful-RestartE2 2 A

ftdv742# show route bgp

1B L-AK# , C-BiEE, S84S5 ,R-

RIP , M -#3) , B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF
NSSA external type 2

E1- OSPFA\EFKHE1 |, E2 - OSPFAERER2 | V
- VPN

i - I1S-IS, su - I1S-IS summary, L1 - I1S-IS level-1,
L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U -

ftdv742# show route bgp

B3 :L-AKih , C-BEE,S-8#5,R-

RIP , M -#3) , B-BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF
NSSA external type 2

E1- OSPFA\EFKEHE1 |, E2 - OSPFAERERI2 | V
- VPN

i - I1S-IS, su - I1S-IS summary, L1 - I1S-IS level-1,
L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U -




per-user static route

0-ODR, P-EH THMNBSKH , +-EFIKH
S| -§7SInterVRF, Bl - BGP InterVRF
Gateway of last resort is 192.168.30.3 to
network 0.0.0.0

B 192.168.50.0 255.255.255.0 [20/0] ( @&
169.254.10.2,1d20h )

per-user static route

0-ODR, P-EH THNBSKH , +-EFIKH
S| -§7SInterVRF, Bl - BGP InterVRF
Gateway of last resort is 192.168.10.3 to
network 0.0.0.0

B 192.168.70.0 255.255.255.0 [20/0] ( &1t
169.254.10.1,1d20h )

=2 : Site1 & P inFSite2% 7 i M8 B 2 |8 B 2 ping &

R

Sitel_Client#ping 192.168.50.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5),

YR R2F U

Site2_Client#ping 192.168.70.2
Type escape sequence to abort.

round-trip min/avg/max = 31/56/90 ms

Sending 5, 100-byte ICMP Echos to 192.168.70.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =

B HERR

R RE T THTHEERITHREHRROES.

12/39/71 ms

A LA A iX e debug i & X VPN ER 5 2 1T E BEHE ER

crypto ikev2 platform 255
crypto ikev2 protocol 255
crypto ipsec 255

vti 255

debug
debug
debug
debug

A LA A X e debugp & X BGPER 20 1 17 H R HERR




ftdv742# debug ip bgp ?

A.B.C.D BGP neighbor address

all All address families

events BGP events

import BGP path import across topologies, VRFs or AFs in BGP Inbound information
ipv4 Address family

ipv6 Address family

keepalives BGP keepalives

out BGP Outbound information

range BGP dynamic range

rib-filter Next hop route watch filter events
updates BGP updates

vpnv4 Address family
vpnv6 Address family
vrf VRF scope

<Cr>
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