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AR WD P REN XA REE R FETREH.

sudo openss| req -in server.csr -pubkey -noout -outform pem | sha256sum

B MIEF R ER 5 H 2 A B SHA- 256158 F
sudo openssl pkey -in server_key.pem -pubout -outform pem | sha256sumdns 53 i HH FA 48 3244 e 2043 B9 SHA- 256 36 7
sudo openssl X509 -in server_cert.pem -pubkey -noout -outform pem | sha256sumis 4 M & H BYIE 5 32 4 fr 5 H 22 A BRI SHA- 2561 1 H .

IEHAMAL A S E, WRARERAEBERER , Wserver_cert.pemXHFFHE.

admin@ctb-manager:~$ sudo openssl req -in server.csr -pubkey -noout -outform pem | sha256sum 3e8e6b0d39

WIAFAARZ B EIERY
DEBRRAFSHEFRECTBEEES, 151Tssh-keygen -yf server_key.pemin ¥,

MRAATTERD , WARERED,

admin@ctb-manager:~$ ssh-keygen -yf server_key.pem ssh-rsa {removed for brevity} admin@ctb-manager:~$

AL B MAL AR PEM4REZHY



AR TMERRIED ZBIMITIXERIE,

NEERAFBHEZICTBEESR,
{8 Fsudo cat server_cert.pem S EFserver_cert.pemX AR, BB ENIIE 4B FARS S,

XHMHE—TME=TRD BN - BEGIN CERTIFICATE----- #l-----END CERTIFICATE--——,

admin@ctb-manager:~$ sudo cat server_cert.pem ----- BEGIN CERTIFICATE-----



{8 Fsudo cat server_key.pemfi &= & server_key.pemX ik, BIFENILBELZBEG S

XHHE—ITME =T D BN —--BEGIN PRIVATE KEY---- #1---—-END PRIVATE KEY -

admin@ctb-manager:~$ sudo cat server_key.pem ----- BEGIN PRIVATE KEY----- {removed_for_brevity} ----- END

BZIEP

ERBERILESH

o LDZRESEPHEENAF BBEIISSH (Secure Shel ) B XK EICTREERS , ZAFEE N admin” B,

« & Hsudo opensd req -x509 -newkey rsa:{ key_len} -nodes -keyout server_key.pem -out server_cert.pem -sha256 -days 3650 -subj
/CN={ctb_manager_ip} @85

o FERSIRFRFARKE ( 51202048, 40968%8192 ) B thrsa{key len}

o fEFCTBEEET SAIPEXR{ctb_ manager_ip}

admin@ctb-manager:~$ sudo openssl req -x509 -newkey rsa:4096 -nodes -keyout server_key.pem -
[sudo] password for admin:
Generating a RSA private key

admin@ctb-manager:~$

o fEMcat server_cert.pemin T EEsarver_cetpemX i , ABFAREHIENEHX AP , SUETSUFE MM B AR i T /e
FEM X ARRERR . REXMH. BETUFXEHMNE /home/admin F 5 SCPH X,

admin@ctb-manager:~$ cat server_cert.pem
————— BEGIN CERTIFICATE-----
{removed_for_brevity}

————— END CERTIFICATE-----
admin@ctb-manager:~$



«  fEMsudo cat server_key.pemin B EEserver_key.pemX# , HIEABREFEENEHAXF , HETT LU E RSB 2t THE
VAT XA RIS, REN M. B A LU XM B /home/admin FHSCPH %,

admin@ctb-manager:~$ sudo cat server_key.pem
————— BEGIN PRIVATE KEY-----
{removed_for_brevity}

————— END PRIVATE KEY-----
admin@ctb-manager:~$
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Application Settings

General  Software Update  Smart Licensing User Managerment TLS Cenificabe

CTBIE I+

+ 1% Upload TLS Certificate , SRS L A& TLSUE 3T & E %R UEH A LA M9 server_cert.pem Flserver_key.pem » 3R 3L
HRE %R LA,

Upload TLS Certificate ot

Choose the file that contains the certibicate (in PEM format) and the fle that contains the
private key (in PEM format], and click Upload.

Certificate Private Key
+ Choose file J | % Choose file |

Certihcate details

o BEBRXH#HE , RIESBREBRAIPNZEALS  ARTRRENTBNLAER , WTAR.



Upload TLS Certificate >

Choose the file that contains the certificate (in PEM format) and the file that contains the
private key (Iin PEM format), and click Upload.

Certihcate Private Key

B certpem B key.pem

w Certificate details

subject Name
bz 10.209.35.152
Issuer Mame
10,209, 35,152
CTBIE$ E4&

o BB EEREHEUEEIER, Wb ULE/LSHABTENRES  EFNEIELBRERIRE,

o ZEFIICTB ManagerTi mMWebi 4l & H S5 Settings > TLS Certificate ABFIFFFAEL (MFHIM AR ) |, HEAW
KREEFIEIRFAEE (WFHIF) .

EHBroker i &

—BCTBEERTREFTNFMEDS , SNCTBRET RMLAFHEH.



1. B ssh&FE M BT K Hi=1Tsudo ctb-manage T H

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual lecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for admin:

o HIRRECERZFIED,

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(o) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

o RIFEHEMAGEES (NRENSEFIEPHNERE ) |, FEFy UESIES. RFAPED , BIRFEERERT. K
SRIRZTREEISDHIRETR.

== Testing connection to server exists

== Fetching certificate from 10.209.35.152
Subject Hash

3fcbcd3c

subject=CN = 10.209.35.152

issuer=CN = 10.209.35.152

Validity:

notBefore=Mar 28 13:12:43 2023 GMT
notAfter=Mar 27 13:12:43 2024 GMT

X509v3 Subject Alternative Name:

IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y

== Writing /var/Tlib/titan/titanium_proxy/ssl/titanium.pem
done



== Starting service

B & LA (CA) & BV IE

& RIEB MR AT IR BYIEH LR EFR(CSR)

o DZRESEHEBNAES S HIETSSH (Secure Shel ) B FZEICTBE RS | AP EE N admin” A M.

o % Hopensd req-new -newkey rsa:{key len} -nodes -addext "subjectAltName =
DNS:{ cth_manager_dns name},IP:{ctb_manager_ip}" -keyout server_key.pem -out server.csrii $. MREE | IPFREHTH M
N EHEE,

+ FE{ctb_manager_dns name} ACTBEE T SHIDNSE R

«  FACTBEEST SHIPE ®{ctb_manager_ip}

o FERBEERMNFAKE (51202048, 409688192 ) Ek{key len} o

admin@ctb-manager:~$ openssl req -new -newkey rsa:4096 -nodes -addext "subjectATtName = DNS:
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Tleft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems Inc
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ctb-manager

Email Address []:noreply@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
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EXAgmERT , BIEH L—SHEENIEBH BB RIAFHEFOREIES ( /R FEECA ) MEIPEME XA B4
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CTBIRER#R

o SMETLSIEHR"(TLS Certificate) it

'fl:|||5'-;!::' Telemetry Broker Owerview  DataFlow  Destinations  Input

Application Settings

General  Software Update  Smart Licensing  User Management  TLS Centificate

CTBUEH &I+

. ##BUpload TLS Certificate $A/5 it B 4E b — %5 b QIRM B THRIED | A EATLSIER T EES server_key.pem
B REB AL ERMCTBEES, RIEHE | BB LI,

Upload TLS Cernificate >

Choose the file that contains the certificate (in PEM format) and the Ale that containg the
private key (in PEM format), and click Upload

Certificate Private Koy

# Choose file ' | % Choose file

Certificate defails

Cancel

o ERXHE , RIESEFBAIBNZEALS  AETARENIBNLAER , TR,



Upload TLS Certificate s

Chaode the Bl ol containg the cerlifcate (in PEM formatl) and e 8 Bhal containg the
pirivase ey (in PEM formmat), and chick Upboad.

Certihate Private Key
B ctb-mansger pem W server by

« Cefihcate details

Subject Mama
i Pronings Mt Carcling
HTE
CERCD SyFieird Inc
cth-manafer

Lanirat ; Tar

lssuer Mame
CEeoTAC
Subject Alternate Mame ctb-manager
10.208.35.152

Cancel Lo

CTB CAML& 9 iE P I E

o EFREERHEN EEINER. Web UNRELB0WABITENES , HEEFBIHEEREIWeb Ul,

. BRIICTB Manager’t AWebiZ & 3 2 #BlSettings > TLS Certificate BB EHFMES ( MFBMWAL ) |, HeEAN
HBEERIBEAEE (MFHE ),



E#Broker =

—HCTBEERTRANMNF IS , S#/CTBRET RAAF I EH.

1 B sshBF B MNMET R HiZ1Tsudo ctb-manage i H

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual Tecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.

#3) With great power comes great responsibility.

[sudo] password for admin:

o HIRTRECERZRIED,

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(0) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

o RIFFHHFAEE (MRENEXRIEFNETE )  ARByUERES, RSFEFIES , —EBEIRS , FEER
Ro BRFEBHBZRSAIRERR15T M RET Mo

== Testing connection to server exists



== Fetching certificate from 10.209.35.152
Subject Hash

fa7fdofb

subject=C = US, ST = North Carolina, L = RTP, 0 = "Cisco Systems Inc", OU = TAC, CN = ctb-manager,
issuer=DC = CiscoTAC, CN = Issuing CA

Validity:

notBefore=Jun 13 16:09:29 2023 GMT

notAfter=Sep 11 16:19:29 2023 GMT

X509v3 Subject Alternative Name:

DNS:ctb-manager, IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y

== Writing /var/lib/titan/titanium_proxy/ssl1/titanium.pem
done

== Starting service

¥ ur

B FEICTB Manager ¥ R Webi2 &l & 3 S M Bl Settings > TLS Certificate AZFIERHFMES ( MFHBHEH ) , IEAXNKLREFIE
PHRAGE (WFIE ),
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cisco

Overview

Data Flow

Telemetry Broker

Destinations

Application Settings

General

TLS Certificate

stname ctb-manager

Software Update

Smart Licensing

Expires Sep 11, 2023, 0B:19 PM UTC

Certificate details

Subject Name

Subject Alternate Name

us

Morth Carolina
RTP

Cisco Systems Inc
ctb-manager

TAC

Issuing CA

CiscoTAC

ctb-manager

10.2098.35.152

Inputs

User Management

Broker Nodes

Manager Node

TLS Certificate

Integrations

Notifications

“$ Upload TLS Certificate

following:

@@  + Each connected broker node needs to trust this certificate.
= If a broker node is not communicating with the manager node, re-register the broker node by doing the

= Use 55H or the VM Server console to log in to the appliance using the admin credentials.
= Run this command: ctb-manage

https:f[10.209.35.162[sattings

CTBIEBEAMEL

RIFCTBRET RECTBEESET AWeb UHF 2B E TER.

B HERR

MBEBFTEE (FIMRDEIES ) , MCTBREF AL ESERRTRBRE

Since’,

Broker i RUFFR S 8 B M 5 R ILRSH R E

, AERIET S5 R StatusHl 1 & R “Not Seen

2 BICTB Manager i | CLI 3 % Hisudo grep -ic begin /var/libftitan/titanium_frontend/ssl/cert.pem 5% , & cert.pemX R HIEREKE

o



admin@ctb-manager:~$ sudo grep -ic begin /var/lib/titan/titanium_frontend/ss1/cert.pem [sudo] password

BRENHHEFTESTEPNCARZ RN ECTBEESS,
WRFEABZRIES , MR 1HE .

MRPKIERE R HEH R MACANEMNMRECALAR , NITAHAMH2,
WMRPKIEfRIEEE —MRCAR — MK HCA |, MFARIH K3,
MRPKIERMREZE —MECA, —PMNECAFI—MNRHCA | % H4.

4 5 1E E 4R A (20 Microsoft Windows Crypto Shell Extensions) 1 22 & ilE 5 &1 51 H 89 PK 1 3 1T L3

a Cemdate

it B A e

[IN) Root Certificate Authority
B9 lssuing Certificate Authority

e

PKI &A% e

EHEH |, PKIERREEE —MECAFI A HCA,
EZEH  SONREETBRS,
MRAHKZHTAY , FEEFEAEBRIEIRT2HPNLE , UAEIERRERE,

EHREFIEFRET , Microsoft Windows Crypto Shell Extensions SR A b 1+ E #15% 5 2B HE BRWIEIEH , Mg HIEFRAIEHH L

£ Ro

MCLI% Hsudo ctb-mayday #F , £ RMayday3B43E , HTACH I,
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