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1. EREESTEBEESIMUEERRFS S HIERER,

Thaz secton allows you te creats an SSL or identty certficate request. The identity cerificate request allows the
VP 3000 Concentrator to be enrolled into the PEIL The certificate request can be sent te a CA, which will

tssue a certificate. The CA's coriificate must be installed as a Certificate Authorizy before installing the
cerfificate you requested,

Choose the type of certificate request to create

« Tdentity certificate -
s ==L certficate

<= 5o back to Certificate Manasement

2. %£$#Administration > Certificate Management > Enroliment > Identity Certificate , A5 &£ &
Enroll via PKCS10 Request(Manual).

Select the enrolinent method for the sdentity cerbficate. T'o mstall a certificate wath SCEP, the wwomng CA's
certficate must also be mstalled with SCEP. Click: here to mstall a new CA usme SCEP before enrolling.

“a_Enroll ma PECS10 Bequest ;l-.{m:_f?
s Enroll na SCEP at BEAvS TR oothD SerwCH

o Enroll ma SCEF at TestCA6-8 at Cisco

<< 3o back and choose a different type of cerificate

. EEEBERNFE , RAER T Enroll’'s, AHIFEETIXETE, AR — altiga30AR %y —
IPSECCERT ( OURI S E Bl B/ IPsectl & L ) H4R- Cisco Systemsf B — RTPM/&E — Jt
FERPER — EETLRETE — (HAKRER ) BAKD — 5125 - MEFEAERIE
FIEMDI(SCEP)IERSSLIE B FAUEH |, MIXLE 2 M — A FHRIRSAIEI, RSA 51211
RSA 768ZRSA 1024/ RSA 2048ZDSA 512{uDSA 768{ZDSA 102411
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Enter the mformation to be mchided i the certficate request. The CA 5 certificate must be installed ar a Certificate Authority
before metaliing the certificate yvou reguested. Please wait for the operation to finish.

o on Name (CN) [uhigﬂlll Enter the common name for the VP 3000 Concentrator

to be used m ths PET
Organizational Unit (C¥) |IPSECCEF1T Enter the department.
Organization () [Eﬁsm Systems Enter the Organization of company.
Locality (L) [RTF Enter the city or town,
State Province (SF) |Nnnhﬂmnlina Enter the State or Provmce.
Enter the two-letter country abbrematon (e g Tted
[ s
ountry (C) | States = US),
Suhbject AlternativelName | Enter the Fully Qualfied Domein Mame for the VP
(FODN) 3000 Concentrator to be used m this PEL
Subject Alternative™ame (E- I Enter the E-Mail Address for the VEN 3000
Mail Address) Concentrabor to be used m thus PEL
Eey Size | FRSA 512 bits "'I Select the key size for the generated ESAMSA key parr.

Enoll | Cancel |
BEHEEME , BEIRZIED. E—PMEOBRAESERIES,

A certificate request has been generated. In a few seconds, a new browser window will open up with the certficate request The
request can be saved as a fle, or copied then pasted mto a CA's management mterface.

The request 1z located on the VPR 2000 Concentrator wath the Glename ples0001.xt . When you are done, you should delete
thus fle, go to the File Managerment page 1o delets the cernficate regquest.

s o to Certificate Management
o o to Cerpficate Enrolliment
s Goto Certficate Installabon

REELITIT - HERR 2R E M 7 E RIERIPKCSIER X4,
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Jhﬁw]fl’?.!ﬂ.lﬂ.ﬂl-ﬁﬂ 3"-;“ _J_'.

Welcome

i use this web sile (o requesl & centibcate for your web broweser, a-miall chant, or other secure program. Once you acquene & carificate, you
will b= able 1o securaly identify woursall 10 ofher peopks ower the web, sign your s-mail messagses, encrypl your e-masl messages, and mors
Caending upsomn B iyl of Cortificalo You request

Select a task:
= Retrigve the CA carificate or certificate revocation list
& Request & certificate
 Chéecl on a pending certificate

6. R BRER", REEHT—F"
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Choose Request Type

Plaase select the type of réquest you weould ke to miske

O Lbgir Coatif cale fisguss Bt

& Advanced request

TR

7. 1% Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request
using a base64 encoded PKCS #7 file , #AJ5 ¥ iiNext,
Y “tii sl vt ahe Sefveles - SBCnasalt Ibemet Pxplares
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Advanced Centificate Reguests

You can request a carhicate for yoursell, anolher user, o 8 Compuler using o of the followeng methods. Mobe that the polcy of B certihcabion
suthaity (CA) wall datenming the cetifcass that you cah obitain

© Submil & certificale reguest 1o this CA wSing a form

SubMiIt @ Cerificate rsQuest usang & basetd encoded PKCS #10 fike o @ renewal nequest using & Dasetd ancoded PHCS &7 fik

Request 8 cemificats for @ sman card on Dehalf of another user using the Smart Cand Enroliment Stalion
¥ow must have a0 ervoliment sgent cetdc e fo subimi § sequesl for gnother woer

8. JFPKCSX #4814 H ¥k BlSaved Requestil 7 TN AZERF, REERTERR.
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Submit A Saved Reguest

Faste a basetd encoded FEKCS #10 carrhcate raguest or PHICS #T renewal request generated by an estemal application (such &5 a web
sarvel) info the requast field to submit e reguest to the certificalion authonty (CA)

Saved Hegquess

TN TedWGREo e FFPedC uQfed Y EﬂII!ﬂI‘Eﬂgl
GLAT)SuTEILupqRilqr I LBQr G L3 T+ wHEEpsded
Bazshd Encoded |[Bgi4ihkl

Carrficate Peguest |-——--END NEV CERTIFICATE FEQUEST--———
PHCS #10 o 8
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| omon you | = D@ PDE @
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|0 Burrichend| St it Rmfresh,
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10. FEBRIEBMEMIEH, EEHCARSESL |, %EZECheck on a pending certificate(i ZiE i

BgﬁE:F; y %EiﬁNeXt -F_$ o -
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Welcome

You use this web site to request a cerbificate for wour vl browser, -masl chent, or other secure program Cince YOou acqure @ cerbficale, you

will D abbe 1o Securely idenbly yoursell 1o other Deapls v the web, SIgN your -mMail MesSagss, SnCrypl your -mail mestages, and mon
dapending upon the type of cartificate you regquest

Select a task:
© Rafrigs the CA Cerificatle of carificale rsvoCabion list
T Request a cerificate
& Check on a pending certficale

11. i£$¥Base 64 encoded , A J5 ¥ HiDownload CA certificate on the CA server,
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Certificate Issued

The cartificabe YOI reQuesied was 155Uad (D you

©DER encoded of * Basa 64 ancoded
Download ChA cemificate
[N, & || ad L ﬂ?ﬂ'u dh- il |ﬂ|

12. M HUEBRER IR L, _
Savein: I @ Desktop j :

My Documents
My Compuker
My Mebwork Places

My Documents

File: hiame: I certhen. ca

Save a3 type: | Security Certificate ﬂ Caticel

13. ECARS 85 £ |, i£#ZRetrieve the CA certificate or certificate revocation list(#5RCAME B
BB R) RBURIES, A, 2T —F,
1-.-,.

ot Lertille st r vrrviers “leroscd? hibermnet §spliorsn

| Fie "Gt Veer Forier Temr Mg 00 : .
ek = - (D[ A| Qseach [GFeetn Pratey | - 04
| Mk ] P 172 18124 idom i 2] ¢

| Lini

Welcome

Yow use this wab sibe to request 8 cetificate for your weab browser, e-mail chent, or other secune program. Once you acquine a certificate, you
vill b alla 1o Secunahi (dantify yoursel 10 olhed Deople over T wab, Sigh your é-mal Massages, enciypl your &.mal Messages and mors
depanding upon the type of certificate you reguest

Select 3 task:
& Retrieve the CA cerbtficate or certficate revocation st
© Request 8 comhcale
= Check on a pending cestificate

14, FRIEBREFI AR EE £



certnew.cer

Fy Dacumetita

b Comptiker

=

=5 | Filename
Py Mebwark P, '

~| Saive

Save az ype: | Securty Certificate j Cancel

v

15. VPN 30005+ 28 FZERIE PR EHIEP. At |, FikFAdministration > Certificate

Manager > Installation > Install certificate avaried via enroliment, 7£“Enroliment Status” T~

, % FInstall,

Select a enrcllment request to mstall

Enrollment Staius

|—_" Subject ._.| Issum_'-l Date
laltiga30 at Cisco Systems (M4  |05/22/2003

|]]} Trutial |M.mua] In Progress Eﬂ'ﬂunstuu-e:ele

ol

3o back and chooze a different type of certithcate

|Use | Reason | Method | Stamus | Aections

16. B & M4 L&A



T Ciscar Systems, Inc. ¥PN 000 Concentrator [2.2.2.2] - Microsolt Internet Explorer =101 x

Fils Edit Wiew Favorkes Tools Help
wback - = - (D f) O Dsewch [hifavortes Fhedn F - G H @

Rddress | https:j{172.18.124.134jaccass. bl =] oo ek
twon - Pg - [l | Cogels| e @won D Emsl P Morey - Mo ¥
NASDAR® - | | | @a| » =~ 147% | INDU 500453 6150 = 091% | 5P 9766 504 ~ »

VPN 3000 Main | Help | Support | Logout
Concentrator Series Manager

Configuration | Administration | Monitoring

—ESofvare Updae Choose the method of mstallahon

Firg o Cut & Paste Teaxt
L ponitarng Ratresn + Uplead File from Workstahon

—EHil Managament == (30 back to and choose a different prpe of certificate
-l Mol B Py TR )

Cisce SvsvEms

17. B thBrowse H ik R B R 1Z 2N A1 IR 3 BF AV ARIE P S04, iR InstalllAFEVPNEF SR LR E 5
PIEH, EE | Certificate Management® O E R ATEIA |, BH T 5 HIE P 2 R Identity
CertificatesZx #,

Enter the name of the identity cerfficate file

Filename | Browse. . |

Install | Cancsl |

EE MRIEREY , BERATTRUAERIIER. 1£FE Administration > Certificate
Management, #ESSLIE$ 5IRH“RE"(Actions)EF £ R, EREE>-RAEFHI.
1% 3% Save the active configuration at time of reboot , i%£#%¥Now , A& EHApply. EF N
TG , BIE A LA BETE.

VPN ER L R SSLUEF

MRENW|/MVPNEF R ZEERALLERE , NVPNEFRFESSLIEH, EEFEEHRTEE
VPNEEF 2R MWebVPNARY#E O £ UK A T4 1IEWebVPNBRER M8 O ERYSSLIEH,

FHLRVPN 30005EHEFHM4E , HVPN 3000EFREFHBINT , BMAOSSLIES ( RAEFE ) FE
PER. HTEZIZIEBREBERY , HItIERFRARIE, REEPAEVNERIIESH, ER
, WER AT EERNEEESVPNER SR THRER, NREFEEHRNE —MNEZLESSLIESR
CEERUTSE

1. EREESTHEE,



Hetresh

Thas section lets rou view and manage certfficates on the VPN 2000 Concentrator

e Click hegeto ergoll with a Cenidficate Authositsy

T PitE P

Certificate Anthoribes [ View 80 CEL Cackes | Clear A0CEL Caches ] Corent: 1, moasimam: 200

Subject Iszuer Expiratien SCEF auer A tons
ms-1ooi-sha-06-201 &l cisco ms-roob-shala-2000 at cisco Qw4702 2 Ho View | Confimae | Dielete

Tidentity Cernficates (oumrent: |, madnaun: 20)
Suhject Issurr | Expiration Actons
Cratewray & af Cisco Syetems ms-toot-she/06-2001 of ciaco |EI3.-[I¢I.-'EEID¢ Yieng | Benew | Dolete

SSL Certificates
aterface SEubject Bauey Expiration Aetions
Private 10561 atChsen 5‘-}':}! ms, Ine. |[10.34.1 atCisen Hir:‘.arn:':__ Ime. 020017200 .r-.r:-lu| Renewr | Delele | Expord |l|fi-r1|-| 1?-1 Enmll | Impod

55H Hozt hev
Eey Size Eey Type Daie Generated | Actions
1024 bits REA D1/05/2004 [E—

. B Generate LAESSL Certificate R A E RITE P HBRMAIEP, LB O A FERNVPNEF
BT BN AR MISSLIE B HELE FER, XLESSLIEP A TiEOMAEE,

You are about 1o generate & certiicate for the Public [ntetface | The ceribcate wall have the follewang D for both Sebgect and Lesuer

The certificabe will be wald for 3 vears from vesterday

Common Mame (CI7) |1 0B6.134.175 Enter the Comemon Mame, usually the IP or DS address of this mterfacy
Organizational TTnit (017 |"d'|"h] 3000 Concentratar Enter the depastroent
Organization (CF) [D’% oo Systems, Inc Enter the Organization of compans
Localiy (L) |F'cl.r||-'\Jl" Enter the caly or bewn
State/Province (SP) [Massachusets Enter the State er Frovince
Country (C) IF Enter the tero-letter conntry abbreviation (e Tnited States = 173
ESA Fey Size W welect the Key suze tor the penerated K54 key pair,

Genermel Cancel I

MREREATRUEWSSLIES ( BNRIEPMAVMBMEANIES ) , BSHERXENEVPNESR
RLZERFIERES , MEEARTRESMIEBWMEEREE, B2 , kit , &
Administration > Certificate Management > Enroll&@ O+ , £ & SSLUEH ( T =Zldentity
Certificate ) » X : FHSREZ | VPN 3000 F5SEEBINITPEEN Y : EEMEIER
A4T7 , THERBFIEBMSSLIEHH TEEL.

VPN AR L ERSSLUEF

AT B UL LISSLIES ¢

MRXRVPNEFRERISSLIES |, 1§ ESSLER S B Administration > Certificate
Management, # renewiEIl , R FIZEDFEFHSSLIES,

MRXRAICARS /R TS , BEBMA TSR :
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//www.cisco.com/en/US/docs/security/vpn3000/vpn3000_47/administration/guide/certman.html
//www.cisco.com/en/US/docs/security/vpn3000/vpn3000_47/administration/guide/certman.html

1. £ SSL Certificates T i% % Administration > Certificate Management >Delete , AN 3t#ENO
1 BR 32 RA A9 .

Aiministration | Cerficate Management Wednesday, 19 September, 20007 D0
Refresh(®

Thas section lets you wiesw and manage cerisficates on the YFH 3000 Concentrator.

* Click here Lo enroll walh a Cerlificate Authosity
# Chck here to install & certificate

Certificate Authorities [ View AUCRL Caches | Clear 41 CRL Caches | (current: |, mazimum: §)

Subject Issuer IEthrnim ISCEF l Artions

|
Thawre Test CA& Foot a1 Thawde Thawte Test CA Foot at Thawte 123172020 Mo EMIC N IDal.al:c;
1 T

Certification Centification

Identity Certificates | current: 0, massrmum: 2
Suhject | Issuer | Fxpiration | Actions
Mo Identity Certificates

el Certificates
Interface. Subject Issuer |Expiration Actions
A 10062 116, 116 at Cisco 10163 116,116 at Cisco |
Private | Gyslinie. e, | Sysisis. o, ."IJWITJEDIEI:}MIRBHWID.@ | Expon | GEWIMI%.:
ubdic pearlygates. ocp org at maifax Secure Cerificate l‘ﬂﬁﬂ 612008 View | e at .
'lP pezrlygates. ocp org .. al Equifeee | _iﬂlﬂl@ Expord | Chenemte | Zneell| impart)

i

B HYes AT IAMIBRSSLIE#,

Ldminigiration | Certificate Management | Deleta

Subject Issuer
CN=pearlygates. ocp.arg OU=Equifax Secure Certificate Authority
OU=Domain Control Validated - QuickSSL Premium(R) O=Equifax
OU=5ee www. geotrust. comfresourcesfops (c)l7 C=15
OU=GTP4824223
O=pearlygales. ocp. org
C=1]5
Serial Number 07E267
Signing Algorithm SHAI'WRhRESA

Public Key Type ESA (1024 bits)
Certificate Usage Digital Signature Mon Repudiation Key Encipherment, Data Encipherment
h'lDSThu.lrllprhﬂ ZC:EC:8D:8B:FE: 59:9D: FE:04: AG:B2: 1B C5:09: 54z 27
SHAL Thumbpring SE:9A:7C:D3:02: FE: 10: AC: 75: 72: 00 AA: 6A: T3: 84: 54: C2: DC:BE: 95
Validity 8/16/2007 at 17:26:35 to &/16/2008 at 17:26:35
CRL Distribution Point hitp:/crl geotrust com/crls/secureca crl

Are you sure you waril o delete this certificats?

| - I ] Ma ]

2. % Administration > Certificate Management > Generate JA 4 B #THY SSLIE P,




dministratinn | Certificate Management iNednesday, 19 Septemmber 20007 D005

Refreshd
This section leis you wew and manage ceritficates on the VPR 3000 Concentrator.
# Chek here bo enroll with a Cerlificate Authonty
* Click here b0 install 4 cerlificate
Certificate Authorities [ View A1l CRL Caches | Clear All CRL Caches ] (current: 1, masimurn §)
e T — EEEP .................................
i e - | i
Thawete Test CA Root at Thawte Thawte Test CA Root at Thawie ' Hegs |
|I3-:rl.|ﬁcsi.i.un Cartificabion llmmuzu| B, . | | Condios | Deleie)

Identity Certificates (current 0, masamm: 2)
| Subject | Issuer | Expiration I Actions

S5L Certificates

Interfare | Subject | Issuer Expiration | Actions

10.168.116.116 at Cisco  |10.163.116.116 at Cisco | |
Fn'l.l‘ale |5T5'-m:'3_- - Syslems, [nc: I]!?-"]?i".’[ll.ﬂl Vierwr | Berwwr | Delete | Export | Senerats | Entoll | Inport|
FPublic Mo Certificate Installed. | Generate)| Ensoll | Lmpart

REFE RAHFOMWEFSSLIES,

Administration | Centificale Mansgernent Wadnesday, 19 September 2007 D06
Hefresh
Thiz section lets you view and manage certificates an the VPR 3000 Concentrator.
s Click here o enroll with a Cerlificate Authorily
* Click here to install 3 cerlificate
Certificate Authorities [ View All CRL Caches | Clear ADCRL Caches ] (r:m-rem 1 mmm 6) :
. i ™ scep .
I| Suhject : Issuer lE:pn'a.tn [ Bt Artions
(IThawe Test CA Foot at Thawte [ Thawte Test C& Root at Thawte = | .
i_‘-?_ﬂﬁﬁ“ﬁm |certification iIlE-'SIa"EH]II:Ii Ha Wimw | Confgme | Deledn

Tdentity Certificates | cumrent 0, maszmum: 1)

Subject Issuer _ Expiration I Actions
Mo Idendity Certificales
_ESI. Certificates
|Interface Subject Issner [Espiration | Agtions
|2 10.168.116.116 at Cisco 10,168 116.116 at Cisco | [
F'tm‘lt Syelems, Inc. Systems, lnc I DF.-’ITH[IIU!‘MI Benew | Delete | Export | Genemte | Enoll | Import
punsc |05 Cisco Sy, {10 1153 C0 ST ggy330 g s ot x| ot s g

HXER

. Cisco VPN 3000 R5EPERFIFR
- IPsec {HE/IKE X
- BARZRHHMH - Cisco Systems
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