{5 F Active DirectoryfIRV34xiE HESHIZ R 8 17
I M FRE

H#5

AL 4B WA £ Cisco RV34xF 51 % 25 £ A Windows Active Directory(AD) Bt B iz i2 & 1311
BEAh |, BFFIREE B LU B ENE ISR,

st

FERV34xEHR LEERS FHRILRERN , FEEFNBEHRIUES X,

RINER T , RV34xZR 5% 25 L B9 S\ SR BB = 4k £ R W RADIUS/LDAP/AD/Local, 1R 1EREH S
ERIIRADIUSHERSS 88 , Web % F iR S5 H At R 5515 £ FARADIUS /A SB ¥R EE X A P it 17 B 0 ik
o MEAWebERRS LM ANBHREEH N EMBRSEELMBEENED, EHEHR[ LR
HZHARADIUSSE |, BEHEF N ARADIUSIRSEN A SPEIREHR1TWeb B F, S F3H SVPN,
EzVPN/$=7VPN, SSL VPN, PPTP/L2TP VPNF802.1x.

R FEAWindows , Microsofti2 it N ZPADARS . ADEMMNENFIEERESR , AP, REH
K, BEEANADAERERNEENENE—VE, EETUSE—FARLEBER, EXNTENH
KRR

BEE , ARG RNN AT AEAINIBADET ( 74£ T WindowsfRSBRIRERSH ) #HITHH
BAE , BAERV34xER AR EEREMBERS. RNAFTMEAARENIIE  REAMNRARE
FA 28 & 4 B0 UE Fi 3R BY RE 4 AN ER 4

BRRE REFRA

- RV340 |1.0.03.16

- RV340W |1.0.03.16
- RV345(1.0.03.16

- RV345P |1.0.03.16

B3

- BEA S BREHRE

. FActive Directory il i P4

- #ERV34x§& i 88 F i MActive Directoryi¥ 4I{E &

- MREFNLEFEPERHZER  SREFLER ?

WE W 29 SR E

W RIWindows 2016 k55 &5 L#YActive Directory AP Mt ENEBRRE, EFAP"REXHX , &
BELEEN , ARHA BN . BEIEMENARVMMXERSBAFREBRTFERDEAN
DistinguishedNamef&.,

2® @0 u» k

File Action View Help
&2 20 {0/ XEcE BE 2 aETa%

. Active Directory Users and Computers [sb|| Name Type
Saved Quenes o




J Active Directory i 2 P4

15
BERXRVAxRYEEHE. SMERGEEBE-AF4.

Getting Started
Status and Statistics

Administration

System

Time

Log

Email

User Accounts

S| 2
& & S EHF.

@ .l Rvaasp-Rvaasp
CIsco

User Groups

User Groups Table

O Group # Web Login/NETCONF/RESTCONF %

SH|3
WALEH. & Apply,

stlvan]n, -
@ diils Rv34sP-RV345P

User Groups

Overview

Group '\.Iunul'l Remoteddmin I o

EXRRHIG | B8/ 7 RemoteAdmin A F 4,



SH4
REFAFASHNERE. 2EHBE.

User Groups

User Groups Table

+ |2 @

O Group # Web Login/NETCONF/RESTCONF %

o Remote... Disabled
SB|5
B TR TEZE RS, $£H“Administrator(EER) £ 1EEH,

Services

Web Login/NETCONF/RESTCONF O Disabled O Read Only Administrator

Site to Site VPN

$M|6

# F Apply.

Apply Cancel

SmT7
CAENERNEREAEERNRNT A~ A,

alialn N )
e thilie RV345P-routerad9 1EF @) cisco (admin)  encisr @ € @

User Groups Cancel

& Getting Started

» Status and Statistics

&F Administration

User Groups Table ~
+@ W
System
O Group % Web Login/NETCONF/RESTCONF & S2S5-VPN = EZVPN/3rd Party +  SSLVPN & PPTP % L2TP = 802.1x =
Time
[ O RemoteAdmin Admin Disabled Disabled Disabled Disabled Disabled Disabled ]
Log
O admin Admin Disabled Disabled SSLVPNDef. Enabled Enabled Enabled
Email
O anyconnect Disabled Disabled Disabled SSLVPNDef...  Disabled Disabled Disabled
User Accounts .
O guest Disabled Disabled Disabled Disabled Disabled Disabled Disabled

ERV34x3E B 88 LR INActive Directoryi¥ 415 8



F1F

ERIREEB>APKS, EBADSEM , AGEHRERFLUNINADIRS BN EFHEE.

e il Ry34BP-routera491EF
CIsCco

Getting Started
User Accounts
R Status and Statistics

* Administration

* Should have at least one account in the "admin" group

System Remote Authentication Service

Time - )
Remote Authentication Service Table

Log o 8

cisco (admin)  engisr - @ € @

Email O Enable % Name % Primary Server % Backup Server 3
~ 0 AD 6

User Groups 00 LDAP

IP Address Groups oo RADIUS

SNMP

Discovery-Bonjour * Please input remote authentication service configurations when it is enabled

S 2

WMAADEIE. RS, wONMBF BEEEFHAE L. $ Applyo

e _
e tuilie Ry3a5P-routera491EF

User Accounts

Add/Edit New Domain

Name AD

Authentication Type Active Directory

AD Domain Name sbcslab.local

Port 389 o

Primary Server 172.16.1.2

User Container Patl cn=user,dc=shcslab,dc=loc

cisco (RemoteAdmin)

engish | @ €) =

Apply Cancel

(2]

AR BFEEEARXW RS L HEVME TS B AMWindows FR S5 BRIEIREY Bl P B 2R BE R X A (S

1%\ o

EARGIF | FMES N Cn=user , dc=sbcslab , dc=local, BRE% B Fih A1 (LDAP)IRSEFERIA

{01 % H 9389,

H]3

HADH RiIFAFASEERE , FACEREB[NAS A5 HTE.

Ta Action Maza Cipboard i Halp

B D @O nmm

] Active Directory Users and Computers

File Action View Help
| 2@ 0/ XECd= HM PeETd%

| Active Directory Users and Computers [sbeslabfores) | Napme

. S:veld :Iuerlfs %Enterprise Read-only Domain Controllers
v oo .c;a_l.t.aca ﬁBGroup Policy Creator Owners
uiltin

) 8 yGuest
Computers >

. P! 82 Key Admins

2 | Domain Controllers

P T T T S g.;krbtgt

Type

Security Group - Universal
Security Group - Global
User

Security Group - Global
User



SB|4
EHNR — AT EEE, ‘B, ‘WA 28 FREAYER  HFERENE ZH/

go
i o

HAPREEEPEFNLRZANER , BT EEBEZR,
LA B R AT BREY £ B PR 22

W Acies  Lsdw  Olghosd Vs Hep

B E@O nmr i B

File Action Wiew Help

g AW 0/ XDz Hm| L asTEk

[ :_ Bcknee l.'.t-!ch:vr:..I Users and Computers |sb" MNams Type
a 54\'1"\1 QIH'IFI:H * Read-only Domain Controllers Security Group - Global
v . j'?(-;.bl‘.hu“ B Rerrctetdmin Security Group - Global
1 Builtn
| Computers B, Enterprize Adming paw Object - User »
. BB Ernerprize Key Ad(
2| Demain Contrallers
1| FareignSecurityPrincipals ER Enterprize Read-o .
1 Keys B schema Admins & Cioole i sbealab local/Lisers
1 LosthndFound & Admin User2
| Managed Service Accounts &, Admin Userd o . - 3
| Program Data B Admin Userd : | | i | J
| Srterm EMminlstrmr [ 1 1
| Users | o &, sdminliserd - :
| TS Dsatas EMmanmr] Full navme: _"'d admn] |
1 TPM Dewices 2. Defwuhbccount
& Guest Lsts logon ruame
B, btgt adadm @abcalab ocal v
R Uses ogon name v Wi 2001
ier I
e S, ] =
&, secsadmin
E sbes labadmind
&, sbesadlabadmin ¢ Back Cancel
&, User 0
& User1 User

SW|5

ESLRIRUGIBEMAFT, BR , EFEEINRED B EERER R FR. BE
NextiR & 255 7 5 B A P 83

HEEREE"FHNZEECHER. XRAMAFHNERSE

B Rmoe  Mada  Ogtoed  Wes  ap

BO=@0 nmr it

File Action View Help
o M ¥ XEDE EmAETER

o Actrve Directony Users and Computers I1b“ Marns I New Oibject - e x
Sved Duenes
: Rernotediy
w 5 sheslablocal gintupn d
] Builtin B, Enterpes $ Coeabein  shoalab localWsess o
| Comparters
2 Domain Contraliers I8 Enterpeig
1 qulp&:umﬂnnclpqh %S{htman ad |ratasls
Keys &, i Uz _ e
| LostndFound & Admin U )
1 Mamaged Senvice Accounts & Adeie U5 Full name: [ adadmn
| Program Dasta B Aderuniste :
1 Sytem %M'““u“ Lt agon rame:
Users Adrrinllag [ adadmir 1
-+ @shessh local hd
HTDS Quotas !,;szluhh: -
| TPM Devices & Guen U boger: rusme e winwdowrs 20001
Bobbtgt SECSLABY [sdadnend ]
& LITP User
E;PP‘TF Use| e
&, Priv1% nde
& 5BCS ade e Fareet
E,ib{l-llbirﬂmlﬂ-'l aer
E.,sb-nl-dlihad’mm'l User
B Usero User
E,Ujeﬂ Liser

E.,IJurI User



$M|6

“F " (Users) 5| R ERANHARMB A FAES

Fika AT Ve

=

edia Haig

ONONS > | B

: Active Directary Users and Computers

File Help

e

Action  Wiew

s ZE I XE=HE D Rts

v 2 &

| Active Directory Users and Computers [sh
| Sawed Queries
~ i3 sbcslab.local
~| Builtin
| Computers
Damain Controllers
ForsignSecuriyPrincipals

=

I

Kleys

— LostfndFound

Managed Service Sccounts
Frograrm Data

Iystem

Users

. MNTDS Quotas

_ TPM Dewvices

|7

BEEFER , adadmin1E RBFMB K ZBENZERE  IRXTE2EEN

Marme

%En’t\erprise Adrmins
&EEntl:rprisl: Fey Admins
%En‘t&rprise Fead-only Domain Controllers
2 Schermna Admins
&, Admin User2
E)Admin User3
E;.-ﬂ.dmin Userd
E)Administratur
E;AdminLl:trO
E)AdminUSEH
&Defaultﬂ\ccnunt
&, Guest

&krhtgt

B 12TP Usert

&, PPTP Usert

&, PriS sdemin

8, SBCS admin

E) sbcs labadmind
&, sbesadlabadmin
2, User0

E) User 1

E; User 2

E) User 3

E) User 4

E) User 5

E) User o

B User 7

E) User 8

& ad adminl
& adadmin2

Type
Security Group - Universal
Security Group - Unireersal
Security Group - Universal
Securty Group - Unrsersal
User
User
User
User
User
User
User
User
User
User
Lser
Usar
User
Uszer
User
User
User
User
User
User
User
User
User
User
User
Uszer

User

EERTP , BHPEZE | adadmin2RBIEH,

BEEE
R FEHE S HIHEE o

13

, BhARETad admin 1AFE , REERBHEET. RAESMENRETF , EFN

Sessions Remate control
COM+ Attribute Editor
Profile Telephones

Orgarization
Password Replication  Dialin

ad admin1 Properties 7 x < fadmin2 Properti
t
Security Erwironment Sessions Remate control U Security E nvironment
Remote Desktop Services Profile COM+ Attribute Editor U Remote Desktop Services Profile
General  Address  Account  Profile Telephones  Orgaization U General Address  Account
Published Certficates  Member Of  Password Replication ~ Diakin U Published Certiicates  Member Of
Canonical name of object: E Canonical name of ohiect
sbeslab. local/Users/ad adminl | u |:bcslab. local/l sers/adadmin2 I
u N
Object class: User U Object class: User

LA RGBT ET FAY AR R+, IRUEIX £/ P &8 8 Pz 2 22 4

=

, BRNAM, ERE



ad admin1 Properties f X 2 adadmin2 Properties ? X

Security Environment Sessions Remate control Security Erwironment Sessions Remaote control
Remoate Desklop Services Profile COM+ Aftribute Editor Remate Desktop Services Profile COM+ Attribute E ditor
General  Address paufissaus Profle  Telephores  Orgarization General  Address __éweecount  Profle  Telephones  Organization
Published Certificates Password Replication  Diakin -~ Object Published Certificates | Member OF | Password Replication  Dialin  Object

Member of. Member of:
Name Active Directory Domain Services Folder Name Active Directory Domain Services Folder
Domnain Users sheslab local/lUsers Domain Users sheslab. local/Users
Remateddmin sbrslab local/Users Remateddmin sbeslab local/U sers

[
SMEBEMEERIETF , LU iFxLE A 7 & #DistinguishedNamef& ..

ad admin1 Properties 7

adadmin? Properties ? X

Security Environment Sessions Remote control
General  Addiess  Account  Profle  Telephones  Organization
Published Certificates ~ Member Of  Password Replicatic ial-i i

i 2Cl
Remote Desktop Services Profile COM+ Attribute E ditor

Securty Enwvitonment Sessions Remate control
General  Address  Account  Profle  Telephones  Organization
Published Certificates  Member OF  Password Replication  Dial-in__Obie

-
S
U
U
U !
U Remote Desktop Services Profile COM+
Altributes: 3 Attributes:
Tibute Walue G U (ibute Yalue =
partmentNumber <nat set> U pfaultClassStore <not set>
scription <not set> Ul partment <not sety
sktopPrafile <rot set> u [partmenthumber <not set>
stinationindicator <not sety U sscription <not set>
playName ad admin u :sktopProfile <not sety
‘playM amePrintable  <not set> - sstinationlndicator <not get>
an admint CN=Users DC=sbeslab,DClocal u adadmin?
= U ot sets
ASignature <not set> u CN=adadrming CH=Users DC=sbcslab DC=local
CorePropagationD... 0x0=[ ] U TIorTer
namicLDAPServer  <not set> U [ASignature <not get>
iployeelD <not set> ul  pCorePropagationD... 0x0=()
iployeeNumber <not set U namicLDAPServer  <not set>
ploveeT ype <not set> w u nployeelD <not sety v
< > < >
Edit Filter U Edit Filter

S8
FERAFBREEF  EAPF Nadadmin2 , BREHERRY.

S|
HTLEEBREIHROEAER , WA TREBEA T,

£ Capturing from Ethernet - m} X

File Edit View Go Capture Analyze Statistics Telephony ‘Wireless Tools Help
Amage TREBQResEF LIS EQaQQAH

1 |Idap ~ | Expression... +
Mo, Tirne Source Destination Protocol  Lengt Info ~
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2851 329.849. 172.16.1.126 172.16.1.2  LDAP 99 bindRequest(1) "adadmin2@SBCSLAB.LOCAL" simple
2852 329.883. 172.16.1.2 172.16.1.126 LDAP 76 bindResponse(l) success
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> Internet Protocol Version 4, Src: 172.16.1.2, Dst: 172.16.1.126

> Transmission Centrol Protocel, Src Port: 389, Dst Port: 59896, Seq: 23, Ack: 135, Len: 152
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> LDAPM sear Done(2) [1 result]
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