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Client to Gateway

Add a New Tunnel

Subnet Mask:

255255 2550

® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Name: |
Interface: WaN1 W
Keying Mode: IKE with Preshared key W
Enable: v
Local Group Setup
Local Security Gateway Type: IP Cnly
IP Address: 0.0.00
Local Security Group Type: Subnet W
IP Address: 192 1658.1.0

Remote Client Setup

Remuote Security Gateway Type:

P Address W

P Cnly

HPR2. B HTunnel 2L , AEF IwEIMXVPNARINENBRE,




Client to Gateway

Add a New Tunnel

m () Group VPN () Easy VPN

Tunnel Mo. 1

Tunnel Mame:

Interface: WAN1 ™
Keying Maode: 'IKE wifh F'reshared key_ v |
Enable: o

Local Group Setup

Local Security Gateway Type: I.F' only

IP Address: 0.0.0.0

Local Security Group Type: Subnet w
IP Address: 192.168.1.0

Subnet Mask: 255.255.255.0

Remote Client Setup

Femote Security Gateway Type: P Cnly

P Ad'dress W

N FTRRE



Client to Gateway

Add a New Tunnel
® Tunnel () Group VPN () Easy VPN

Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WANT [
keying Mode: |[KE with Preshared key W
Enable: o
Local Group Setup
Local Security Gateway Tvpe: P Cnly
IP Address: 0.0.0.0
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255255 2550
Remote Client Setup
Femote Security Gateway Type: IF Only

IP Address W

AE  RBERS — XRBENES. LEEBALETER.
1.7 Tunnel NameZ R F 5 ABEE I E o
SE2MNZEOTHYRBPERTEFFiHGEVPNITESHED,




Client to Gateway

Add a Hew Tunnel

Subnet Mask:

255.255.255.0

® Tyunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WANﬁ W
Keying Mode: WARNZ
SB1
Enable: UsB2
Local Group Setup
Laocal Security Gateway Type: P Cnly
IP Address: 0.0.0.0
Local Security Group Type: Subnet W
IF Address: 192.168.1.0

% 3% . M Keying Mode ( Z##E = ) THIIRPERELANHATEES , UBREZE,
ZRIAMER A IKE with Preshared key ( IR ZZ4AM IKE ) -

Client to Gateway

Add a Hew Tunnel

Tunnel Mo.

Tunnel Mame:
Interface:

Keying Mode:

Enable:

® Tunnel () Group VPN

’

tunnel_1

WANA (¥

IKE with Preshared key vl
| Manual |

Local Group Setup

IP Address:
Local Security Group Type:
IF Address:

Subnet Mask:

() Easy VPN

Local Security Gateway Type:

IP Only
0.0.00

Subnet W
192.168.1.0

25525525850

IKE with Preshared key
IKE with Certificate 3}

LW

EIEN T :

- FH— AENREEX , JETERFNREER , BEAERANE. ERESEREHFREY




AN EFSHERER,

- A ZERANIKE — ERMNBAXR(KE)MIUA T A ERNRRAALZZAUETRREN
233 5/ RIERERE,

- WIEBHIKE — FIEBHERMNZAR(IKE)MUR-—MEZTLMNGTE , ATBZERMRIRT
HERHA  UENRBERLERENER.

HPR4. &P EnableZ R ELLE AEFIREIMKXVPN, BIAER TER.

Client to Gateway

Add a New Tunnel

® Tunnel () Group VPN () Easy VPN
Tunnel Ma. 1
Tunnel Mame: tunnel_1
Interface: VAN W
Keying Mode: IKE with Preshared key W

Gnable: -J)

Local Group Setup

Local Security Gateway Type: Dynamic IP + Domain Mame(FQDMN) Authentication W
Domain Mame: domain_1

Laocal Security Group Type: P W

IP Address: 192.1658.2.1

HSR|EMREREFI AN EWRE | BO TR L R URFRE.
Fip %R
B2 A F 3R A b 4 R 8 P TSt A Y IKE

AXE : FEMAJd a New Tunnel ( FiN#RZE ) B85 #IStep 3R Keying Mode ( BZEE ) T
I HRAFiEEManual ( F35 ) SIKE with Preshared ( iR E ) &4 , BEHTU TSR,

S 1. MLocal Security Gateway ( ANt Z 2R3 ) THLYI| AL EE LR BEBIINR A ZE
, LB T VPNBEE,



Client to Gateway
Add a New Tunnel
® Tunnel ) Group VPN (O Easy VPN
Tunnel Mao. 1
Tunnel Mame: tunnel_1
Interface: VAR ¥
Keying Mode: |[KE with Preshared key (¥
Enable: o
Local Group Setup
(- ™
Local Security Gateway Type: P Cnly (¥
IF Address: {IP + Domain Mame(FQDN) Authentication
) _ { IP + Email Address(LUSER FQDM) Authentication
Local Security Group Type: | Dynamic IP + Domain Name(FQDN) Authentication
| Dynamic IP + Email Address{USER FQDMN) Authentication
IF Address: | SR
Subnet Mask: 255 255 2550
ETUE MW -

- NP — Reg BT FEASWAN IPIGRIPEE., 1R HB[EEMAERSWAN IP , BT BUERR IR,
FAWAN IPHbiE4 B 3h £ K.

- IP +i5 & (FQDN) BB BAE — AIE S AP it FEM 5 RIBSE, MREBUED | B
“Domain Name” ( H& ) ZERFH AEMEN B . BEAWAN IPHitSBEH4ERK.

- IP +E8FHBEst ( AFPFQDN ) B IRIE — mEN FRASIP#but F8 FBR 4k b1k 77 RIPEE, 40
RERIED | EE“Email Address” ( EBAFitisit ) FEX P ABBA b, EAWAN IP#it&H
- FIAIP +15 B (FQDN) B A 1E — A@N z APt MUEAMR G RIBEE, RGBT | &
1£“Domain Name” ( 8% ) F B A EAHIR B 5.

- S|P +EBE st ( AFFQDN ) B RIIE — tEN 3175 IP#ut F a4 ik 5 R pgE, Rk
BRI | EE“Email Address” ( BB 4t ) 2B A A BB 4 b3k o

. IP Address — ®RARWANZOMIPi#bit, ©ERRIEFE.

S P2. MLocal Security Group Type T H751 3% Hi%4F 0] LA/ (8] VPNRZE B 1E 2 B A s LAN A 7~
HAFHE, BRIARFH,



Client to Gateway

Add a Hew Tunnel

® Tunnel ) Group VPN () Easy VPN
Tunnel Mo, 1
Tunnel Mame: tunnel_1
Interface: WANA W
Keying Maode: |KE with Preshared key W
Enablea: o
Local Group Setup
Local Security Gateway Type: Cynamic IP + Domain Mame(FQDM) Authentication W
Domain Mame: domain_1
Local Security Group Type: Subnet W

IP

IP Address:

| IF Range
Subnet Mask: O

P — RA—MEELANIEE U IFRRE, MR IR IIET | {B1E P Address” ( IP it ) =
B A LAN RZH IP ibht, ERIA IP #akR 192.168.1.0,

T —BEFMWENFAELANRZE A LA RIRRE, MREFLIED , F5 5% P
Address” ( IP tthiik ) F“Subnet Mask” ( FM#E ) FE A LAN IRZRY IP it § 7 R
B, RIAEB RN 255.255.255.0,

- IPSEE — —RIILANRZ AT LAAEPEE, RERMED , BETFRIPRLERIPF RS 57
wWALLRIPHULFI L RIP, ERINEES 192.168.1.0 E| 192.168.1.254,

SEIMREREFINE I RNIENIRE , TR TRIHETRIFPURERE,
5 A ARREVPNIES WIKER A<t 4 i% &

AX . R MAdJd a New Tunnel ( RINFREE ) &85 #IStep 38 Keying Mode ( ##Z## = ) T
P15 3K iR IKE with Certificate ( ik ) , HATU TSR,



Client to Gateway

Add a New Tunnel

Local Group Setup

® Tunnel () Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WAN1 W
Keying Mode: [KE with Certificate (¥
Enalble: o

IF Address:

rI__m::al Security Gateway Type:

P + Cerificate

0.0.0.0

Local Cerificate: 01, lssuer: 6c:20:56:c6:16:52 - Subject 6C:20:56.06:16.52 | w

self-Generator | | Import Cerificate
. y,
Local Security Group Type: P (¥
IP Address: 1892.168.2.1

- ARihZEMRER — AESTFIEPRNIPLRIBRE,
. IP Address — R AWANEOWIPH#H, ERRIEFE,

F 1. MLocal Certificate T 1 5l 3k £ 258 H WV AR b if B LR IR R, #ESelf-
Generator( B 4 R 25) B £ RIEPH |, =& diimport Certificate($ A L) S AFIEH,

AR ETHMAXNABSERIERNIEMNESR , HSEAERVI208EHEE LLKUES , AR
A5 AU |, HSEERVI208 85 LA EHRATIUES,



Client to Gateway

Add a New Tunnel
® Tunpnel () Group VPN () Easy VPN

Tunnel Mo. 1

Tunnel Mame: tunnel_1

Interface: WA (¥

Keying Mode: IKE with Cerificate W

Enable: o

Local Group Setup

Local Security Gateway Type: IP + Cerificate

IP Address: 0.0.0.0

Local Cerificate: 01. Issuer: 6c20:56:c6:16:52 - Subject 6c:20:56:C6.16:52 | w
| Self-Generator | | Impornt Cerificate |

Local Security Group Type: P (¥

IP Address: Subnet
IF Range

2. MLocal Security Group Type T HL5IZR AR $F AT LA R VPNRZE #Y3E H 2 B Y A 1L AN
AFZRAFA., BRiARFM,

cIP— RE—NMNEFELANEZ T LG RIBEE, MRERLIIEIN | BEIP Address” ( IP it )
B A LAN RZHY IP thib, BRIA IP tbaty 192.168.1.0,

- FRW-BEFR LA LAN RZEH TG RIFRE, MRIEFLIED |, §5 517E1P

Address” ( IP #taiit ) F“Subnet Mask” ( FMEH ) FE M A LAN ZZH IP thut § 7R #E
B, BIABIE R 255.255.255.0,

- IPSBE - —% LAN EZ A LAF RIPEE, fRIEIZFUIEDN |, iE7EStart IPFIEnd IPFEHRRAR
ARG RIPHE, BRINSBEN 192.168.1.0 | 192.168.1.254,

SEIMREREFIENNLENRE , B TRIHARTREURETRE

ERE W E
ERAFIRKEEATAERANZRE S RIXE

A& MRERIFEZE D NS RIFNBEEX TR RPIEEFH R EANAERN
MIKE” , BATHU TSR,



Client to Gateway
Add a New Tunnel
® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WA W
keying Mode: |KEE with Preshared key W
Enable: o
Local Group Setup
Local Security Gateway Type: IF Cnly ]
IP Address: 0.0.0.0
Local Security Group Type: IP W
IP Address: 192.168.2.1
Remote Client Setup
Remote Security Gateway Type: IP Cnly W
IF Address W IP + Domain Mame(FQDM) Authentication
IP + Email Address{USER FQDM) Authentication
Dynamic IP + Domain Mame(FQDM) Authentication
IPSec Setup Cynamic IP + Email Address(LUSER FQDM) Authentication
Phase 1 DH Group: Group 1-768 bit ]

S 1. MRemote Security Gateway ( iIEFRZE£Mx ) THRIIKRD , RFEHNEF HHRIRG
EREMVPNBSE. ERINZER“IP Only” (X IP)

AR IP - VBN EF I A RS WAN IP Bl AT i5 A BEE, N EAEE P ImAEEASWAN IPSIEE
B, FEERRULIET, W THIRPIZRIPHU | HEEBFZRFRAAZTHROESIP , M
THIF R EFIP by DNS Resolved H EMHBFER i APt i5H . BT IPith ik 4y 74 iy
DNSHRS 88 , RSB s ZRIPH#L,

FE : IR IMAdJd a New Tunnel Through Tunnel or Group VPNZB4% B 5 B389 Keying
Mode T HI%| & iEEManual , X FF 2 M — 0] F #9E T,

. IP + i5& (FQDN) B4 KIE - JABEEF iR EES P st MUEAHS G ERRE, nRi%EF ik
I , & “‘Domain Name” ( 818 ) FERBP W AEMTENEF. NTHHIRPEFIPHIE | HE
HBFEFRMAZTFIHNESIP,, N THHIRFEZFIP by DNS Resolved H E B4R FEX 5
APt i A . B3PI ADNSIRSS 28 , AR T B RIPHL,

. IP +E8 FHBHFt it ( AFFQDN ) BRI — BN & F imfY §2 725 P i ik 1 68 F hB 44 4k 75 (8]
P8, MNRIERUIEIN |, BEE FHR b FERP AL FEBHFibit, MTHHIRFPIERIPHE
WHHEHSLSFEHPRARTFIHHNESIP , IMNTHHIFRFHIEREIP by DNS Resolved H EHERF
B AIPH UL E ., B IPH U FI AR #EDNSERSS 28 |, BEAHES AT LB SR RIPHL,

- B IP + A (FQDN) FHBRIE - AILABS & F w7 IP it MOEME 5 RIpgE, Rk



& |, & ‘Domain Name” ( H1% ) FER B A TSR o
- BIASIP +ER bt ( A FQDN ) S0 RIE — BT & 7 i B 30 25 P sk 0 R 44 1 41k 375 (7] B2 &
o WNRIEFRILIEIN , IEE“Email Address” ( BRHFibit ) FER AP A BBt ik,

SR MREFRFEERINIENRE , BE TR A LT REURFRE,
ERAHTEPNIKENZRE R E

X MRMAdd a New Tunnel ( ARINFTRZE ) EB2 #YStep 3HIKeying Mode (81248 =) FHL5
FHIERIKE with Certificate ( FiE$H ) , BHRITU TSR,

Local Group Setup

Local Security Gateway Type: IP + Cerificate

IP Address: 0.0.0.0

Local Cerificate: 01. Issuer: 6c:20:56:06:16:52 - Subject: 6C:20:56.c6:16.52 |w
Self-Generator | | Import Certificate

Local Security Group Type: Subnet W

IP Address: 192 168.3.1

Subnet Mask: 256.255.265.0

r’i_inatmme Client Setup h
Remuote Security Gateway Type: | IP + Cenificate
IP Address W 192.168.3.2
Remote Cerificate: 01. Issuer: 6Bo:20:56:06:16:52 - Subject: 6C:20:56:06:16:52 |w
\ | Import Remate Certificate | | Authorize CSR |
7

- ZEREMREKE — B RRIRAIESTIEBHIPEIVPNEE,
SN THIBIR %ERRIP AddressEiIP by DNS Resolved,

. IPHbit — REEBEE FIRHERASWAN IPIFRIPEE. REMEREFIHmAESWAN IPK |, Ak
BRI, fEIPHutF R PR AR A ESIP,

. IP By DNS Resolved — 1R EFHEFFiwHIPHLE | BEEZIPHULAYE | NkIhEEEESR
B, WmAIPHuHEE, BiSIPHit FADNSIRS ST , AT ESIR RIPHL,

F k2. MRemote Certificate TH 5 &k Pk AN IZFR UL, F EHImport Remote
Certificate(5 A IZFRIEF) S AFIES |, & dHAuthorize CSR ( RINCSR ) LLRBIFTERFZX
BIERMIUEB,

AR MRBTEBXRNASAFELNFAEE |, BSRAEE/FMRV3I208 /75 LI ZE
ESSLUEH , HTHRBRBENCSRNFHAEE , BSHRVI208E A a5 LA HEEIEK(CSR)

o

SEIMRERFEERNUENRE , BE TR A LT REFURFRE,



IPSec % W%
IPSeciZ & ( Fahig )
X MENRMFRRE BN LTI BEERX THINRPIEBRTF3)”, BRTUTER

o

Remote Client Setup
Remote Security Gateway Type: | [P Only v
IP Address v 192.168.3.2
IPSec Setup
Incaming SPI: 1023ac Range: 100-FFFFFFFF, Default: 100
Cutgaing SPI: 1023ch Range: 100-FFFFFFFF, Default 100 )
Encryption: DES W
Authentication: MD5 W
Encryption Key:
Authentication Key:

SRR IEEASPIZRPMAEARESWELI(SP)NE— 1+ A#FNE, SPIEHERENH
(ESP)#RA i | ESPIRAHBEHER ABIBE BN L EXEK(SA). SBEZ100Z!
ffffffff , BIAJ9 100,

S22 AL HSPIZFRP WAL HRESWELI(SP)NKE— +A##NE, SPIEHERENH
P(ESP)#R A ek , ESPIRAHEHERL HBIE BN R EXEK(SA). SBEZ100Z!
ffffffff , BIAJ9 100,

AR EEAIREAVE ASPINIBRIE S — iR AY 15 HSPISIAE IRy b M BEIE



Remote Client Setup
Remote Security Gateway Type: | IP Only v
IP Address v 192 168.3.2

IPSec Setup

Incoming SPI; 1023ac { Range: 100-FFFFFFFF, Default: 100 )

Outgoing SPL: 1023ch ( Range: 100-FFFFFFFF, Default: 100 )

Encryption: 'DES' v

Authentication: [P]

Encryption Key: ( HEX Number, DES: 16bits, 3DES: 48bits )

Authentication Key; ( HEX Number, MD&: 32hits, SHAT: 40bits )
| Save H Cancel |

HPR3. MEncryption A1 51| 3k i #23& AT 77 7%, HEFEMNIEGERN 3DES, VPN REERY
i 3 B M E RV N 75 0%

- DES — BiEMZEHr & (DES) 2 — 56U, RIA. MERBNVMESZE , ATEL,
. 3DES — = EHIFE MR A (3DES) 2168 M £ MM 53 , BRI EIE# 1T =R %55k 38 hn
B KD, LLDESEZR 2,

Remote Client Setup
Remote Security Gateway Type: | IP Only W
IP Address i 19216832

IPSec Setup

Incoming SPI; 1023ac ( Range: 100-FFFFFFFF, Default 100 )

Qutgoing SPI; 1023ch { Range: 100-FFFFFFFF, Default 100 )

Encryption: DES v

Authentication: D5 W

Encryption Key: P { HEX Number, DES: 16bits, 3DES: 48bits )

Authentication Key: { HEX Number, MD5: 32bits, SHA1: 40bits )
| Save H Cancel ‘

B4 MAuthentication FRI 5 R FIE R E LN B FR UL . BN EHRIERZSHAT,
VPNR2E /i 55 28 F A R By & 10 80 5 %o

- MD5 — HEREEA5(MD5)RR2MU T AHBIEFEHY , BIRBMITERFHERZIER
Ko
- SHA1 — ZE£HINEEZRA1(SHAT) R 160 B 5 K%K , LEMDSEZ £,



Remote Client Setup

Remote Security Gateway Type: | IP Qnly W
IP Address W 192.168.3.2

IPSec Setup

Incoming SPI: 1023ac

Qutgoing SPI: 1023ch

Encryption: DES W

Authentication: SHAT v

Encryption Key: adbc234987be umber, DES: 16bits, 3DES: 48bits

[\uthemication Key: 2334480 cfactf| HEX Mumber, MD5: 32bits, SHA1: 40bits ]

save || Cancel |

% 525 1 1& Encryption Key ( IZE %4 ) FERHPMAZ , UNZEFFEZHE, MRESR
SHIEEDESERNMES 7 , BRA1GLTAHFE, WRESRIPIEFIDESERNINE S E
, B 400+ /< HFIES

% 6 & . 7& Authentication Key ( B IFEZ 4 ) FERPMATLEZRL , U REHITHH
Wi, MRBIESE 4 SHER MD5 ERERRIEASE , FRA 32 L+ A#HFIE, WREE

% 4 ZHEE SHA A FHRIESE | WA 40 L +A#EHBE. VPN BENFAIRFEEER
HEHNMHAZERH,

SR7TMREFRFEERNENRE , BE TR A RTREURFRE,
IPSeciz® , ERAHFMHAEERANIKERFIEHNIKE

A RNRIFPZIE"(Add a New Tunnel)Zf 5 0 Z BR3P Ay R IZEE X" (Keying Mode) T
PHIRPIER T HFMHRAERENKERTIEBHIKE , BRTUTES R,



Remaote Client Setup

Remaote Security Gateway Type: IP Cnly v
IP Address v 192.168.3.2
IPSec Setup
Phase 1 DH Group: Group 1-768 bit v
Phase 1 Encryption Group 2 - 1024 hit
Group 5- 1536 bit
Phase 1 Authentication: LS W
Phase 1 3A Lifetime: 28800 sec ( Range: 120-8
Perfect Forward Secrecy;
Phase 2 DH Group: Group 1-768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD5 v
Phase 2 SA Lifetime: 3600 sec ( Range: 120-28800, C

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: o i [

%1% : M Phase 1DH Group ( 5 1 BMER DH A ) THFIZFSEREZZLRIE 1 5 ER DH A
o BIMBATEREMKZEARLETEHERELXIK(SA), UXEFRLAFERS. Diffie-
Hellman(DH) 2 1E 1/ R IE 1A B A T H E R4 UURIEBE B N2 240 R il

14 -768 1 - RAIREBENZHNRAZENEHLRIEE, ER , cEEELHEX
1% IKE 4/, NRMNEERERIE | N BEEkLtiEm,

B2 -1024 U - REBERENFIANELRENENRITH, BR , eEE—EtERitE
IKE 24A,

.54 -1536 Y - R EREAENFANRLZENENRIIA, CEEFZHEIRITE IKE &
o MEMFIEERR , N EELEIET,



IPSec Setup

Phase 1 OH Group: Group 1-768 bit v
- ™\
Phase 1 Encryption DES W
Phase 1 Authentication: 3DES
AES-128
Phase 1 SA Lifetime: AES-192 Bec ( Range: 120-364
hAES—QEE
Perfect Forward Secrecy: - /
Phase 2 DH Group: Group 1-768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD5 v
Phase 2 SA Lifetime: 3600 sec ( Range: 120-28800, Default 3600

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: o i B

S ¥2. MPhase 1 Encryption T L5l 5t 1% #23&E Z U Phase 1 Encryption A MZ#4H . HERE
P AES-256 , AN ERRZTELMMESE, VPN BRENMIREEEAMEBNMESE,

- DES — BB I #4r/#E(DES)R561L , IHNME S E , AFTRIIFEREMN MBS,

- 3DES — ZEHIEMFFRHE(SDES) B 168 M E RN 5% , WX BE# 1T =R INE KB hn
BIAKD |, LLDESEZ £,

- AES-128 — BRMEBEIREAES)R 128 MNE S % , BI 10N EE FHPFA IR N F L,
- AES-192 — BRMEFRAEAES)R192U B 5% , BI 121N EE BRI AT ERNE L.
- AES-256 — BRIMBIREAES)R256VINE S % , BI 14N EE BRI AR ERN B,



IPSec Setup

Phase 1 DH Group:
Phase 1 Encryption :

Phase 1 Authentication:

Phasze 1 5A Lifetime:
Perfect Forward Secrecy:

Phase 2 DH Group:
Phasze 2 Encryption:

Phase 2 Authentication:

Phase 2 5A Lifetime:

Preshared Key:

Preshared Key Strength Meter:

Minimum Preshared Key Complexity:

Group 1- 763 bit W

AES-128 W

MD5 W

w5

:..S.H_-.ﬁ‘f‘ |Jeec | Range: 120-86400, Default: 28800 )
Group 1- 768 bit W

DES W

D5 w

3600 sec ( Range: 120-28800, Default: 3600 )
Enable

=

$ 3. MPhase 1 Authentication TR 3R EREHWEHBRIES %, VPN RBENHREE

1 AR89 & 3 3 E 75 5%

- MD5 — HEREE A5MD5) R R32M T AHRFIMBEERY , BIRBMITERPRERS

Ko

- SHAT — Z2HBFIEERA1(SHAT) R 160 B 5I B % , LkMDSE &R £,

= ¢ =

0N TN



IPSec Setup

Phase 1 DH Group: Group 1-768 bit v

Phase 1 Encryption : AES-128 v

Phase 1 Authentication: SHA1 v

Phase 1 34 Lifetime: 2870 sec [ Range: 120-86400, Default 2880
[:'erfect Forward Secrecy; ]
Phase 2 DH Group: Group 1-768 bit v

Phase 2 Encryption: DES W

Phase 2 Authentication: MD5 v

Phase 2 SA Lifetime: 3600 sec [ Range: 120-28380

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: o e [

SRAESE1NE , VPNREBEES 1M ERSAL S BZRPRIFEINRD , UBNEMN, BIARS
[ 79 28800 #,

S IR5.1% FPerfect Forward Secrecy®IE4E , N FARMEZS R, HWET AT EERZRAE
WA AR ZER, MENBREALBEIRESHNFALE, At , e REEZRENEEH
NE#ITHHRIE , BREHETEE - MEARSN , eHitRFEMRA, HEEXBULRE
, BAEaUREESN TS M,




IP5Sec Setup

Phase 1 DH Group: Group 1- 768 bit W
Phase 1 Encryption : AES-128 W
Phase 1 Authentication: SHAM W
Phaze 1 SA Lifetime: 2870 sec [ Range: 120
Perfect Forward Secrecy:
Phase 2 DH Group: Group 1-768 bit W
Group 1- 768 bit
Phase 2 Encryption: Group 2 - 1024 bit
Group 5- 1536 bit
Phasze 2 Authentication: ErS i
Phase 2 SA Lifetime: 3600 sec { Range: 120-28800, Default: 360

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: [==Y =Y e |

SIR6.MNE2M EXDHA T HIFI R A LB E LW E2MERDHA ., 1 M ERA TERBEM IR AE
VB TEBBELEEXREK (SA), UXBFRZENWEHRIEEE. Diffie-Hellman(DH) 2 E S 1B ERiE
EHEATHERAURIE SR ZRHA K EBIPIL

14 -768 1 - RIREBENZBENELAZENEHRIIA, BER , cEEELHATEE
T IKE Z41, MEMEKERERE , N EELIER,

CEB2H-1024 1 - RIBREBENFZHNEZLENENRIIA, BER , cFE—LfERITE
IKE 24A,

.54 -1536 Y - RBEERAENZANRLZENENRIIEA, CEEEZLHEIRITE IKE &
., MEMFZEERR | N E &L,



IPSec Setup
Phase 1 DH Group: Group 1-768 bit v
Phase 1 Encryption : AES-128 v
Fhase 1 Authentication: 2HA1 W
Phase 1 SA Lifetime: 2870 sec ( Range: 120-86400, Default 28800
Perfect Forward Secrecy:
Phase 2 DH Group: Group 2 - 1024 bit v
= ™)
Phase 2 Encryption: DES v
MULL |
Phase 2 Authentication:
3DES
Phase 2 3A Lifetime: AES-128 bec ( Range: 120-28800, Def
AES-192
Minimum Preshared Key Cnmplexiw:k_a,Es_%a )
Preshared Key:
Preshared Key Strength Meter; == EE

# 7% . M Phase 2 Encryption ( £ 2 BERINE ) TH IR FLEFEZHRE 2 B EINZ KM
R, HEMSEH AES-256 , AAECRRZEWMES:, VPN BENFIREEFHAHERN
& r .

. DES — BiE =R (DES) 2561 , [HWMZBAZE , HTRIIEEZRLHNME RS Z.

. 3DES — = EHIE N5 4 (3DES) R 168 Y B S iNFr 5 3% |, B 3T BhdE# 17 = X hn 28 >k 18 hn
FEA KR, LDESEZ %,

. AES-128 — BRINFIRAEAES) 128 NE S 3% , B 10X B EE NE XA KR IR,

. AES-192 — BRINFIRAAES) 192U NFE 3% , B 12X B EE N AN KR AT,

. AES-256 — B IR AE(AES) 256 NE F 3% , B 14X EREEFANKRKIRAIEZE,



IPSec Setup

Phase 1 DH Group: Group 1-768 bit W

Phase 1 Encryption : AES-128 W

Fhase 1 Authentication: SHAT v

Phase 1 3A Lifetime: 2870 sec { Range: 120-86400, Default 28800 )
Perfect Forward Secrecy;

Phase 2 DH Group: Group 2- 1024 bit W

Phase 2 Encryption: AES-128 W

MDs
MULL

Phase 2 Authentication:

Phase 2 A Lifetime:

Minimum Preshared Key Complexity:

Preshared Key:

Preshared Key Strength Meter: ==

28 8% : M Phase 2 Authentication ( 8 2 i R B B 1F ) T 2%k PEEFEE 4 B R
Z. VPN RREM AT EFEAMEN FHBRIES E.

- MD5 — HEREEZ5(MD5)RR2MU T AHFIEFEHY , BIRBRMITERFHERXZIER
Ko

. SHA1 — Z2 B H| & ERA1(SHA) 2160 85I &% , LEMDSEZR 2,

. Z{H - FEAEARIES E,




IPSec Setup

Phase 1 DH Group: Group 1- 768 hit

Phase 1 Encryption : AES-128

Phase 1 Authentication: SHA1

Phase 1 SA Lifetime: 2870 sec(Ra
Perfect Forward Secrecy:

Phase 2 DH Group:

Group 2 - 1024 hit

Phase 2 Encryption: AES-128

Phase 2 Authentication: MD5 v
(Phase 2 SA Lifetime: 350 sec )
Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght

LF‘reshared kKey Strength Meter: mmmEC] )

HPRO.FEZE2BER , VPNREBEEE 2B RSAE T RPRIFFINRE , UAPNEMN, BRIAR
B9 3600 ¥,

FRI0.MREFAFMAZZHANBAELT , %P Minimum Preshared Key Complexity & % 4E

o

-LFB'R11 T:Efﬁ/\?-géﬁ(PreShared Key)—?—Eﬁ':F' EAKZ HUEIKERT%WZ/E7/\¥H7&€HO Ei%
AIEA30MNF FFRENMAEZRH. VPN BENRIHEEFEAERNMEERA.

AR BB VNEFRKERN SR ZANTMAEEZERA , LEVPNREZ S,

/\;E%ﬂﬂirﬁ BIREXETRMAZRANEE, AERTEET K HERTEENE
, ZERTEES. MREIPSecikEDT107 & Minimum Preshared Key Complexity &
iﬂE , WX & ‘RPreshared Key Strength Meter.

xEE  WRNDS BRI Keying Mode THL5| TR HAdd a New TunnelEf 7 %R BB T H E 2347
MIKE , IREZTLUEREESER10. SRMAMEEMAZZHBEIT

SRI2UNREFREFIEMNLENRE , BE TR ARG RE URFRE

FERHFMAERANIKERFIEHNIKEN SR RR

BRRERTATEAMAZTRANKENMEFNERANIKE, FHRREXEEMSRKR
B



IPSec Setup

Phase 1 DH Group: Group 1-768 bit W
Phase 1 Encryption : AES-128 v
Fhase 1 Authentication: SHAT v
Fhase 1 3A Lifetime: 2870

Perfect Forward Secrecy;

Phase 2 DH Group: Group 2 - 1024 bit v
Phase 2 Encryption: AES-128 W
Fhase 2 Authentication: MD5 b
Fhase 2 3A Lifetime: 350

Minimum Preshared Key Complexity: Enable

sec ( Range: 120-86400, Default: 28800 )

sec ( Range: 120-28300, Default 3600 )

Preshared Key: abcd1234ght
Preshared Key Strength Meter: =mmEC]
| Save H Cancel |

SB1. B HAdvanced IR E BT A ZEFANIKEN SR RE

[] Mode Configuration

Advanced
[[] Aggressive Mode h
[1 Compress (Support IP Payload Compression Protocol(IPComp))
[ Keep-Alive
AH Hash Algorithm | SHAT | w
[] MNetBIOS Broadcast
[] MAT Traversal
L Cead Peer Detection Interval 15 sec [ Range: 10-999, Default 10 :J
Extended Authentication
® |PSec Host
User Name:
Password:
O Edge Device Default - Local Database Add/Edit

Save || Cancel |

S IR W ZIREE |, FikPAggressive Mode S, '©1E SAEHEHAE LABE XT3 #R 5 i

L
]



KWID , XFEELHIRMATHE , BREMERE,

SHRIMREFRIPHIERM K/ |, %+ Compress(Support IP Payload Compression
Protocol(IPComp)) &%, IPComp2—RIPESANN , ATERZRERIK. AFRFLEEY
218 1Y P L& RIR A R BUE T A = R BB B R 4R IPEUIB IR Y K7D

HIRA MRIAA FEVPNERE R E ERIFENRE |, HilkPKeep-AliveEiEE, MRIE(TELE
TREFDRS , EAYWTUREMEILEE,

S5 MR E XS Authenticate Header(AH)# T BB KIE |, &% AH Hash Algorithm & i%4E.
AHABERRES ORI , BIRBANXIEEZEEHGRPT BEIPHRL, BERIRKN
BERIEE .

. MD5 — JEEREEE5(MD5) KR R128 T+ #H I FEHE , BERE N ITER HERZE]
Ko
. SHAT — R4 85I & ERA1(SHAT) 2160 S5 EE , EMDSER %,

SREMREAWFARANREBEIVPNERE |, HiEHNetBIOS/ &, BRIAER THRIEH
RZE. NetBIOS ATEE —ELRHNAMMN ELBEF Windows Ih 82 R4 P 45 H 5y ) 45 7 R
, BIEINITEDAL, TTEHF

SR NMBEEEI ABIPH I MNFAELANG Hinternet , i®IEFNAT TraversalZi%1E. NATEZFR
HATHASBRENLEIPHUE R NEIPHI |, URPILEIPHU R ZEMBEREREL
H,

S R8.1%E P Dead Peer Detection Interval LA TE HiR @ X Hellos ACKEYVPNBRE R &S 1, 20
RiEP I EIRIE | B AFTERREENFLER R SHE R,

it

Advanced

[ ] Agagressive Mode

[ ] Compress (Support IP Payload Compression Protocol{IPComp))
[] Keep-Alive

AH Hash Algorithm | SHAT | w

[] MetBIOS Broadcast
[ ] MNAT Traversal

Ciead Peer Detection Interval 15 SEC

([¥] Extended Authentication
®) |PSec Host
lser Mame: user_1

Pascsword:  |eessssessns

Default - Lacal Diatabase

LD Mode Configuration

Save || Cancel |

S8 9.1% FExtended Authentication , AVPNEZEREESN LN EARIL. STEYHM
BRI LY BRVPNEZN ZHRIE,



. IPSecEHl — BEIIPSecEMN#H T B E MWL, MREFUIET |, FEUser NameZ R H
AIPSecEHMAF B , EPassword FEX i A 3,

CBEIRR — BEBGIREHRTT BEEHARIE, MBERIIEN | SN TRIRFPERSTELSE
WENBIEE, MRERNSFEREE  EEGRN/EE

AR ETHEAXNARNIREBERBEENFMAEE |, FSHRVI2088H155 LAY
EHEE.

S 10i£FMode Configuration , 3 1& ABSEE R 52 EIPH it
A BT FENSAATRREVPNHNIKEMAZZHER,
SR BHERERTFRE
it
FIMEEFS THERVI2XRFIVPNEE B 2R LB E 2 ANF i EIMKXVPNEY S 3R

BRI .....
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