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WVLAM: ¥ Enable
Create VLANSs and assign the Qulgodng Frame Type
Up fo four new YWLANS can be oreated. VLAMN iD= must Be in the range (4_4094)
VLAM Tabse Memst-3of3 =] perpage
WLAN ID  Description Inder WLAN Rowting  Desice Management  LAN1 LANZ LAN3 LaN4
1 Dedaun Disabled Enatled Untagged Untagged Untagged Untagged
25 Guest Disatied Disatied Taggea Tagged Tagged Tagged
100 Voice Disatlec Disatled Tagged Tagged Tagged Tagged
10 Wirgless_LLalM Digabisd :1- Enabled v Tagged v: Taggad =| |Tagged |= Tagged -
Mireless_GUEST Disatled [=] Enabled [=] Tagged [=| |Tagged [=]| |Tapged [=] |Tagges [x]
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DHCP Setup
[1pva || 1P6 |
& WLAN Option &2
VLAN ID: 10 [=]
Device IF Address: 192.168.10.1
Subnet Mask 255.255.255.0 [=]
DHCF Mode Disable @ DHCP Server ' DHCP Relay

Remate DHCP Sarver. 0.0.0.0

Client Laase Time: 1440 min (H
Range Start 192.168.10.100

Range End: 192.168.10.149

DNS Sanver Use DNSProwy | =]
Static DNS 1: 0.0.0.0

Static DNS 2: 0.0.0.0

WINS Server: 0.0.0.0

TFTP Server and Configuration Filename (Option 661150 & 67):
TFTP Server Host Name:
TFTP Server IF; 0.0.0.0

Configuration Filename:

| Sawe || Cancel |
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802.1X Configuration

Configuration

/| Port-Based Authentication
RADIUS IP: 192.168.1.32
RADIUS UDP Port 1812

RADIUS Secret ciscorad

Port Table

Port Administrative State Port State

1 Farce Authorized :~r | Link Down

2 Force Authorized :v | Link Dawn

3 Farce Authorized ﬂ Link Down

< Force Authorized E| Authorized
| Save |  Cancel
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VLAM Name: |Wireless_MAIN|
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Port to VLAN

Filterr VLANID equalsto | 10 [+]| AND Interface Type equalsto Fort [+] | Go

Interface GE1 GEZ2 GE3 GE4 GE5 GE6 GE7 GE8 GE9 GE10
Access
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Forbidden
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RADIUS

RADIUS Accounting for Management Access can only be enabled when TACACS+ Account

RADIS Accounting: @ Port Based Access Control (802.1%, MAC Based)
Management Access
Both Port Based Access Control and Management Access
Maone
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Server Definition: @ BylIP address By name

P Version: Version 6 @ “Version 4

& Server IP AddressiMame:
& Priarity:

Key String: @ UseDefault
User Defined (Encrypted)

T User Defined (Plaintext)
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Por-Based Authentication: (/| Enable

Authentication Method: @ RADILS, Mone

RADIUS
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Guest VLAN: Enable
& GuestVLAN Timeout: @ Immediate
lser Defined
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Authentication: (¥ Enable
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Global Settings

TSPEC Violation Interval; 300

Basic Settings

Radie: +|  Enable

MAC Address: CC:EF:48:87:49:78
Mode: 802.11b/g/n il
Channel Bandwidth: 20 MHz ﬂ
Primary Channel: i

Channel: Auto il
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Virtual Access Points (SSIDs)
VAP Mo. Enable VLANID 551D Mame S5ID Broadcast  Security MAC Filter Channel Isclation
| V] 10 Wireless_MAIN || WPA Personal || Disabled V|
Show Details
| = 20 \Wireless_GUEST ] WPA Personal || Disabled |
Show Details
/] v 130 | |wireless_ENGNRING ' V] wPA Personal [l Disabied |
Show Details
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=

FTRAESMBEES , %£3ZSystem Security > 802.1X Supplicant® . “802. 1XiFK 5"
ETTF :

. £ Administrative ModeFE ik FEnable , FiIRZEEBES02.IXE MM RIEFR FELHIERS,

- NEAPHEZEBH TR I RPERBEYRBEN Y B HRIEEAP) S E,

. fEUsernameFIPassword ZE& i AiEA S - FM802.1 X B K IE 23RN B 1 I IE R B F & H
2, AFENZENKESAN TF1R64ANZRBFZNFEZRZE, NEESHRIIRS S
BB,
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Supplicant Configuration

Administrative Mode | Enable

EAP Method: DS [x]
Username: example-usernams

Password: 00000 seessess

- -

Certificate File Status Rafresh |
Certificate Fie Present: Yas

Certificale Expration Date: Dec 26 18:43:36 2019 GMT

Browse to the location where your certificale file is siored and click the “Upload™ button.
Ta upload from a TFTP server, chick the TFTP radio button and &nter the TFTP server information.

Certificate File Upload

Trans fer Mathod: @) HTTP
TFTP
Fiename: [Choose Fie | No file chosen
Upload
Save
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https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html
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Server IP Address Type: ® |Pyd
IPvE

Server IP Address-1:  |192.168.1.32

Server |P Address-2: |

Server |P Address-3: |
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Key-2: |

Key-3: |
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RADIUS Accounting: | Enable
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