HESG350XGHISG550XG LAIEE TMACRIACL
BiR

HREFFIRACL)R—AMN , IREHFEDREFSHESRMRLNEIX LM N LU= HIZHE
Do XERMATLUR R sy BiRtut, IRAFEARKBFEGNEMSHAESF, NRBESS
ACLIVIEELRH TR , MaEFRAGTFHE, ETMACHWACLERAMAN R MHEESHE2RE
Rk, BUBBIX LM | HIAIMACHEHE, VLAN IDFEthertypefB, &EidSEHEE FMACH
ACL , A AR I B2 B BT IR RN BIE S,

AR 7 48R T AT FE SG350XGRISG550XG 3R Al #122 FIE B & FMACHIACL.
BERRE

- SG350XG
- SG550XG

R

- v2.0.0.73

B ETMACHIACL

=S ACLAH M

SB1.E2FEWebEEXARER , AEiEEAccess Control > MAC-Based ACL. T A EF
MACHJACLTT o

MAC-Based ACL

MAC-Based ACL Table
ACL Name

0 results found.

| Add..

| MAC-Based ACE Table |

SR2.E FMACHACLER E "R L HRIFMEETMACHACL, E0IEMACL , BHH
Add.. 388, [ A RMEFMACHACL'E D,



MAC-Based ACL

MAC-Based ACL Table
ACL Name

0 results found.

( Add. )

| MAC-Based ACE Table |

HPR3FEACL NameFBRH , W AFACLH B, LLBHRTLZWACLIIIEE , XA TIRAIE
B,

t ACL Name: 'ExampleﬂCL |
\Apply|| Close |

FR4BEHNMA". FACLROAMEIETMACHACLEF, H#EiCloselRE F/E FMACH
ACLITH , RBIEE L —F6lES —/ACL.

¢ ACL Name: IExampIeﬂGL

(CAeply )| Close |

SIS FOENACLENZ ; Bl , ERNESEAMNUREMACHE 1R IE R R FHIES. Eb)
BIXEHMN , AMEACLAIN B2 B (ACE). Fit , iE# HETMACKHACER R U
# F"BE FMACHIACE W .

MAC-Based ACL

MAC-Based ACL Table

ACL Name
ExampleACL

A

(| MAC-Based ACE Table )

S EEFMACHWACERE L , NETMACHACERTREE T HI 5K iR E R INACEW
ACL , A58 HGo, ZXIERYBIEMMEACLKENFIEACE, ERMACE |, H#HAdd... 3%
H, "MEHTFHMEFMACHACE'EO,



MAC-Based ACE
MAC-Based ACE Table

Filter: ACL Mame equals to lExampIeACL E [ Go '
Priority ~ Action | Logging Destination Source VLANID  8021p 802 1p Mask Ethertype
MAC Address = Wildcard Mask ~MAC Address  Wildcard Mask

0 results found.

( Add... ) Edit Delete

| MACBased ACL Table |

HB7. ACL NameFE N E REFNIMACEMACLI B R TE Priority=2 B ¥ |, % AACERI{E &
fimsS. ACERNILERHME , LHEHMIR, SBE N1 -2147483647 , HF1RHZEMR LR,

ACL Name: ExampleACL
4 Priority: 1 (Range: 1 - 2147483647}
Action: @ Permit
) Deny
() Shutdown
Logging: [] Enable
Time Range Enable
Time Range Name | Edit
Destination MAC Address: @ Any
() User Defined

# Destination MAC Address Value I

# Destination MAC Wildcard Mask I (0s for matching, 1s for no matching)
Source MAC Address: @ Any
() User Defined
£ Source MAC Address Value I
£ Source MAC Wildcard Mask I (0s for matching, 1s for no matching)
VLAN ID: | (Range: 1 - 4094)
802.1p: [] Include
£ 802.1p Value I (Range: 0-7)
¥ 802.1p Mask | (Range: 0 - 7)
Ethertype: I (Range: 5DD - FFFF)

\Apply | Close |

SIS RE"FRF |, BE—NREZHUEEEHEACENREN R EMFAER.




ACL Name: ExampleACL
% Priority: 1
Action: ) Permit
@ Deny
() Shutdown
Logging: ["] Enable
Time Range Enable
Time Range Name ¥ | Edit
Destination MAC Address: @ Any
(") User Defined
£ Destination MAC Address Value I
£t Destination MAC Wildcard Mask I
Source MAC Address: @ Any
() User Defined

# Source MAC Address Value

£ Source MAC Wildcard Mask

(Range: 1 - 214748364T)

(0s for matching, 1s for no matching)

(0s for matching, 1s for no matching)

VLAN ID: | (Range: 1 - 4094)
802.1p: [] Include
£t 802 1p Value I (Range: 0-7)
% 802.1p Mask | (Range: 0 - 7)
Ethertype: I (Range: 5DD - FFFF)
. Apply | Close |
‘WA -

- AW — BREFEFANBESE,
3B — ERFEFMHBES.
- KM — ERFEFMNHES , AREARO,

S R9.FELoggingF &4 , L EnableZ i E LA /5 FI SACE# NI LA A HEIERACLR. R
FAEAE IER K BRESE12, TESWebZABFALAN THIRERE ~ER,



ACL Name: ExampleACL
£ Priority: 1
Action: () Permit
@ Deny
(7) Shutdown
Logging: Enable
Time Range Enable
Time Range Name ¥ | Edit
Destination MAC Address: @ Any
(7) User Defined
£ Destination MAC Address Value |
£ Destination MAC Wildcard Mask |
Source MAC Address: @ Any
(7) User Defined
£ Source MAC Address Value I
# Source MAC Wildcard Mask |
VLAN ID: |
802.1p: [ Include
&t 802 1p Value |
£ 802.1p Mask |
Ethertype: I

(Range: 1 - 2147483647)

(Os for matching, 1s for no matching)

(Os for matching, 1s for no matching)

(Range: 1 - 4094)

(Range: 0-7)
(Range: 0-T7)

(Range: 5DD - FFFF)

| Apply-|| Close |

HPR10.#£Time Range &+ , it Enable £1%4E , EACENEIEE R HSEE ML TiE3R
Do MERMH LARERENFETE , ML FEREFRATH,



ACL Name: ExampleACL

& Priority: 1 (Range: 1 - 2147483647)
Action: (") Permit
@ Deny
(") Shutdown
Logging: Enable
Time Range: Enable
Time Range Name: IExampIeRangeE Edit
Destination MAC Address: @ Any
(7) User Defined

# Destination MAC Address Value I

£ Destination MAC Wildcard Mask | (0s for matching, 1s for no matching)
Source MAC Address: @ Any
(") User Defined
£ Source MAC Address Value I
& Source MAC Wildcard Mask | (0= for matching, 1s for no matching)
VLAN ID: | (Range: 1 - 4094)
802.1p: [] Include
£ 802 1p Value I (Range: 0-7)
% 802 1p Mask | (Range: 0-7)
Ethertype: I (Range: 5DD - FFFF)

Apply-| | Close |

LB MBERHHACERR THESEE , NESEAEH RN A, FATHIRER
XN LERBHNESSE , ANARACE, MREX#HY EREFEERESEE , Ntk FEREFRT
A A hmE R I i EER M B RE R B EE. BXFAEE , TSR %
SG350XGHISG550XG_L 1R ERTIHEE— X,



ukp.aspx?vw=1&articleid=5090
ukp.aspx?vw=1&articleid=5090

ACL Name: ExampleACL

& Priority: 1 Range: 1 - 2147483647)
Action: (") Permit
@ Deny
(") Shutdown
Logging: Enable
Time Range: Enable
Time Range Name: LExampIeRangeE Edit]
Destination MAC Address: @ Any

(7) User Defined

| 0s for matching, 1s for no matching)

Source MAC Address: @ Any
(") User Defined
I 0s for matching, 1s for no matching)
VLAN ID: I Range: 1 - 4094)
802.1p: [] Include
I Range: 0-7)
I Range: 0-7)
Ethertype: I Range: 50D - FFFE
}—Apply—{ I Close ]

$ P 12.#E Destination MAC AddressF & H , SR —NRIEZEY , BESWRTEDN B FF
MACHE 31, EFANYE1E B trit it #RICEL |, SRi& B User Definedis E ith ik S it 31t ST

Destination MAC Address: () Any
(e User Defined

%t Destination MAC Address Value: |00:'12:34:56:78:90

-+ Destination MAC Wildcard Mask: pO:DO:OD:DD:DD:DO (Os for matching, 1s for no matching)

MREERTRAPENL , BEEUTFR

. BARMACH# 3B — A BAEMACHEE, MNRBIFEETE S BNt | ACESFEM N ITH,
- BFRMACEE B — M ABBUUE Wbt E . IR E N 1S B2 BEMACH 1 F # 3T 57
2, MOF R ITHE AL,

EXE : BRiZEEE 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 1111
M1 ( XRREEREMVHNVE ) B0, EHINMNETEER), SEEF1%GRRFTH51E , H
BN EEQ, EARHIF , BH111 1111 = FFLSR | SN ER : 00:00:00:00:00:FF,



$ I 13.7£Source MAC Address FEH , 1E3F — /N 1% 1240 LA TE BF LE R MAC b 11 5 ¥ B% [T
B, EBANYSAEE RN CE |, Hi%EFEUser Defined SAEE it R it it SEE o

Source MAC Address: () Any
(@) User Defined
¢ Source MAC Address Value: 00:98:76:54:32:10
Source MAC Wildcard Mask: 00:00:00:00:FF:FF

MREETRAPFEN, FEEUTFE !

- JBEMACHEHEE — I AJEMACHEHE, MRHKIFET ISR | ACERFTHEM N T,
- BEMACEBE TR — M ABBLIE it ut BB, FIRE RN 1S HZBEMACH 1t A BT R L
, TO¥F =2 Peii 1 ($512100:00:00:00:00:11).

EX : RiZ#EHFB 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 1111
1111 ( XRTREERMUWUE ) B0, ERINN LEFEER), SFE1RRIHREGIE , H
BEONEE0, FEATRAH , B111 1111 = FFEUR |, #1BFER : 00:00:00:00:00:FF,

FIR14.FEVLAN IDFERF , BIA1 - 40942 HEIVLAN ID, WRHFESITELLVLAN
ID, ACEXRHEMN LE, kFBTRLEN  NEEEZNSHACEERERREIHNTER
VLAN ID,

VLAN ID: 10

$15.1802.1p F B |, % HInclude HiEHELUEACEDIES02.1p5tk, MBEIEL02.1p%
%, IE1E802.1pE"F“802.1pBM" FERHHAB02 1p EF AR, MANFERIBERZ0-7, W
RBETIEHEMMNE02. 1pEHAFEEIE , ACESTEM AN ITH,

802.1p: Include
+ 802.1p Value: <)
802.1p Mask: 0

S PR16.7E EthertypeF Bt , M ANFE4& ABITETH TR EthertypefE. Ethertype i
W— N B TR , RTBESHHENHI, SEEN5DD-FFFF, MRHETIEE
E M Ethertypefd , ACESNEM N ITHE, EthertypelE IR AJFEILIEEEFR AR E K EF],

Ethertype: 5DD

SEB17. 5 5RMA". ACEfRINEIEEMACL, B dCloselR[E Z/EFMACHIACER .
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o3

¢

y

ik

't

ACL Name:
Priority:

Action:

Logging:
Destination MAC Address:
Destination MAC Address Value:

Destination MAC Wildcard Mask:

Source MAC Address:

Source MAC Address Value:
Source MAC Wildcard Mask:

VLAN ID:
802.1p:

802.1p Value:

& 802.1p Mask:

Ethertype:

ExampleACL

L
() Permit

(e Deny
() Shutdown

Enable
O Any

(@) User Defined

|00:12:34:56:78:90

|00:00:00:00:00:00

) Any

(@) User Defined

|00:93:76:54:32:10

|00:00:00:00:FF:FF

|10

Include

(Range: 1 - 2147483647)

(Os for matching, 1s for no matching)

(0s for matching, 1s for no matching)

(Range: 1 - 4094)

(Range: 0-7)
(Range: 0-7)

(Range: 5DD - FFFF)

(Cnomyl) ciose |

st ETFMACHACL B0
SB1. ACLAI LA Bliw O s VLAN, ENETFTMACHACLESF EiFA |, ES M Z=Access

Control > ACL Binding(Port). {31 FF“ACLAE (#% 1) T o

ACL Binding (Port)

A port can be bound with either a policy or an ACL, but not both.
The default action is to discard (Deny Any) all the packets that do not meet the rules in an ACL. You can override the default
action of an ACL to forward those packets by configuring Permit Any on the desired ports.

ACL Binding Table

Showing 1-10 of 48 | 10 per page

Filter: Interface Type equals to | Port of Unit 1 :

[7]  EntryNo. | Interface MACACL IPv4ACL  IPv6ACL Default Action

CNCRCNCR RN RO

1 XG1
2 XG2
3 XG3
XG4
XG5
XG6
XGT
XG8
XG9
10 XG10

@ o o~ m ;4

Copy Settings Edit Clear

[1-10] [11-20] [21-30] [31-40] [41-48]




SB2EACLHERTNEN THRIFIZX A |, EBIRORLAG ( ERRE4A ) ERFEORE, R
REH 2R —Z 0, MO UMNEMERERIKO, 2HECoULE REEZEOXAEMNIIRK,

Filter: Interface Type equals to || Port of Unit 1 E
: f Uni
Entrv No. | Interface 3 0t.n|t1

[

S

| (

SEWIEPEONEIRE , RELHRE..... " B, "“RBACLHAZEEOTI.

Filter. Interface Type equals to | Port of Unit 1 [] | Go |
Entry No.  Interface MACACL  IPv4 ACL

HIR4. InterfaceF RERH B EEERENRAHLAG, ©R B3 ERACLEERPIE EHZED
o WFBRHATENERLBACLYHE (wH ) RHNER FTER O HIRET R,



Interface: [ﬂ Unit ITE’ Port W () LAG Iﬁ]
[] Select MAC-Based ACL:
Select IPv4-Based ACL: [[~]
Select IPv6-Based ACL: [[~]

Default Action: @ Deny Any
() Permit Any

ExampleACL |+

wppply-f | Close |

FIR5. % P Select MAC-Based ACL £i%41E , AEFEA TR IIREREMRFEIEEEON
ACL,

Interface: @ Unit [1]x] Port [XG1 [v] © LAG [1 [+
[ Select MAC-Based ACL: | ExampleACL Ej
Select IPv4-Based ACL: []~]
Select IPvé-Based ACL: [[~]

Default Action: @ Deny Any
() Permit Any

Applyf [ Close |

TROERUBETERS , ARRERAUBENMALESACLINET ERAKEZ. BiA
{E53Deny Any , ELERTMEACLIMEREENEIESD ; Permit Any ik & T LAY B iE

o

Interface: @ Unit ITE’ Port m () LAG |17v
Select MAC-Based ACL: | ExampleACL | v |

Select IPv4-Based ACL: [~]

Select IPv6-Based ACL: [[¥]

Default Action: @ Deny Any
() Permit Any

hpply-| | Close |

SBW7. B HBA". ACLREBIIEEE N, AIUEAZEN FREFRERENTRED , R
XAREIACLHE (%0 ) s




Interface: @ Unit |1 Port I){G1 : () LAG |1 :

Select MAC-Based ACL: | ExampleACL | v |

[] Select IPv4-Based ACL: []~]

[] SelectIPv6-Based ACL: [[~]
Default Action: @ Deny Any

() Permit Any
Eomomy ) cose

SEEREFZANREEHIHMED , BFRAPEEFNBZONERE K RAEETEH
RE.....EH. ‘EHREBEOTH.

Filter: Interface Type equals to | Portof Unit 1[~] | Go |
Entry No. Interface  MACACL  IPv4ACL IPvBACL Default Action
ExampleACL Deny Any

FRIOENAFZERT , AR REEHINED, BEOULAESSRE , tUUEELEE,

Copy configuration from entry 1 (XG1)

to: €6 ' (Example: 1,3,5-10 or: XG1 XG3-XGH)

SRI0.BENA". FEHRE,




Copy configuration from entry 1 (XG1)

to: |2-5 {Example: 1,3,5-10 or: XG1,XG3-XGh)

oo coee |

g%g.tﬂiiiﬁﬁ%ﬁﬂﬂgiﬁi ,ERPHEREHETER . HIE , TURMNEENER
M.

Fiter: Interface Type equalsto | Portof Unit 1 [~ ] | Go |
EntryNo. Interface MACACL | IPv4ACL IPvGACL Default Action

ExampleACL

ORI R TR <

FEFMACHACLELSH BIVLAN

SR, ACLET LA S /3% O MVLAN, EFEFMACHACLBFFIVLAN |, i S ElAccess
Control > ACL Binding(VLAN), 53T #F“ACLEZE(VLAN)' R

 VLANID WAGAGL IPVAAGL PAGACL et Acn |

FBR2. ACLETE ZK .2 7 HBIBRET BIVLANKI FTBEACL, MR ARMEACL , MFAZE, BF
ACLERSTZIVLAN , F¥ HAdd.. .38, “FIMACLAEEOITH.



ACL Binding (VLAN)

ACL Binding Table

VLAN ID | MAC ACL | IPv4 ACL | IPvE ACL | Default Action
0 results found.

Copy Settings Edit Delete

HPR3IEFEVLAN , FEAVLAN IDFERFH THIIRFACLES, WFERETATERNRE
ACLAFE (VLAN) TV EIR T HE AR EVLAN Z [H 1RIZE LT #

VLAN 1D:

Default Action: @ Deny Any
() Permit Any

(- Apply || Close |

S BR4 %P Select MAC-Based ACL Ei%41E , ARFEA TR Y| REFEME FIEEVLANKY
ACL,

VLAN ID: |TE|

[ Select MAC-Based ACL: |ExampIeACL vJ

[T+]
Select IPv6-Based ACL: [TT[=]

Default Action: @ Deny Any
() Permit Any

\Apply- | Close |

X TRESFEAVLAN IDERAEZHF - ETMACHACLAERIVLAN, 4\ | BHESE
B N HACLT ES E EIVLAN,

HPR5. 7 Default ActionF A, E#FE — M RIERH B EMALESACLIMVET RN HEE
o BRIAEJIDeny Any , ELEFEMEACLIMET EEAEIER ; Permit Any iR R Ith
RV B



VLAN ID: =]
[7] Select MAC-Based ACL: | ExampleACL |~ |
[] Select IPv4-Based ACL: [[[~]
[] Select IPv6-Based ACL: [[[~]

Default Action: @ Deny Any
() Permit Any

Apply-| | Close |

SR6. B RMA", ACLIRSTZIFEEMVLAN, B LUER VLAN IDFRIEBRERENTE
VLAN , S8 X REACLAE(VLAN) TTH

VLAN ID: |TE[

[v] Select MAC-Based ACL: | ExampleACL |~ |

[] Select IPv4-Based ACL: [[]~]
[] Select IPv6-Based ACL: [[][~]

Default Action: @ Deny Any
() Permit Any

(omwpy )| Cose |

SER7 ERFFVLANRZRB S &I T HEAMVLAN |, Fix P ESHIMVLANE B EIEE  REE
FTEHIRE.... R, ‘EHREBEOHTF.

ACL Binding (VLAN)

o nn cice ol pic ot

ExampleACL Deny Any

SIWMEAEXNAFERT , MAERREEFIFIAIVLAN IDHVLAN ID. IDATLAESZME , A
BiEEEE.



Copy configuration from VLAN1

to VLAN(s): {10 (Example: 1,3,5-10)

hpply | Close |

SWO.BETHMA". FEHFHRE

Copy configuration from VLAN1

to VLAN(s): |1ﬂ (Example: 1,3,5-10)

oy cose |

SEI0.MBEBRVLANWIRE , TP EEEE KRR TR, BEE , WUARREERER
BRZ1NVLAN,

-_--_

ExampleACL Deny Any
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