200/300RFNERBEIMAN LN THANZHEE IR
B HEBE IS
B 5

AL B I N B Z 40200/300 AR5 EMVEEM B, THEEMBER , AL 2ER
FREETHIX R, SEFHEEN BTN KRR EAFEENRIAHERIZ -8R
Fo

EARE

« SF/SG 200F1SF/SG 300& 5 #E & T ##l

B AR 2R

© 13.0.62
TH/EZFMEE/ BE
BETFTP

FR1BFKEWebBEESSARF , AREREE>-XHEE>THR/ZOERE/BS, Bl
Download/Backup Configuration/Log& O :



Download/Backup Configuration/Log

() viaHTTPHTTPS

Transfer Method: (@ viaTFTP
() via SCP (Over SSH)

Save Action: (@) Download

() Backup
TFTP Server Definition: ‘@) ByIP address () Byname
IP Version: (@ Version 4

& TFTP Server IP Address/Mame: [192168.10.10

£ Source File Name:

Destination File Type: ‘@ Running configuration file
() Startup configuration file

{1 Backup configuration file

|- Apply- || Cancel

B Bihvia TFTP , FRIEXHERDUAETRINZ0ER G %,

=4 : [iiSave ActionFERPRVIRIER IR, ATRAMVRERSE

« TE — HRTUEE R LB AR 5 — IR & LRV ER,
o B0 — HERTUEER A LB X4 E H 2 AR,

M  F£TFTP Server DefinitionZ B S TFTPIRZ B EN R BN B IEIRA, THIEIAIE

« By IP address — Wi A& T BB P ubE S TFTPERS 55,
« By name — BLiETN A i BT H B E B TFTPARSS 85

Timesaver : tIRBELSTRAFIEEFE TBy Name , EBHED RS,



FHY  MRESRA4FPIESE TBy IP address , FBTEIP VersionF R R IPMRAM £ikiEH, ATA
EEIE

o fRA6 — MBFEAIPVEER M | FHIEFILIA,
o R4 — NBFEHIPVASER M HE | FIEFILIA,

Timesaver : MNRIBELRSPIEIFMRAS | FHELSHES,

Nb o MRELSBRSHIERIRAG , MIEIPV6 Type addressFEx A Rt iR A6t 1t 35 AU Y 28 5% 3240
o ﬂﬁﬁﬁ:@i@% X

o AHbEERR — MR A REAR R G LIk FIPveibiLt.
- 2R — ETAFEEREFRAMNSE LR LA IPV6itE i,

Timesaver : MR BTEFE6S HI1ER T Global , BHEIZESSE,

SB7TNMBESEOPEZAMEERR M MLink Local Interface THLFI 3R ik iR A T XL Y 2

pr S

I 8IETFTP Server IP Address/NameZE&H |, # ATFTPIRSS 8389 1P 3k 535 & 6

Timesaver : MR BELSRIFTIEREZD , EHRELER11,

SBOMRBRELSBEIFTIEIFETE , MIESource File NameZEH |, i AN TR IRYAIRXEN B
o

S 10MRELSBRIFIEZET &L , MEDestination File TypeFERF A i XX RN B kiR, TH
R EIE -

« ETEREXH — XA YEIEANEE.
- BHERE — XRNEFBINEANEE
- FNEE — FIRFHATEONEE,



Download/Backup Configuration/Log

Transfer Method: ® viaTFTP
T via HTTPHTTPS
) via SCP (Over SSH)

Save Action: _1 Download

# Backup
TFTP Server Definition: &« ByIP address ( ) By name
IP Version: i® Version 4

TFTP Server IP AddressMame: |[192.168.10.10

Source File Type: # Running configuration file
1 Startup configuration file
Backup configuration file
Mirror configuration file

) Flash Log
Sensitive Data: » Exclude
Encrypted
Plaintexd
Destination File Name: Backup

SB MUNRESHEIDEFRM , WFESource File TypeFER P S XHR B RI%IRM, THIEMN
BIE -

« BTEE — RS uIEANEE,

- BHEE — XRINEEFEEERANEE,

- FVEE — N2 FIREFHEE.

- BREE — XREIEBENEIL , ERXRIVELZT24/00, FER24/NARINIZITE B
THEAESR , IEEIRESETEETEHEENBER T IR,

* Flashlog — XRF#ENFFHREHEE BT,

S] 121 T Sensitive DataF R EURBRHIER AN A LiRM, THIETISZE

o BEBR — WIATIAE R 0 P SR BUREIE.
« BINE — HETUNERE D PR BURERIE
« AX — WIRTUSAXERAER O ESBREIE.




IR 137EDestination File Name=FE ™ , AN T HEHMZ R A XN FIER .

SR AARTHERFAIRITHEE,

HTTP/HTTPSEL &

SR1BZIWebBEESSAERF , AREREE>-XAEE>-THEZOHRE/BE. HITTTE/Z0
BB/ BERH :

Download/Backup Configuration/Log

Transfer Method: () via TFTP
(@ via HTTPMHTTPS
() via SCP (Over SSH)

Save Action: (@ Download
() Backup
& Source File Name: i_E::ﬁ.annluad_t;:-t Browse..

Destination File Type: (@ Running configuration file
() Startup configuration file
() Backup configuration file

[—A-p-piy—] l Cancel

=% Bdvia HTTPHTTPS , HHTTP/HTTPSAETHMZ B =R 5 %,

=% : RiliSave ActionFERFPRVIRIFRIZIZH, ATRAMNRERTE

« TE — HRTUEE R LB AR S — IR & LRV X Bk,
o F — HERTUEER A LB X4 E H B B AR,



Timesaver : MIREBIEHE3L %R T Backup , BHEESS,

ML MRELSBRIFIERTEH , MFESource File NameZF & " EBrowse , FMITEH B kR
EEE REVAIR A

FHL  MBRESERIFPIERTH , MFEDestination File TypeFERF REHE X HE R RIRIRM, T
RIET2EE

« BTEEXH — XA SmfEANEE,
- BHEE — XRINEHBHNERNEE,
- FNEE — FIREAZZONEE,

Download/Backup Configuration/Log

Transfer Method: () via TFTP
(@ viaHTTPHTTPS
() via SCP (Over SSH)

Save Action: ) Download
(@) Backup

Source File Type: (@ Running configuration file
() Startup configuration file
() Backup configuration file
() Mirror configuration file
() Flash Log

Sensitive Data: () Exclude
(@ Encrypted
() Plaintext
[ Apply- H Cancel l

FAL MBRESR3IPEEFEZH , NFESource File TypeFER P /T X HEAA HikiRM, AL
mMaE -

« BTEE — RBNHEEANEE.

- BHEE — RRNEEFEHEFEANEE,

- BROEBE — NE2OFHIRENEE.

- BEEE — XEREIMENEIA , ERBRILELIZT24/084, I E24/Nit AR ZITEL & 3
TEAER , IESHEESZTREZTSHBNERL TOIE,

* Flashlog — XRFEEAEFEFHREEE AR,



ST NBESEIVEFREZD , N7ESensitive DataF B P A HHRBEUIER BN R EIERE, THE
3HE -

o BEBR — WIATIAE R 0 P SR BUREIE.
« BINE — HETUNERE D PR BUREREE
« AX — WIRTUS AR ER O ESBRERIE.

S SR EWEREFARTHEE.
B SCP ( B3SSH )

FRIBEFZIWebBEEXARSF , AREREE-XHEE>-TRH/RZORE/ BT, HITTTH/EZH
BE/BETE :



S5SH User Authentication

Transfer Method  via TETP
) ¥ia HTTPMHTTPS
i®) wia SCP (Over S5H)

55H Settings For SCP:

Remote S5H Server Authentication: Disabled Edit

S3H Client Authentication: ‘@) Use SSH Client Systermn Credentials
) Use S3H Client One-Time Credentials:

Username

Password

Save Action: ® Download
) Backup

SCP Server Definition; ® BylIP address () Byname

IP \farsion: & Version 4

SCP Semver IP Address/Name: 192.168.20.20

Source File Name: Download

Destination File Type: ‘@) Running configuration file

) Startup configuration file
() Backup configuration file

fhipplysss| |  Cancel |

=% : Bifvia SCP(Over SSH) , f¥Secure Copy Protocol over Secure Shell £ T 8 & 0%
B E,

EE : “IFESSHRS 28 B 71 E"(Remote SSH Server Authentication) FEX & RSSHAR K 858V IR A
o Edit ( 4R%8 ) R4 IF4 FISSH Server Authentication(SSHIRSS 88 B A RIE) W E. AXxIAEE
SSHERF M FAER , B RNXEIRINEERR LW Z L NF(SSH) RS i

=2 : RiiSSH Client Authentication FER P Y R iEIRHMSSHE P im B M RIEF X, Al HEIEE

- EASSHEF IR — WM A it &N AFE U K ASSHEIL,

£ : System CredentialsiZ & 5| § ZSSH User Authentication®@, BHXSSHAF &4 K1


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb4006-configure-secure-shell-ssh-server-authentication-settings-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb4006-configure-secure-shell-ssh-server-authentication-settings-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb4006-configure-secure-shell-ssh-server-authentication-settings-on.html

BENFARFEE , FSAXEI0RIIEER TR =27 (SSH) T - in A - & {350 UE

o

« FERASSHE iR —RMEEIE — G AR VRN IR ER AR ER PRI
— AP —RAZRATHREREFENAF R,
— B — AR T HRENED,

$BMY . [AiiSave ActionFERPRVIRIER IR, ATAAVRIFERE

« TE— BRTUEE R LB AR S — IR & LAY X R,
o B0 — HRTUSER A LB XA EH B HAibirE,

$HE . mESCP Server Definition ZERPHISCPIRZ B EN R BN HEIRM, WHEMEIE

« RIPH#IE — EEIATER AT UBE IP#b i & FISCPARSS 25 -
By name — BLIETUEELLIE T AT A |, BAME SR AT BUB K 18 B E 8 2 SCPAR S5 87

Timesaver : M1REBELSTRS5FIEE TBy Name , BEHED TR,

BEARL  MREDSESHIEE TBy IP address , MFEIP VersionF B [ IPHRAK #£ kiR, TH
ETELE

o hxA6 — MREAIPvEEE Mt | FHiEF LI,
o A4 — MREAIPvARE I | FEF LI

Timesaver : MR BELS RO IER T A4 , FHEES RO,

LB 7 NMRELSBREPIEFRIRAG , NIEIPV6 Type addressFER A S i iR A6 1k S R A 28 3% 1240,
Al AEETE

o i EERR — MR AT BRES NS EIEFIPVEib L,
« 2R — R AR EEREFRAEMNSE LR IPV6itE i,

Timesaver : MMREBEFE7L R %IFE T Global , BEBEZEIL,

HIR SMRESR7PEF AR MBS , W MLink Local Interface T RIS ZR &R A T X A4Z Ay A ity

pr I


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb4004-configure-secure-shell-ssh-user-authentication-settings-on-a.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb4004-configure-secure-shell-ssh-user-authentication-settings-on-a.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb4004-configure-secure-shell-ssh-user-authentication-settings-on-a.html

$ I 97ESCP Server IP Address/NameZ &+ , Hi ASCPARS EEMIIPHhaE SR ITE o

Timesaver : I REELSTRAFR%IF T Backup , BRELER12,

S A0OMBELSBATIETRERTE , MTESource File NameZ B |, # A T E B3R ALARSIEH
Ao

ST 11 MRESRA4FIEETH , MFEDestination File Type P S XHRBEMLIEIRM, T
RIETEIE -

« ETEREXH — XBRAYGRIEANEE.
c BHERE — XRNEFEINEANEE
- FNEE — FIREUAZZONEE,



S5SH User Authentication

Transfer Method: ) via TFTP
Y via HTTPMHTTPS
@ wia SCP [(Over 3SH)

SSH Settings For SCP:

Remaote S5H Server Authentication: Disabled Edit

SSH Client Authentication: &) Use 55H Client System Credentials
) Usze SSH Client One-Time Credentials:

Lzername
Passwaord
Save Action: ~ Download
» Backup
SCP Server Definition: #» ByIP address () Byname
IP Version: ® ‘ersion 4
SCP Sarver IP Address/Mame: 192.168.20.20
Source File Type: # Running configuration file
) Startup configuration file
) Backup configuration file
1 Mirror configuration file
1 Flash Log
Sensitive Data: 1 Exclude
&) Encrypted
1 Plaintext
Destination File Mame: Backup

e 1 | Cancel

LB I2MBELSRAFIEFE R , NESource File TypeFERF R AR R EIRM, 7L
o

« BITERE — B HFIEANEE,

- RIERE — RN EEH B EEANES

- FNEE — NENFIRENEE,

- REERE — XIREIBENELE , EBRIELREZT24M, FE24/NRARNETEER
THEMER , ZR%FZ‘JJEEE’%J:?'TEEEméWHE’J BRI,

* Flash log — REHEENFPNRGER BT,



HIR 13 HSensitive DataFERPBBEBIFER BN L ERE. THEREE

o« BEBR — WIATIAE R 0 P SR BUREIE.
« BINE — HETUNERE D PR BUREREE,
« AX — WIRTUSAXERAER O ESBREIE.

F R 147 Destination File Name=FE&H |, #aAE TR B HMIEZ W XHFWTER o

SR ASEHHERFAETHEE.
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