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Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password
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Authentication Call Station ID Type(AP MAC Address:SSID v)
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Authentication MAC Delimiter P Address
Primary AP MAC Address

Accounting Call Station ID Type AP MAC Address

Accounting MAC Delimiter
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Fallback Mode AP Name .
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Accounting Call Station ID Type ©olon
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Fallback Mode No Delimiter
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Accounting Call Station ID Type
Accounting MAC Delimiter
Fallback Mode

Username

Interval

HIR 8

IP Address

Primary AP MAC Address
AP MAC Address

AP MAC Address:SSID
AP Name:SSID

AP Name

M T HLFI & 3 R Accounting MAC Delimiter
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Single Hyphen
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W B A T Active Fallback# = |, i57EUsernameZ R P ABEIEES RS B[IFEN P L EN E H
Fallback Mode  Active v

Username(  cisco-probe

Interval 300 | Seconds

BZAHMA1NFERFFH. FIAEHcisco-probe.
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MRBERTIEHEEEN , FHEAR FRIWMARVERBEGCAY N ELY). ZRRERDERXTH
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Fallback Mode  Active v
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Interval 300 <! Beconds

BRCEE K 180FE3600% , BINE N300,
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Authentication Call Station ID Type AP MAC Address:SSID

4

Authentication MAC Delimiter  Hyphen -
Accounting Call Station ID Type |P Address v
Accounting MAC Delimiter  Hyphen v
Fallback Mode  Active -

Username  cisco-probe

Interval 300 <! Seconds

AP Events Accounting
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Add RADIUS Authentication Server

Action Server Index Network User Management State Server IP Addr... Shared Key Port

HM| 15
T NI/ BERADIUSE R BB OH , BELTHEA :

- IREE5 %5l — %156

- WERF — BRRS. BIAMERT , LT NEnabled
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% i Apply.



Add/Edit RADIUS Authentication Server.

Server Index 1 v
Network User Enabled v
Management Enabled v

State Enabled v

CoADQ

Server IP Address 172.16.1.25

Shared Secret o oo 2]
Confirm Shared Secret =
Show Password
Port Number 1812
Server Timeout 5 Seconds

S 16
ERMRADIUSIEK RS 7% , BRBEBEBRISFNLITRINGT , ENREIERLNFR,
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(Add RADIUS Accounting Server)

Action Server Index Network User Management State Server IP Addr... Shared Key Port
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£ Wireless Settings
N
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£ #H“Add New WLAN/RLAN’,
WLANSs

N Active WLANs |
(Add new WLANIRLAN)

Action Active Type

& % Enabled WLAN
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EBNUET+F | WA BEEXHEN . SSIDFERGHEHER, BALERBREAM S, 2E
Apply,

Add new WLAN

General WLAN Security VLAN & Firewall Traffic Shaping Advanced Scheduling

WLANID 2 v

Type DWEAN

Profile Name *  WPA2Auth

S§SID *  WPA2Auth

S with same can be configured, unless layer-2 security settings are different.
Enable ()
Radio Policy ALL vy ©

Broadcast SSID ()
0

Local Profilin
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SMEWLANZ 24U+, N'REER"THXEF | EFEWPA2ENterprise. 1£#¥External Radius
R B BRILIRSES. BRI LUE R B A Radius 7 o



Add new WLAN

General WLAN Security VLAN & Firewall Traffic Shaping Advanced Scheduling

Guest Network

Captive Network Assistant

MAC Filtering 9
Security Type WPA2Enterprise v o
Authentication Server External Radius v 99
Radius Profiling () (7Y 3
BYOD
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EMERADIUSIRS #5589 . B EHRIRADIUS B 101 F FRS588

RADIUS Server o

Authentication Caching

C Add RADIUS Authentication Server> 9

State

e 0
R 2R ERNRADIUSEHRIERSFZFNFMESR , RFETAPply.



Add RADIUS Authentication Server

Radius Server can be configured from '"Admin Accounts > RADIUS'(Expert view).

Server IP Address 172.16.1.25 v\

o State Enabled v

Port Number 181>

\- >

o D €=
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B FHRNMRADIUSIZ ik BRSS-88

<

CAdd RADIUS Accounting Server )

Ac... State
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Add RADIUS Accounting Server

Radius Server can be configured from '"Admin Accounts > RADIUS'(Expert view).

Server IP Address 172.16.1.25 v

(1] State oo -

Port Number 1510

o @R
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SHEVLAN & Firewall, #B8ZF. SEMBELT+ , UBEEHNEAEETEERE, 2%
Apply.



Add new WLAN

2
General WLAN Security VLAN & Firewall Traffic Shaping Advanced

Client IP Management External DHCP Server v

Peer to Peer Block

Use VLAN Tagging No v

Enable Firewall No v
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£ fin ZAdvanced > Primary AP Tools.

i}u Advanced ) &
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B Logging

.ll RF Optimization
4l RF Profiles

# Primary AP Tools) 2
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& F“Troubleshooting Tools(FFEHERR T &),

Scheduling



Primary AP Tools

Restart Primary AP Configuration Management Troubleshooting Files

@roubleshooting Too@ Upload File

HW]3

£ Radius ResponseEB% , i A& 2 B Et B Y WLANEL B X8 Usernamef Password |, SR8 &
Start,

Radius Response @

WLAN Profile |WPA2Auth v‘ ©

o Username test

e Password EITYTTYYS Start Waiting for response from Radius server @

[J show Passphrase

F]|A4

RIS ER G , SR EFRFLERUATEA,

Radius Response @

WLAN Profile |wPA2Auth ‘| @

Username test

Password sscsssee Start Authentication success (172.16.1.25) 0

[J Show Passphrase
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https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/1769-tz-Frequently-Asked-Questions-for-a-Cisco-Business-Mesh-Network.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2063-Upgrade-software-of-CBW-access-point.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2067-RLAN-Port-Config-AP-Groups-CBW.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2068-Application-Profiling.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2080-Client-Profiling.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/1895-Master-AP-Tools.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2071-Configure-Cisco-Umbrella-CBW.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2075-Config-WLAN-Users-CBW.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2064-Setting-Up-System-Message-Logs-CBW.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2076-traffic-shaping.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2076-traffic-shaping.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2074-Rogue-Clients-CBW-Master-AP.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2073-interferers.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2072-Config-Managmt-CBW.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/2066-Config-Ethernet-Ports-Mesh-Mode.html
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