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ACL Configuration

ACL Mame:

ACL Type: IPud [ w

Add ACL
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ACL Configuration

ACL Mame: [Example.ﬂallanMTF’ }

ACL Type:
Add ACL

S ER3.MACL Type FRIFI R P IEIRACLAYIPV4ZEEL,

ACL

ACL Configuration

ACL Mame: IExampIeAIIanTMF’ (Rlange: 1-31 Characters)

ACL Type: IPvd : |
Add ACL IPvG \
MAC
H

H5R4.% HAdd ACLEIE £T#YIPv4 ACL.

ACL
ACL Configuration
ACL Mame: IExampIEAIIanTMP (Rlange: 1-31 Characters)
ACL Type: =
Add ACL
IPv4 ACLALI Y B il

S B1.MACL Name-ACL Type T H1 5| R AEEACL , REBEMN,

ACL Rule Configuration

ACL Mame - ACL Type: ‘ ExampleAllowSMTP - [Pvd v'
Rule: Mew Rule | w

Action: Deny |w

Match Every Packet:
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ACL Rule Configuration

ACL Name - ACL Type: | ExamplaAllowSMTP - IPvd | w

Rule: Mew Rule | w
Action: Deny |+ |

Match Every Packet:
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ACL Configuration
ACL Name: ExampleslowSHMTP (Range: 1-31 Characters)
ACL Type: u

Add ACL

ACL Rule Configuration

ACL Name - ACL Type: User! - IPvd H

Rue: [New Rule ]
Action: u
Deny
Match Every Packet: Permit
Protocol: Select From List: Match to WValue: (Range: (
Source IP Address: (oo 2o oo 2ok} Wil Card Mask:
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ACL Rule Configuration

ACL Mame - ACL Type: sample—vad-E

Rule: Mew Rule |Z|

Action: Deny |E|

@mtch Every Packet: J)

Protocol: Select From List: | ip Match to Value:
Source [P Address: Wild Card Mask:
Source Port: Select From List: Match to Port:
Destination IP Address: Wild Card Mask:
Destination Port: Select From List: Match to Port:
Sermvice Type

IP DECP: Select From List: Match to Value:

IP Precedence:

IF TOS Bits: IP TOS Mask:

Delete ACL:

Save
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ACL Rule Configuration

ACL Name - ACL Type: User! - IPv4 [+ |
Rule: MNewe Rule El
Action: Deny El

Match Every Packet:
Protocol: ¥| @ select From Ligt: ip Match to Value:
Source IP Address:

Wild Card Mask:

Source Port: Select From Ligt: | top Match to Port:
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Destination Port: Select From List: Match to Port:
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ACL Rule Configuration

ACL Name - ACL Type: Usert - Pvé [ |
Rule: New Rule E|
Action: Deny El

Match Every Packet:

Protocol: ¥| @ select From List: ip El Match to Value: |0

Source IP Address: (“' 192.168.10.0 Wild Card Mask: 0.0.0.255 _)
Source Port: Select From List: Match to Port:

Destination IP Address: Wild Card Mask:

Destination Port: Select From List: Match to Port:

Service Type

IP DSCP: Select From List: Match to Value:

IP Precedence:

[P TOS Bits: P TOS Mask:

Delete ACL:

Save
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ACL Rule Configuration

ACL Mame - ACL Type: Uzer! - IPv4 u
Rule: Mew Rule | |

Action: Deny ||

Y

Match Every Packet:

Protocol: @ Select From List: ) Match to Value: (Range:
Source IP Address: 192.168.10.0 (oo oo 00 200k} Wild Card Mask: (0.0.0.255
Source Port: @ select From L ftp ") Match to Port: (Range:
Destination IP Address: D oo xooc) Wild Card Mask:
ftpdata
Destination Port: D Select From Li hitp Match to Port: (Range:
smtp
Service Type gnmp
telnet
IP DSCP: O Select From Lisf | tftp Match to Value: (Range:
WA
IP Precedence: D TRaE U -7
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ACL Rule Configuration

ACL Name - ACL Type: User] - IPva u

Rule: Mew Rulg [ |

Action: u

Match Every Packet: |:|

Protocol: @ Select From List: ) Match to Value: (Range: |
source P Address: 152.168.10.0 (oo oo xoocxood)  Wild Card Mask: |0.0.0.255

Source Port: ) select From List I:I @ match to Pur{ﬂﬂ ]?;aﬂge:
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Destination Port: D Select From List: I:l Match to Port: (Range:
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Action: | Deny [
IMatch Every Packet; =
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Source [P Address: 192.168.10.0 (oo o 200 200k} Wil Card Magk: (0.0.0.255 (e,
Source Port; © select FromList: | g [w| ) Match to Port: (Range: 0- 6
Destination IP Address: 152.168.20.0 (oo oo oo oo} Wild Card Mask: (0.0.0.255 u,)
Destination Port: D Select From List: I:l Match to Port: (Range: 0 -§
Service Type
P DSCP: [ selctFromList|  [~] ' Matchto Value: (Range: 0 - 6%
IP Precedence: D (Range: 0 -7)
IP TOS Bits: D (Range: 00 - FF) IPTOS Mask: (Range: ¢
Delete ACL: [

Save
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Action: Deny u
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Protocol: @ Select From List; ) Match to Value: (Range:
Source IP Address: 192.168.10.0 (oo oo oo poi ) Wil Card Mask: (0.0.0.255
Source Port: @ select From List: u () Match to Port: (Range:
Destination IP Address: 192.168.20.0 (oo oo oo ook ) Wikd Card Mask: (0.0.0.255
Destination Port: @ select From List u ) Match to Port: (Range:

Service Type fip
ftpdata
IP DSCP: D Select From List hitp | Match to WValue: (Range:
IP Precedence: 0-7
IP TOS Bits: 00 - FF) IPTOS Mask: (Ran
Delate ACL: [
Save
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Action: Deny El

Match Every Packet.

Protocol: ¥| @ sglact From List: ip El Match to Value:

Source [P Address: 4| Hgz.182.10.0 Wild Card Mask: |0.0.0.255

Source Port: ¥| @ salact From List: fip El Match to Port:

Destination IP Address: 4| Hgz.182.20.0 Wild Card Mask: |0.0.0.255
Destination Port: ¥ Select From List: @ Match to PIJF(-SU -J
Service Type

IP DSCP: Select From List: Match to Value:

IP Precedence:

IP TOS Bits: P TOS Mask:

Delete ACL:

Save
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Destination Port: v Select From Ligf: | 5%° @ Watch to Port: 30
csd
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P DSCP: J| @ select From Leg (=" [+] | match to value:

IP Precedence:

IP TOS Bits: IPTOS Mask:

Delete ACL:

Save
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Service Type

IP DSCF: ] Select From List: ® Watch to Value: 24

IP Precedence: [ 5 Range: 0 - ]

IP TOS Bits: OF ge: 00 - FF) 1P TOS Mask: [DE
Delete ACL: ]

Save
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Service Type
IP DSCP: L] Select From List:l:l ® |jlatch to Value: 24
IP Precedence: 5 (Range: 0-7)
IP TOS Bits: [ DF (Range: 00 - FF) 1P TOS Mask: | DE
Delete ACL: ]
Save
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Service Type
IP DSCP: L] Select From List:l:l ® Match to Value: 24 (R
IF Precedence: 5 (Range: 0-7)
IP TOS Bits: DF {(Range: 00 -FF) IPTOS Mask: | DE
Delete ACL: @
Save
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