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POST https://<CatalystCenterIP>/dna/system/api/vl/auth/token

DIHBAERNSEERE N1/, 106G, HPER L EREINAEBAPIAE BT .
EFHPython X , S AER(ER, base64Fljson) , AELRIEMNNEE .


https://docs.python.org/3/installing/index.html
https://docs.python.org/3/installing/index.html
https://docs.python.org/3/installing/index.html

import requests
import base64
import json

user = 'user' # User to Togin to Catalyst Center
password = 'password' # Password to Togin to Catalyst Center
token = "' # Variable to store the token string

authorizationBase64 = # Variable that stores Base64 encoded string of "username:password"

FHRIIAPIZIFHERGHRITENIRLPNRNDIE. ERGHRITIR—MU A TNLmHET
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base644mis , KRG BBERFZIEHRERAF 2BELHE,

ERRMNHWAFPBNOSEIEBasecb4RIBINFARTE |, BFEHAbasecdtER, At , FAT
b64encodeIhEE,

byte_string = (f'{user}:{password}').encode("ascii")
authorizationBase64 = base64.b64encode(byte_string).decode()

BIE LR | FH encode("ascii") BB LI Z T byte_stringZ £, X 2K N base64.b64encoderq
BEERUTETHONR. BETE , userfllpasswordZ £ A TR E FAF B KR user : password,
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print(authorizationBase64)
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requests.request(“method”, “url”, **kwargs)
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PEXETERRN T HEA TFrequest() B,

url = https://<CatalystCenterIP>/api/system/v1/auth/token
headers = {

‘content-type’: “application/json”,

‘Authorization’: ‘Basic ’ + authorizationBase64

}

¥t FheadersZ & , IBEETHINE. F—PEEZEcontent-type , BIEE KX B L im0 BIREMASE
B (XHEBAWERESTHLERE ) . E-1MSHEAuthorization , EXMERT , 2RETE
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ME , KEFEArequest\BEBINITAPIRA, T—MUBEREBEEE

response = requests.request(“POST”, url, headers=headers)

BlZresponseZTE RN T F RN X HAAPIEFHBEIE,

EITENIRENAY MG 7 , T2 B2 2 P fFprintB B Stext() FiE — A text()77 A F MCatalyst
Center 4 ZI i Iia 7 4 B strit Ko

print(response.text)
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{“Token” : “eyJhbGci0iJISUzIINiIsInR5JK09s1zVmNjkONFhkNTFhNDJ1ZWelLCU291cmNT1IjoiaW50ZXJuYWwiLCW2vMPUbUOINTq
I--- Qutput is supressed



SEE iR Catalyst Centerff AR BZERIEH , MAPIERTEEALMK , HERT —1MNE
i®

requests.exceptions.SSLError: HTTPSConnectionPool(host="X.X.X.X', port=443): Max retries exceede

EfRERE |, FEENverifyZB{ENFalse R NEERINGER, X G RBEKUEK B & in
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response = requests.request(“POST”, url, headers=headers, verify=False)
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ERIENRIER | EFEAtype() B

print(type(response.text))
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<class 'str'>

XBrE , REEMMNAPHZRH M RIREUGHEE K MAREBANZR/RSE |, A EMFHHEHCatalyst
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Ak, BE¥json.loads(FFRFHEFKMNFE , LERENENTHEANEERSIETSHREES

o

token
token

json.loads(response.text) # Converting the response.text string value into a dictionary (It is
(token["Token"]) # Extracting just the token value by specifying the key as a parameter.

ERiftokenZXER BN THEENEE , BREITH,

print(token)
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eyJhbGci0iJISUzIINiIsInR5IK09s1zVmNjkONFhkNTFhNDJ1ZWelLCU291cmNT1IjoiaW50ZXJuYWwiLCW2vMPUbUOJINTgxOXNeljMzY
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nodeInfo_url = "https://<CatalystCenterIP>/dna/intent/api/vl/nodes-config"
nodeInfo_headers = {

'X-Auth-Token': token
}

nodeInfoResponse = requests.request("GET", nodeInfo_url, headers=nodeInfo_headers)

nodelnfo_urZZEEMNBIEZZE N 7 E#BAIHWAPIFNURL, nodelnfo_headersZ E 77 EA1HIAPIF#R
ko EARTHIH | “X-Auth-Token : "FlTokenZE 247 S E4% 1% LR Th[E Catalyst Centeri® i iE K.
55 , nodelnfoResponses B 17 & API# I 57,

ERUFR BRI R | & A] BABE A print() B R
R B

{"response": {"nodes": [{"name": "Catalyst Center", "id": "eaS5dbecl-fbb6-4339-9242-7694eblcXxXx", "netw
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requests.exceptions.SSLError: HTTPSConnectionPool(host="X.X.X.X', port=443): Max retries exceede

EfREAB |, EEFverifyS BRI FalseBiE R, X SHHI ML iR (Catalyst Center)i
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nodeInfoResponse = requests.request("GET", nodeInfo_url, headers=nodeInfo_headers, verify=False)

MAPIUKE B e B 7] BE3E ST 13E, fF Ajson()iER , TUAES RN FRFRITENER, B , SAFE
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jsonFormat = (json.loads(nodeInfoResponse.text)) # Creating a JSON object from the string received from
print(json.dumps(jsonFormat, indent=1)) # Printing the response in a more readable string using the dum

json.dumps : HLEBUIREIJSONII R , XN RIENISONBX FRHFETRHNS .
FiE . WS HBE LISONE R FRF R REIH R o
i R

"response": {
"nodes": [
{
"name": "X.X.X.X",
"id": "eaS5dbecl-fbb6-4339-9242-7694eb1xXxX",
"network": [

{
"slave": [
"enp9s0"

1,

"Tacp_supported": true,

"intra_cluster_1link": false,
l--- Qutput is supressed
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GET https://<CatalystCenterIP>/dna/intent/api/vl/client-enrichment-details
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EXFMERT , BIFHE , X Fentity_typeZ % , ER B Enetwork_user_idZimac_address , 3} 8
entity valueZB 4RI E EE LK KAHERNE,

ERZIRE  FEENFAIMNHEE | entity_typeHlentity_value , AR NHIE :

entity_type = 'mac_address’' #This value could be either 'network_user_id' or 'mac_address'.
entity_value = 'e4:5f:02:ff:xx:xx' #Depending of the 'entity_type' used, need to add the correspondi

ELBEFNTERNITAPIAR. APIEAURLIZM# EuserEnriculation_urlZ&F, EXF#E
userEnfurationHeadersZE £ #, Y F|#Y a5 77 f#% fE userEnriculationResponseZE & .,

userEnrichment_url = "https://<CatalystCenterIP>/dna/intent/api/vl/user-enrichment-details"

userEnrichmentHeaders = {
'X-Auth-Token': token,
'entity_type': entity_type,
'entity_value': entity_value,

}

userEnrichmentResponse = requests.request("GET", userEnrichment_url, headers=userEnrichmentHeaders)



RN, }\AuserEnfurationHeaders':FI , entity_typeFlentity_valueZ

— e t&iE,
ERUFRBIMI @R |, &6 A print()BERE

HtokenZr

print(userEnrichmentResponse.text)
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[{
"userDetails" : {
"id" : "E4:5F:02:FF:xx:xx",
"connectionStatus" : "CONNECTED",
"tracked" : "No",
"hostType" : "WIRELESS",
"userId" : null,
"duid" : "",
"identifier" "jonberrypi-1",
"hostName" "jonberrypi-1",
"host0s" : null,
"hostVersion" : null,
"subType" "RaspberryPi-Device",
"firmwareVersion" : null,
"deviceVendor" : null,
"deviceForm" : null,
"salesCode" : null,
"countryCode" : null,
"lastUpdated" : 1721225220000,
"healthScore" : [ {
"healthType" : "OVERALL",
"reason" : "",
"score" : 10
b q
"healthType" : "ONBOARDED",
"reason" : "",
"score" : 4
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https://10.88.244.133/dna/intent/api/vl/network-device
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FEARRGIF | FEAmanagementlpAddressFserialNumber& 1S5 ( & BXt FAPIFEILE A Py
BEERSHHIIELENRE ) . KEUNEHTBEANERSHNERE.

managementIpAddress = '10.82.143.250'
serialNumber = 'FD025160X9L'

MEFR , EWSHEAPIBIURLFARN , 3 REAPINKE , R ?"RREASHK.
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T — R ERUNANFERS RN F#APIE A URLA deviceListUrZE £,

devicelListUr]l = "https://<CatalystCenterIP>/dna/intent/api/vl/network-device?managementIpAddresss=" + m

FER  ZHSIBNZECHMEURLFR S, RAFR , URLHNBNZRFENTAR :

devicelListUrl = "https://<CatalystCenterIP>/dna/intent/api/vl/network-device?managementIpAddresss=10.82

HEAPIHA |, FFtlZEdeviceListHeadersZ & LAFEAPIR L AR AE R S 8% 1% BWtokenZE £ |, H
deviceListResponse3 £ 17 APIMH K,

devicelListHeaders = {
'X-Auth-Token': token,
}

devicelListResponse = requests.request("GET", devicelListUrl, headers=devicelistHeaders)

ERUFRBIREAL , TS A print() B,

print(devicelistResponse.text)
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{"response": [{"family":"Switches and Hubs","description":"Cisco I0OS Software [Cupertino], Catalyst L3 S
l--- Qutput is suppressed
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