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NORTH
UNTRUSTED
Non-Fabric

SOUTH Tw1/0/1
TRUSTED
Fabric

VRF red
VNI 20101
Vian 201

L61:172.16.254.3

Leaf-01

L01:172.16.254.5
-

Leaf-03 1—::
Gi1/0/1

Tel/0/3

Tw1/0/1

Gi1/0/1

Gi1fo/1 Gi1/0/45

[ V1201: 10.1.201.10 ] [ V1 201: 10.1.201.11 ] [ V1201: 10.1.201.12 ]
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¥ : £Catalyst 9000F 533 ##l L SEEBGP EVPNES P Z R T 4IIMETRI RS A
IS HPEHAREEXIRMNBEHRNEE, AXHENERZRPNIERESR,

HH01 ( EAREVPNEE )

<tfroot>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static
f |l oodi ng- suppr essi on address-resol ution disable <-- Disables ARP caching so ARP is always sent up to t

router-id Loopbackl
12vpn evpn

i nstance 201
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vlan-based
encapsulation vxlan
replication-type ingress <-- Sets segment to use Unicast replication of BUMtraff

multicast advertise enable

<#root>
LeafO1#
show run | sec vlan config

vlan configuration 201
member evpn-instance 201 vni 20101

protected <-- protected keyword added

CGW ( EAEE )

<ttroot>

CCw#

show runni ng-config | beg | 2vpn evpn instance 201

12vpn evpn instance 201 vlan-based
encapsulation vxlan
replication-type ingress

def aul t - gat eway advertise enable <-- adds the BGP attribute EVPN DEF GN0: 0 to the MAC/ I P prefix

multicast advertise enable

<tfroot>
CGW#

show runni ng-config | sec vlan config

vlan configuration 201
member evpn-instance 201 vni 20101

<#root>
CGw#
show run int nve 1

Building configuration...

Current configuration : 313 bytes
!



interface nvel

no ip address

source-interface Loopbackl
host-reachability protocol bgp

menber vni 20101 ingress-replication local-routing <-- 'ingress-replication' (Unicast all BUMtraffic)

<#root>
CGw#
show run interface vlan 201

Building configuration...

Current configuration : 231 bytes
!

interface Vlan201

mac- addr ess 0000. beef . cafe <-- MACis static in this exanple for viewing sinmplicity. This is nc
vrf forwarding red <-- SVI isin VRF red

ip address 10.1.201.1 255.255.255.0
no ip redirects

i p local-proxy-arp <-- Sets CGNto Proxy reply even for |ocal subnet ARP requests
ip pim sparse-mode
i p route-cache sane-interface <-- This is auto added when | ocal -proxy-arp is configured. However

ip igmp version 3
no autostate



SEE : ECGW. LR AR ABGPE M, AWFCOWIEMA K EFTE BT BRE (RT2,

RTS5/RT3).

<#root>
Leaf0l1#

sh | 2vpn evpn ev

EVPN instance:
RD:
Import-RTs:
Export-RTs:
Per-EVI Label:
State:

=
R )
201 det ai

201 (VLAN Based)
172.16.254.3:201 (auto)
65001:201

65001:201

none

Established



Replication Type: 1Ingress
Encapsulation: vxTlan

IP Local Learn: Enabled (global)
Adv. Def. Gateway: Disabled (global)
Re-originate RT5: Disabled

Adv. Multicast: Enabled

AR Flood Suppress: Disabled (global)

VI an: 201
Pr ot ect ed: True (local access p2p blocked) <-- VMlan 201 is in protected node

<...snip...>

R#RT2ERK ( At FEHEIRT2 )

B UE MZAS e E A5 3] BIRT24 BUAY 4H MR REE

* SISF ( HRMIZASVIRS , SISFHLBEE KB EHMARPHRKEENER )
« EVPNZ&HE

« L2RIB

« it 5 K 2 RBGP



RBR MR ZANARERRE , WEMBKCRESHE (S0 : SISFRBensk B
, NIBGPEEBIERT2 ) -

SISF
KIESISFRE CHEHBFEEFIRAMEN ( MADHCPHARPZRAEHER )

« SISFMIOS-MATM learningZREAMACS B , Afa@ L RIEFEVPNE RS ( AR
“evpn-sisf-policy”#TMACH G [E ) .

« SISFIREARMVTEP EHIP/MACHEH FEHEVPNEELS , XEEEMNFENEIBGPEIH
AR M 8/3288 K.



AR BGRP , ENE-IE

/.
5 FBE 5% & FDHCPRIDHCPY I

<#froot>

Leaf 01#

show devi ce-tracki ng database vl anid 201

vl anDB has 1 entries for

Preflevel flags (prlvl):
0001: MAC and LLA match
0008: Orig trusted trunk
0040: Cga aut henti cat ed

Net wor k Layer Address
ARP

10. 1. 201. 10

vlan 201, 1 dynamc
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resol ution Protocol,

0002: Orig trunk

0004: Ori g access

0010: Orig trusted access 0020: DHCP assi gned

0080: Cert authenti cated 0100: Statical ly assigned

Li nk Layer Address

Interface

vl an

DH4

ASIP , HISISFEMAARPRINEEHNIFMER . FEXRE

prlvl

| Pv4 DHC

age



0006. f 601. cd43

G1/0/1
201 0005 3m REACHABLE 86 s

<-- G eaned fromlocal host ARP Request

EVPNEE 25

EVPN Mgr# 3 A i MACH N H 2% F|L2RIBH, EVPN Mgrtt ML2RIBIXREUZFZEMAC , 5 B XA
FREMACK S+

HINEVPNEE R EEASISFREEH

<#root>
LeafQl1l#
show | 2vpn evpn mac evi 201

MAC Address EVI VLAN ESI Ether Tag Next Hop(s)

0006. f 601. cd43 201 201

0000.0000.0000.0000.0000 O
G 1/0/1: 201 <-- MAC in VLan 201 local interface G 1/0/1:service instance 201

<...snip...>

L2RIB

« L2RIBMEVPNE R 23R B4 #MAC 3 & 12 ZIBGPHIL2FIB,

« L2RIBiZ AR MBGPE T FEMACUL E HIEVPNE 228 FL2FIB,

« L2RIBEE“A#y" M2 , EbA B FREEBRERF,

« L2RIBEA#HM F A FZEMACEI 2 H , EABRTEEEHN S E/A4

KiFL2RIBEA 2 FEAEVPNEEREF AR MACE £

<#root>

LeafQl1l#

show | 2rout e evpn mac topol ogy 201 <-- View the overall topology for this segnent
EVI ETag

Pr od



Mac Address

BGP

0000.beef.cafe

Next Hop(s) Seq Number

V:20101 172.16.254.6 0

<-- produced by BGP who updated L2RIB (renote |earn)

201 0

L2VPN

0006.1601.cd43

Gil/0/1:201 0

<-- produced by EVPN Mgr who updated L2RIB (local |earn)

Leaf0l1#

show | 2rout e evpn mac nmac- address 0006. f 601. cd43 detai l

EVPN | nst ance:
Ethernet Tag:
Producer Nane:

MAC Addr ess:

Num of MAC IP Route(s):

Sequence Number:
ESI:
Flags:

Next Hop(s):

181 i B R“BGP

201

0

L2VPN <-- Produced by | oca
0006. f 601. cd43 <-- Host MAC Address

1

0
0000.0000.0000.0000.0000
BO

G 1/0/1:201 (E-LEAF) <-- Port:Instance and i nfo about the Role (Leaf)

KIEBGPR & HL2RIBE#T

<tfroot>

LeafOl1#

show bgp | 2vpn evpn route-type 2 0 0006.f601.cd43 *

BGP routing table entry for [2][172.16.254.3:201][0][48][0006F601CD43][0][*]1/20, version 268232
Paths: (1 available, best #1,

table evi_201

)

<-- In the totally isolated evi context

Advertised to update-groups:

2
Refresh Epoch 1
Local



0.0.0.0 (via default) from0.0.0.0

(172.16.255.3)

<-- fromO0.0.0.0 indicates | oca

Origin incomplete, Tocalpref 100, weight 32768, valid, sourced,
| ocal

, best

<-- also indicates |loca

EVPN ESI: 00000000000000000000, Labell 20101
Extended Community: RT:65001:201 ENCAP:8

EVPN E-Tree:flag: 1
, 1abel:0

<-- EVPN e-Tree attribute with Leaf flag = 1 (added to indicate this is a host address)

Local 1irb vxlan vtep:
vrf:not found, 13-vni:0
Tocal router mac:0000.0000.0000
core-irb interface: (not found)

vtep-ip:172.16.254.3 <-- Local VTEP Loopback

rx pathid: 0, tx pathid: 0x0
Updated on Sep 14 2023 20:16:17 UTC

ERERT2% Y (BIAWERT2 )
Wit E RBGP

KIEBGPE3REICGW RT28I 4

<tfroot>

LeafOl1#

show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.201.1

BGP routing table entry for [2][172.16.254.3:201][0][48][0000BEEFCAFE][32][10.1.201.1]/24, version 1141
Paths: (1 available, best #1,

tabl e evi_ 201

)

<-- EVI context is 201

Flag: 0x100

Not advertised to any peer

Refresh Epoch 2

Local, 1imported path from [2][172.16.254.6:201]1[0][48][0000BEEFCAFE][32]1[10.1.201.1]1/24 (global)
172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)



Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20101 <-- Correct segnent identifier
Extended Community: RT:65001:201 ENCAP:8

EVPN DEF GN 0: 0 <-- Default gateway attribute is added via the 'default gateway advertise CLI
Originator: 172.16.255.6, Cluster Tist: 172.16.255.1

rx pathid: 0, tx pathid: 0x0
Updated on Sep 1 2023 15:27:45 UTC

L2RIB
KiFBGPE#THIL2RIB

« L2RIBMEVPNEE 2RI A #BMACH %X EIBGPHIL2FIB, L2RIBIEfiTR MBGPH# Y izig
MACUAEHEVPNEE S ML2FIB,

« L2RIBEE“AR#y"F“Inf2” , EAHFREERERN,

« L2RIBE#HM F A FZEMACES 2H , EABRRTEEEHN S EMA 4.

<#root>
Leaf 01#
show | 2rout e evpn defaul t-gateway host-ip 10.1.201.1

EVI ETag Prod Mac Address Host I P

201

BGP

0000. beef . cafe

10.1.201.1

V: 20101 172.16. 254.6

<-- L2RIB has the MAC-IP of the Gateway progranmed

L2FIB
FEL2FIBHRRIE
« SETAMACE#TFEDATE R ¢ AP 1T 4w T2 Y 4 1F



 L2FIBZEFIFED-MATMH HIZIEMACSK B T 24515 FI0OS-MATM,  ( I0OS-MATM{X & /R4
#hMAC , MFED-MATME Y & RA it FIZFEMAC ) o
« L2FIB# H{X & RIZEEMAC ( EFRAEXN A HMACHTHRE ) -

<ffroot>
Leaf 01#

show | 2fib bridge-domain 201 address uni cast 0000. beef. cafe

MAC Addr ess

0000. beef . cafe <-- CGW MAC

Ref er ence Count 1

Epoch 0

Pr oducer . BGP <-- Learned fr¢
Fl ags : Static

Adj acency :

VXLAN_UC

PL: 2973(1) T: VXLAN UC [ MAC] 20101:

172.16.254.6 <-- CGW Loopback IP

PD Adj acency : VXLAN _UC PL:2973(1) T:VXLAN UC [ MAC|] 20101:172. 16.254.6
Packet s T 6979

Byt es 00

FED

FEFED MATMA I 1IE

- TEBLE T “protected R BFE KM EH RS , B ZREEERFICGWERIAN XMACHI A 3
HLMAC.,
. XY EEDEF GWEMMRT2HIR , UBEEWLZEMACESRE,

<#root>

Leaf 01#

show platform software fed switch active matm macTabl e vl an 201
VLAN MAC

Type

Seq# EC Bi Flags nachandle si Handl e ri Handl e di Handl e

201 0000. beef. cafe



0x5000001

0 0 64 0x7a199d182498 0x7a199d183578
0x71e059173e08
0x0 0 82

VTEP 172.16. 254. 6

adj id 9

No
<- -

201 0006. f 601. cd01

Ox1

2458 0

201 0006. f 601. cd43

<-- Two | ocal

Total Mac nunber
Summary:
Total nunber
Total nunber
Total nunber of
Total nunber of
*a_time=aging_tine(secs)
Type:

of addresses::

of
of
lisp | oca

MAT_DYNAM C_ADDR ox1

MAT_STATI C_ADDR

MAT_ALL_VLANS 0x10
MAT_DO NOT_AGE 0x100
MAT_DUP_ADDR 0x1000
MAT W RELESS_ADDR 0x10000
MAT_DLR_ADDR 0x100000
MAT LI SP_REMOTE_ADDR 0x1000000
MAT_VPLS ADDR 0x2000000

MAT LI SP_GW ADDR 0x4000000
<- -
MAT LI SP_REMOTE_ADDR 0x1000000

MAT_LI SP_GW ADDR 0x4000000
MAT_DYNAM C_ADDR 0x1

RIS 4R 4%

0 0x7al199d1a2248

Ox1

MAC addresses (0x1 type) Conn =

0x2 MAT_CPU_ADDR

the addition of these val ues

0x7a199d19eef 8

8131 0

5

secure addresses:: 0
drop addresses::
addresses:: 0
lisp renote addresses:: 3
*e_tine=total _el apsed_ti nme(secs)

0

MAT_NO_FORWARD 0x20
MAT _SECURE_ADDR 0x200
MAT_NULL_DESTI NATION  0x2000
MAT SECURE_CFG ADDR  0x20000
MAT_MRP_ADDR 0x200000

= 0x5000001

WIAFED® B B &G-S RENEBERSI(RI)

0 0x7a199d195a98

Only rembte MAC installed in Fed is the Default Gateway (0x5000001 type) Conn =

0x0

0x7a199d

Yes (directly connected)

0x4 NAT_DI SCARD_ADDR

MAT | PMULT_ADDR
MAT_NO_PORT
MAT_DOT1X_ADDR
MAT_OPQ DATA PRESENT
MAT_MBRP_ADDR

No (meani ng

0x7a199c6f 7c

19eef 8

0x8
0x40
0x400
0x4000
0x40000
0x400000

not dire

ds

0x0

MAT RES'
MAT _DROF
MAT_ROU
MAT W RE
MAT LI SF



<tfroot>
Leaf 01#

sh platformhardware fed switch active fwd-asic abstraction print-resource-handl e 0x71e059173e08 0
<-- 0x71e059173e08 is taken from previ ous FED comand ri Handl e for the CGW MAC

Handl e: 0x71e059173e08 Res- Type: ASI C_ RSC Rl Res-Swi t ch- Num 255 Asic- Num 255 Feature-1D: AL_FID L2 W RELESS
priv_ri/priv_si Handle: 0x71e05917b8d8Hardware | ndi ces/ Handl es: index0:0x38 ntu_index/|3u_ri_i ndex0: Ox(
Features sharing this resource:58 (1)]

Brief Resource Information (ASIC_| NSTANCE# 0)

ASIC#: 0 RI:56 Rewite_ type: AL_RRM REWRI TE_LVX | PV4_L2 PAYLOAD ENCAP _EPG(116) Mapped rii:LVX L3 _ENCAP L2

Src I P 172. 16. 254. 3 <-- source tunnel IP
Dst | P: 172. 16. 254. 6 <-- dest tunnel IP
i VxI an dst Mac: 0x9db: 0x00: 0x00

i VxI an srcMac: 0x00: 0x00: 0x00

| Pv4 TTL: 0

iid present: 0

lisp iid: 20101 <-- Segnment 20101
lisp flags: 0

dst Port: 4789 <-- WXLAN

update only 13if: 0

is Sgt: 0

is TTL Prop: 0

L3if LE: 53 (0)

Port LE: 281 (0)

VI an LE: 8 (0)



EE . Bt aJLAE A “show platform software fed switch active matm macTable vian 201
detail” , Bt T EFEDM SR —NERF



X

Non-Fabric
L2 Inspection
Vlan Translate 202 <> 1202 DHCP, DNS, etc.

NORTH
UNTRUSTED
[ Services ]

Vian 1202

Vian 2021

Tw1/0/2
Vian 2021 /
10.1.202.1

Vian 202

Tw1/0/1

SOUTH
TRUSTED
Fabric
VRF pink
VNI 20201
Vian 202

L01:172.16.254.3
Leaf-01

T

Tel1/0/3

Gi1/0/1

Gi1/0/1 Gi1/0/1

[ Vi 202: 10.1.202.12 ]

[ V1 202: 10.1.202.11 ]

V1 202: 10.1.202.10 ]




| —

Vlan Translate 202 <> 1202

Tw1/0/1

Vian 202
0000.beef.cafe

Tw1/0/2

Vian 2021
0000.beef.cafe

Vian 2021

10.1.202.1
0000.beef.cafe

S =P




iR AN BETEREMERNX 5],

Ny

« Routing-policy , ADEF GWJE £ #xicGCWMXMAC IP
- FEAERZRIRKMEKE LEMACIES)
« GW MAC IPHY B IR &% IR ERGDE

HH01 ( EFREVPNEE )

<#froot>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static

fl oodi ng- suppr essi on address-resol ution disable <-- Disables ARP caching so ARP is always sent up to t

router-id Loopbackl



12vpn evpn

i nstance 202

vlan-based
encapsulation vxlan
replication-type ingress

multicast advertise enable

<#root>
LeafO1#
show run | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

protected <-- protected keyword added

CGW ( EAFREE )
HEnve MREEHEN

<tfroot>

CCw#

show run int nve 1

Building configuration...

Current configuration : 313 bytes
|
interface nvel
no ip address
source-interface Loopbackl
host-reachability protocol bgp

menber vni 20201 ingress-replication local-routing <-- 'ingress-replication' (Unicast all BUMtraffic)
end
BLESNE MR SVI
<#root>
CCw#

show run interface vlan 2021



Building configuration...

Current configuration : 231 bytes

interface Vl1an2021

mac- addr ess 0000. beef . caf e

vrf forwardi ng pink

ip
no

ip
ip
ip
ip
no
end

| ocal - proxy-arp

address 10.1.202.1 255.255.255.0
ip redirects

pim sparse-mode

rout e-cache sane-interface

igmp version 3
autostate

IR ZE A SR T RERY SR BE

<tfroot>

device-tracking policy dt-no-glean

<- -

<- -

MAC is static in this exanple for viewing sinplicity. This is nc

is in VRF pink

Sets CGWto Proxy reply even for |ocal subnet ARP requests

<-- This is auto added when | ocal -proxy-arp is configured. However,

<-- Configure device tracking policy to prevent MAC-IP fl appi ng

security-Tevel glean

no
no
no
no

protocol
protocol
protocol
protocol

ndp
dhcpb6
arp
dhcp4

£ ## Fexternalgatewayevi/vlan

<{froot>

CCw#

show runni ng-config | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

devi ce-tracking attach-policy dt-no-glean <--

apply the new device tracking policy to the vlan configur

Hexternalgateway mac-ip A INEEA S B LR ZRERR P

<{froot>



device-tracking binding vlan 202 10.1.202.1 interface TwentyFiveGigE1l/0/1 0000.beef.cafe

<-- Al static entries in device tracking table should be for external gateway mac-ip’s.
If there is any other static entry in device tracking table, match ip/ipv6 configurations in route map

B EBGP H RS LAPLELRT2 MAC-IPHI 4% 1% & BR IA M < extendedcommunity

<{froot>

route-map CCGW_DEF_GW permit 10

mat ch evpn route-type 2-mac-ip <-- match RT2 type MAC-IP

set extcomunity default-gw <-- Set Default-gateway (DEF GW 0:0) extended community

route-map CGW_DEF_GW permit 20

5 3% FH AR 5 7 A BIBGPEX A I Y 22 &R &

<{froot>
CGW#

sh run | s r bgp

address-family 12vpn evpn
neighbor 172.16.255.1 activate
neighbor 172.16.255.1 send-community both
neighbor 172.16.255.1

route-nmap CGWV DEF GWout <-- Sets the DEF GW Conmmunity when it advertises MAGIP type RT2 to the RR

neighbor 172.16.255.2 activate
neighbor 172.16.255.2 send-community both
neighbor 172.16.255.2

route-nmap CGWV DEF GWout <-- Sets the DEF GW Conmunity when it advertises MAGIP type RT2 to the RR

Ok

0|

WiF ( oRE )

EVIFEAE"



<tfroot>
LeafO01#

show | 2vpn evpn evi 202 detai

EVPN instance: 202 (VLAN Based)
RD: 172.16.254.3:202 (auto)
Import-RTs: 65001:202
Export-RTs: 65001:202
Per-EVI Label: none
State: EstabTlished
Replication Type: 1Ingress
Encapsulation: vxlan
IP Local Learn: EnabTed (global)

Adv. Def. Gateway: Enabled (global)
Re-originate RT5: Disabled

Adv. Multicast: Enabled
VI an: 202
Pr ot ect ed: True (local access p2p blocked) <-- Vlan 202 is in protected node

<...snip...>

R RT2ER ( At EHLEIRT2 )
ENENESBELNREDNE
IERERT2% Y ( BIAMRRT2)
EEERLRENXE
CGWERTA IR ATER ( #0 )

RENZZEEREIANEY , MEFERREIEHF



AR XXDHCP L2HHIERZTEXREER

<#root>
LeafO1#
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1

BGP routing table entry for [2][172.16.254.3:202][0][48][0000BEEFCAFE][32][10.1.202.1]/24, version 1846
Paths: (1 available, best #1,

tabl e evi _202

)

<-- the EVI context of 202 which matches the VIlan/EVI we are concerned about

Not advertised to any peer
Refresh Epoch 2
Local, 1imported path from [2][172.16.254.6:202]1[0][48][0000BEEFCAFE][32][10.1.202.1]/24 (global)
172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best



EVPN ESI: 00000000000000000000,

Label 1 20201 <-- Correct Segnent ID
Extended Community: RT:65001:202 ENCAP:8

EVPN DEF G 0: 0 <-- prefix has the Default GWattribute added
Originator: 172.16.255.6, Cluster Tist: 172.16.255.1

rx pathid: 0, tx pathid: 0x0
Updated on Sep 7 2023 19:56:43 UTC

FED MATM ( &M )

<#froot>
F241.03.23-9300-Leaf01#

show platform software fed active matm nacTabl e vl an 202 mac 0000. beef. cafe

VLAN  MAC Type Seq# EC_Bi Flags machandle siHandle

202 0000. beef. caf e
0x5000001 0 0 64 0x71e058da7858 0x71e05916c0d8 0x71e059171678

VTEP 172. 16. 254. 6
adj_id 651

No
<-- MAC of Default GWNis installed in FED

SISF (CGW)

<#root>
CGW#
sh devi ce-tracki ng database vl anid 202

vlanDB has 1 entries for vlan 202, 0 dynamic

0x0

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan

S 10.1.202.1 0000.beef.cafe Twel/0/1 202

ag
13



I0S MATM (CGW)

<tfroot>

CCw#

show mac address-tabl e address 0000. beef. cafe

Mac Address Table

Vlan Mac Address Type Ports
201 0000.beef.cafe STATIC V1201
2021 0000. beef. cafe STATIC VI 2021 <-- The VMl an 2021 SVI MAC advertised out Twl/O0/1
202 0000. beef . caf e DYNAM C Twel/0/1 <-- The VIan 2021 SVI MAC | earned dynamically after pass

TS HEBR
Hh 31k B AT (ARP)

[BEARPRIBHN BN LR

BIAIMETRRE B 74
ECGW LEITHERR EHR |, IRIEM M R EHEHNARPRE W E
MRERFARPEIE LT8R ERY %

- BIFTRHMCGW LEMIMETRER B B4

- TERRM EATHERR TR , UBIAARPEHEH KiX

- HEBR AR R B AR B FE
MREARPEEN RIMETPRRE IR , B REVRF ARPRF 4R,

- HEBRCPU/CoPP{& B R FE , HIAARPZIZEICPU

- BWIAPH#bH/EFIREERETER,

- AIRVRFHAMARPLLEE MR MARPE A E
WUFERN T —Bk/ B FrmacREE EH EACGW MAC
BIACGWEEZEXErREHMACHHMNARPEE
WPy AIEREE R B ATFIERE



AR BRABEREND !

BRECERMZEIF

<tfroot>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static

fl oodi ng- suppressi on address-resol ution disable <-- This CLI prevents a VIEP fromtrying to unicast ot}

HARH02 LW EHET 01 LB ENMARPE | T FARPERE#E & FHMH01
« MR , ARP£ [ L&i%ELeaf-02 L 4mIZ AV 18 M CGWHY M —BUMBSIE



« CGWA LK FlLeaf-01 , MEEA EHSHMACH1TNE
- XESHMEBRELLEAZERICCW , REHREIENZH
- CGWERHEHER , BIET/I TR —4 i FMH

[ OVERLAY ] Centralized GW

-

Lo1:172.16.254.6

/

Hub & Spoke W
IMET Tunnels

[|s at: oooo.beef.cafe] [Who has: 10.2.202.10}
La1:172.16.254.3 \ Lo1:172.16.254.4 / /
Leaf-01 Leaf-02

VI201:10.1.201.10 VI201: 10.1.201.11
VI202: 10.1.202.10 VI202: 10.1.202.11

LERBTENE RALRSD A #ERRIARPEMTEE,

ARPERERNEER

o LARPERFA T #EHTEH10.1.202.10K9MACHb 31t Leaf-01
- FEE , EBLRECCGWAL | 3 ERIAFH01

ARPNZEETRAEZE

- EE8=Vlan 2028CGW SVIFIMAC
- FEE  KEKBECGW , MARREXKEREMN



AR ABXRRLBEFASREAH01KIER

NEFEMENEN LRARPERE

<#root>
Leaf02-HOST#
sh ip arp 10.1.202.10

Protocol Address Age (min) Hardware Addr
Internet 10.1.202.10 1

0000. beef . cafe
ARPA V1an202

<-- MAC address for Leaf0Ol host is CGW MAC

Leaf01-HOST#

=
==N

Type

Interface



sh ip arp 10.1.202.11

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.202.11 7

0000. beef . cafe
ARPA  Vl1an202

<-- MAC address for Leaf02 host is CGWN MAC

MEBHECGW L INAIRART2HI R . CGWHHHBBRESRNEENRSE

<#root>
CCw#
sh bgp | 2vpn evpn route-type 2 0 0006.f617. eecq4 * <-- Leaf02 actual MAC

BGP routing table entry for [2][172.16.254.6:202][0][48][0006F617EEC4][0][*]1/20, version 235458
Paths: (1 available, best #1,

tabl e evi _202

)
Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.4:202]1[0][48][0006F617EEC4][0]1[*]1/20 (global)
172.16.254.4 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20201 <-- correct segnent identifier
Extended Community: RT:65001:202 ENCAP:8

EVPN E-Tree:flag: 1

, 1abel:0

<-- prefix contains the Leaf flag indicating this is a normal host

Originator: 172.16.255.4, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Apr 9 2025 17:11:22 UTC

CGWw#
sh bgp | 2vpn evpn route-type 2 0 0006.f601. cd44 * <-- Leaf Ol actual NMAC

BGP routing table entry for [2][172.16.254.6:202][0][48][0006F601CD44]1[0][*]/20, version 235521
Paths: (1 available, best #1,

tabl e evi _202)

Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.3:202]1[0][48][0006F601CD44]1[0]1[*]1/20 (global)
172.16.254.3 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,



Label 1 20201 <-- correct segnent identifier

Extended Community: RT:65001:202 ENCAP:8

EVPN E-Tree:flag: 1

, 1abel:0

<-- prefix contains the Leaf flag indicating this is a normal host

Originator: 172.16.255.3, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Apr 9 2025 17:17:06 UTC

IR E1THERE EMARP IR A AR @B 15

o BUERRER E1THE EERARARNKIESHIR(EPC)
o WHRERRMH01 LITH#E ELNEPC, MALE , ECGWLESHMEERE

BLiEEPC

<{froot>
LeafQl1#

nonitor capture 1 interface range te 1/1/2 , te 1/1/4 both match any buffer size 100

<-- both Uplinks toward fabric included

T a3k

<#root>
Leaf0l1#

moni tor capture 1 start

B Eping LA X ARPHE R ( FEABIH | ping2 MLeaf01E#110.1.201.10F]Leaf02E4110.1.201.11 )

<#froot>
Leaf01-HOST#

ping vrf red 10.1.201.11

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.201.11, timeout is 2 seconds:



Success rate is 40 percent (2/5), round-trip min/avg/max = 1/1/1 ms

FIEHIR AR EARPHT

<{froot>
Leaf0l1#

nmon cap 1 stop

F241.03.23-9300-Leaf01#

show mon cap 1 buff br | i ARP

11

8.153510 00:06:f6:01:cd:42 -> ff:ff:ff:ff:ff:ff ARP 110

Who has 10.1.201.11? Tell 10.1.201.10 <-- .10 requests .11 MAC (this is Frane 11)

12 8.154030 00:00:be:ef:ca:fe -> 00:06:f6:01:cd:42 ARP 110 10.1.201.11

is at 00:00:be:ef:ca:fe <-- CGWreplies with its MAC

EERRBEENFAGEE., MREEFEEXBESTNFMAEE , BEHEPCH detaili£IN
HEE , ATEDEER | kB aEREEHRITEY)

<tfroot>

Leaf01#

show non cap 1 buffer detailed | beg Frane 11 <-- begin detail result fromFrame 11 (ARP Request)

Frame 11: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_t

Et hernet 11, Src: 00:00:00: 00: 00: 00 (00: 00: 00: 00: 00: 00), Dst: 00: 00: 00: 00: 00: 00 (00: 00: 00: 00: 00: 00)

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
.0, ... ... .... .... = LG bit: Globally unique address (factory default)
ceee 2.0 L0 ooL oo.. ... = 1IG bit: Individual address (unicast)
Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
N O D LG bit: Globally unique address (factory default)
e 0 IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.6 <--- CQuter tunnel |P header



Source: 172.16.254.3
Destination: 172.16.254.6
User Datagram Protocol, Src Port: 65483,

Dst Port: 4789 <-- VXLAN Dest port

Virtual eXtensible Local Area Network
VXLAN Network Identifier

(VNI): 20101 <-- Verify the VNI for the segnent you are investigating
Reserved: 0

Ethernet |1, Src: 00:06:f6:01:cd:42 (00:06:f6:01:cd:42), Dst: ff:ff:ff:ff: ff:ff (ff:ff.ff.Ff. Ff.ff) <--

Type: ARP (0x0806)

Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (

request

)

<-- is an ARP request

Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: 00:06:f6:01:cd: 42 (00:06:f6:01:cd: 42) <-- Sendi ng host
Sender | P address: 10.1.201.10
Target MAC address: 00:00: 00: 00: 00: 00 (00:00: 00: 00: 00: 00) <-- Trying to resolve MAC for host
Target | P address: 10.1.201.11

Frane 12

110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, i

<-- ARP reply

Ethernet 1T,

Src: dc: 77: 4c: 8a: 6d: 7f
(dc:77:4c:8a:6d:7f),
Dst: 68:2c: 7b:f8:87:48
(68:2c:7b:8:87:48)

<-- Underl ay MACs

Internet Protocol Version 4, Src: 172.16.254.6, Dst: 172.16.254.3

User Datagram Protocol, Src Port: 65410, Dst Port: 4789
Virtual eXtensible Local Area Network



VXLAN Network Identifier (VNI): 20101
Reserved: 0
Ethernet 1T,

Src: 00:00: be:ef:ca:fe
(00:00:be:ef:ca:fe),
Dst: 00:06:f6:01:cd: 42
(00:06:f6:01:cd:42)

<-- Start of payl oad

Type: ARP

(0x0806)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (

reply
)

<-- is an ARP reply

Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)

Sender MAC address: 00: 00: be: ef:ca:fe (00:00: be: ef:ca:fe) <-- Reply is that of the CGW MAC due to | oc

Sender IP address: 10.1.201.11
Target MAC address: 00:06:f6:01:cd:42 (00:06:f6:01:cd:42)
Target IP address: 10.1.201.10

CGW RT2M X BT 4%
BRI B 4

WRIEAX BT REMNERR PR | FEEREBFVLANFZIMAC

- MERAEBEMACELITRIIESENRERE MK |, NaTsEa HIN L [E A,
- MBCGWRXHEIRIRK , BEEWHIAMACEE

<#root>
COWt
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1

% Network not in table <-- RT2 not generated on CGW



CGOM

show mac address-tabl e address 0000. beef. cafe

Mac Address Tabl e

VI an Mac Address Type Ports
201 0000. beef . cafe STATIC VI 201
2021 0000. beef . cafe STATIC VI 2021

<-- MAC is not learned in Fabric VIan 202

Total Mac Addresses for this criterion: 2

P 5% BT SRR K 4D K
HERSBEFMED , ATRAAF—LRE, BR  WREEIEE , ATUERLTETZ—XK
EE LR

o WiNEEASMACSE | flin“mac address-table static 0000.beef.cafe vlan 202 interface
TwentyFiveGigE1/0/1”

- f£MA“mac address-table aging-time <seconds>"i#8 IIMACE{titatgs. (FidfE , X<Em
FRIEMACH 1KY Z (L ETE |, E B IEFBRSMACED )

R4 DEF GWE #
WNWFHLREME , BT SHMEE A RAMNLEMS.
> DEF GWE MK
BN T HHEER
s BEITHRI7T12ARESRA
- EBHEFAESISF (®&BRE) CL

- BiEroute-map match & setdn & H {7 5% B 5 5 F ZIBGP4R B
- BERIFBGPES (M IUEMRBCGPA REFE B EMNBES IR

ToLk 8t

BB RS BBCPEHF I TINE , A ENERBINEFHEHEMACHXIERT2EH i nE
ANEE] (8] PR BV 8 i 2

o HENEFERRILBHIAPZ BB , R EXHIER,
- BIREHNRIARE N F1805K

<tfroot>
LeafO01#

sh run | sec |2vpn



12vpn evpn
replication-type static
flooding-suppression address-resolution disable

ip duplication limt 10 tinme 180 <--- You can adjust this default in the global |2vpn sectior
mac duplication limt 10 tine 180

Leaf01#

sh | 2vpn evpn sunmary

L2VPN EVPN
EVPN Instances (excluding point-to-point): 4
VLAN Based: 4
Vlans: 4
BGP: ASN 65001, address-family 12vpn evpn configured
Router ID: 172.16.254.3
Global Replication Type: Static
ARP/ND Flooding Suppression: Disabled
Connectivity to Core: UP

MAC Duplication: seconds 180 limt 10

MAC Addresses: 13
Local: 6
Remote: 7

Duplicate: O
I P Duplication: seconds 180 limt 10

IP Addresses: 7
Local: 4
Remote: 3

Duplicate: O

<...snip...>

NTACHEN TS

MR ISR REMRAEN NE , BREETHGDHER , FHFENHMIEHTACRSER.
ERENRESS

(EER ISR IR BT R E B IB A B E R )

« Show tech evpn
» Show tech
» Show tech sisf

BERENFMAER
(MRBEKEETENHSE , NEik)



+ show tech

» show tech evpn

» show tech platform evpn_vxlan switch <number>
+ show tech platform

+ show tech resource

+ show tech sisf

* show tech isis

» show tech bgp

» show monitor event-trace evpn event all

* show monitor event-trace evpn error all

+ request platform software trace archive

EESEYS

« f£Catalyst 9000 %R 5|33 #a #/l - SEfEBGP EVPNEE S B
- DHCPZE2E 4k ( BIfFH#EH )



https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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