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Command Purpose

ethanalyzer local interface : :
| protocol information.

Captures packets sent or received by the supervisor and provides detall

inband protocol information in the inband and outband interfaces.

lethanalyzer local interface Captures packets sent or received by the supervisor and provides detalil

|ethanalyzer local interface mgmt protocol information in the management interfaces.

Captures packets sent or received by the supervisor and provides detalil

{inband | mgmt} brief of protocol information.

lethanalyzer local interface Captures packets sent or received by the supervisor and provides a sur

lethanalyzer local interface
{inband | mgmt} limit-captured- |[Limits the number of frames to capture.
[frames

lethanalyzer local interface

finband | mgmt} limit-frame-size [Limits the length of the frame to capture.

lethanalyzer local interface

inband | mgmt} capture-filter [Filters the types of packets to capture.

[ethanalyzer local interface

inband | mamt} display-filter Filters the types of captured packets to display.

. Decodes the internal frame header for Cisco NX-OS.
lethanalyzer local interface

{inband | mgmt} decode-internal instead of Ethanalyzer.

Note Do not use this option if you plan to analyze the data using Wiresh

lethanalyzer local interface

finband | mgmt} write Saves the captured data to a file.

lethanalyzer local read Opens the captured data file and analyzes it.
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N7k-1# ethanalyzer local interface inband capture-filter "host 192.1.37.37 and icmp"

Capturing on inband
2011-09-23 10:21:22.709072 192.1.37.37 -> 192.1.37.1 ICMP Echo (ping) request
2011-09-23 10:21:22.709314 192.1.37.1 -> 192.1.37.37 ICMP Echo (ping) reply
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N7k-1# ethanalyzer local interface inband capture-filter "host 192.1.37.37 and icmp[icmptype] =
icmp-echo" detail

Capturing on inband
Frame 1 (146 bytes on wire, 114 bytes captured)
Arrival Time: Sep 23, 2011 10:31:43.765224000
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 146 bytes
Capture Length: 114 Dbytes
[Frame is marked: False]
[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: c4:7d:4£:62:81:45 (c4:7d:4£:62:81:45), Dst: 00:26:98:09:1f:c1
(00:26:98:09:1f:cl)
Destination: 00:26:98:09:1f:cl1 (00:26:98:09:1f:cl)
Address: 00:26:98:09:1f:c1 (00:26:98:09:1f:cl1)
.0 ... ... ... .... = 1IG bit: Individual address (unicast)
ceee .00 oL ... ... .... = LG bit: Globally unique address (factory default)
Source: c4:7d:4£:62:81:45 (c4:7d:4£:62:81:45)
Address: c4:7d:4£:62:81:45 (c4:7d:4£:62:81:45)
.0 ... ... ... .... = 1IG bit: Individual address (unicast)
ceee .00 ... ... ... .... = LG bit: Globally unique address (factory default)
Type: IP (0x0800)
Internet Protocol, Src: 192.1.37.37 (192.1.37.37), Dst: 192.1.37.1 (192.1.37.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)

0000 00.. = Differentiated Services Codepoint: Default (0x00)
.0. = ECN-Capable Transport (ECT): 0
.0 = ECN-CE: 0

Total Length: 100
Identification: 0x0231 (561)
Flags: 0x00
0.. = Reserved Dbit: Not Set
.0. = Don't fragment: Not Set
.0 = More fragments: Not Set
Fragment offset: 0
Time to live: 255
Protocol: ICMP (0x01)
Header checksum: Oxef3e [correct]
[Good: True]
[Bad : False]
Source: 192.1.37.37 (192.1.37.37)
Destination: 192.1.37.1 (192.1.37.1)



Internet Control Message Protocol
Type: 8 (Echo (ping) request)

Code: 0 ()

Checksum: 0xd31b [correct]

Identifier: 0x007c

Sequence number: 0 (0x0000)

Data (72 bytes)

0000 00 00 00 00 b7 a3 £f3 0e ab cd ab cd ab cd ab cd  ................
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... . L. oL,
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... ... oL,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... ... oL,
0040 ab cdab cdab cdab ca ...

Data: 00000000B7A3F30EABCDABCDABCDABCDABCDABCDABCDABCD. . .
[Length: 72]

N7k-1# 1 packet captured
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N7k-1# ethanalyzer local interface inband limit-captured-frames 100 write bootflash:zixu.cap
Capturing on inband

100
Program exited with status 0.
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N7k-1# ethanalyzer local read bootflash:zixu.cap display-filter "ip.src==192.1.37.37 &&
icmp. type==

2011-09-23 10:35:02.136354 192.1.37.37 -> 192.1.37.1 ICMP Echo (ping) request
2011-09-23 10:35:08.336327 192.1.37.37 -> 192.1.37.1 ICMP Echo (ping) request
Program exited with status 0.
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N7k-1# copy bootflash:zixu.cap tftp://zixu-wxp vrf management
Trying to connect to tftp server......

Connection to Server Established.

TFTP put operation was successful

Copy complete, now saving to disk (please wait)...
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i zbucop-wireshark -
File Edt Wiew Go Capture Analvze Statistics  Help
B o @ BEEXZ2E| AT L|IBEI QQAQf @#EMx|E
Eilter:l > Expression... Clear Apply
Mo, - | Time | Source | Destination | Protocol | Info
= e = O O T O Ol e ) T T T ™ T ™ T = = O O O L= = g = =
15 10:35:00 c8:4c:75:44:82:dcC PVST+ STR RST. ROOT = 4161/00:26:98:09:1F:c1 Cost = ]
16 10:35:00 c8:4c:75:44:82:d¢ PVST+ STR RST. ROCT = 33268/00:26:98:0%:1T:c1 Cost =
17 10:35:00 <c8:4c:75:44:82 ¢ PVST+ STR RST. ROCT = 35866/00:26:98:0%:1T:c1 Cost =
18 10:35:02 68:ef:hd:52:96:48 spanning-tree-{for-br TP RST. ROCT = 32769/00:26:98:0%:1F:c1 Cost =
19 10:35:02 68:ef:bd:52:96:48 PVST+ STR RST. ROOT = 32769/00:26:98:09:1F:c1 Cost =
20 10:35:02 68:ef:bd:52:96:48 PVST+ STR RST. ROOT = 33268/00:26:98:09:1F:c1 Cost =
21 10:35:02 68:ef:bd:52:96:48 PVST+ STR RST. ROOL = 35866/00:26:98:09:1F:c1 Cost =
22 224.0 OSPF Hello Packet
EE] 152 cho (ping) reguest
24 152.1 ICMP Echo (ping) reply
25 PVST+ STR RST. ROOT = 4133/00:26:98:09:1F:c1 <Cost =
26 PVST+ =TR RST. ROOT = 4133/00:26:98:09:1F:c1 Cost =
27 PVST+ STR RST. ROOT = 4133/00:26:98:09:1F:c1 Cost =
28 PVST+ STR RST. ROOT = 4161/00:26:98:09:1F:¢c1 Cost = (
29 PVST+ STR RST. RoOOT = 4161/00:26:98:09:1F: ¢l Cost =
30 cd:7d:4F:62:81:45 ARP who has 192.1.327.377 Tell 192.1.37.1[Packet
‘I 21 Mn=25:17 AT AFRT =81 A5 AN 2EOR-MG=1F =~ fyl=] =] 102 1 27 27 g at A TFAcAF 52/ AL TDackat :
version: 4
Header Tength: 20 bytes
@ pifferentiated services Field: 0x00 (DpscP 0Ox00: Dpefault; ECM: 0Ox00)
Total Length: 100
Identification: Ox0233 (563
H Flags: 0Ox00
Fragment offset: O
Time to live: 255
Frotocol: TCMP (Ox01)
# Header checksum: Oxef3c [correct]
Source: 192.1.37.37 (192.1.37.37)
Cestination: 192.1.37.1 (192.1.37.1)
E Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0 ()
Checksum: 0xcc28 [correct]
Identifier: 0x007e
0000 00 26 98 09 1f <1 <4 7d 4t 62 81 45 08 00 45 00 LA F oh.E..E.
0010 00 &4 02 33 00 00 £F 01 ef 3c <O 01 25 25 <0 01 B0 e E e PR -
0020 25 01 08 00 cc 28 00 Fe 00 00 Q0 00 00 Q0 b7 aé T PP
0030 9 fc ab cd ab <d ab cd ab cd ab cd ab cd ab od Lol ool
0040 ab cd ab cd ab od ab cd ab cd ab od ab cd ab od Lo oLl
[aTal-fal B ST B ST B ST B S N ST R SRt B St B ST s |
File: "0\ TEMPzixu.cap” 78 KB 00:00:08 |F‘ackets: 100 Displayed: 100 Marked: 0O Praofile: Default
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ethanalyzer local interface inband capture-filter "host xX.x.x.x and icmp[icmptype] = icmp-
echo"

B = FE 3.

M.uﬂ'\l%ﬁ&j‘].

ethanalyzer local read bootflash:xxx.cap display-filter "ip.src==xXx.X.X.X && icmp.type==8"
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TCPDUMP:
http://www.tcpdump.org/tcpdump _man.html



http://www.tcpdump.org/tcpdump_man.html

Wireshark:
http://wiki.wireshark.org/DisplayFilters



http://wiki.wireshark.org/DisplayFilters

