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nat outside. - e
192.168.2.1/24 192.168.1.1/24 ~==="~ 10.0.0.2/8
Outside-host NOK-NAT Inside-host IXIA

NOK-NATEL &

hardware access-list tcam region nat 1024 hardware access-list tcam region tcp-nat 100 ip nat translation max-entries 80
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EE  BIAMBRT , A natiE#imax-entries 180,

ip access-list TEST-NAT 10 permit ip 10.0.0.1/8 192.168.2.1/24 ip nat pool TEST 192.168.1.10 192.168.1.10 netmask 255.255.255.0 ip nat
inside source list TEST-NAT pool TEST overload



JEE : Cisco Nexus 9200, 9300-EX, 9300-FX 9300-FX2, 9300-FX3, 9300-FXP#19300-
GX¥ & XXl LA ZHKA T AEM AR ER RV O3 HEH

interface VVIan100 no shutdown ip address 192.168.1.1/24 ip nat outside
interface VVIan100 no shutdown ip address 192.168.1.1/24 ip nat outside

7::RWN
R EBEHLPing
BREZHIRIP : 10.0.0.133#7IP : 192.168.1.10

BRYIP : 192.168.2.1

Inside-host# ping 192.168.2.1 source 10.0.0.1 PING 192.168.2.1 (192.168.2.1): 56 data bytes 64 bytes from 192.168.2.1: icmp_seq=0 tt|=63
time=0.784 ms 64 bytes from 192.168.2.1: icmp_seq=1 tt|=63 time=0.595 m



NATHRIRRRE

NOK-NAT# show ip nat trandlations icmp 192.168.1.10:60538 10.0.0.1:48940 192.168.2.1:0 192.168.2.1:0 icmp 192.168.1.10:60539
10.0.0.1:0 192.168.2.1:0 192.168.2.1:0

NAT S&1HER

NIK-NAT# show ip nat statistics IP NAT Statistics Stats Collected
since: Tue Sep 3 14:33:01 2024 Total activetranglations: 82 / Number of trandlations active in the

system. This number is incremented each time atrandlation is created and is decremented each time atrandation is cleared or times out.

No.Static: 0 / Total number of static trandations present in the system. No.Dyn: 82 / Total number of dynamic

trandations present in the system. No.Dyn-ICMP: 2 Total expired Trandations: 2 SYN timer
expired: O FIN-RST timer expired: O Inactive timer expired: 2 Total Hits: 10475

/ Total number of times the software does a trandlations table lookup and finds an entry. Total Misses: 184884 / Total number of
packet the software dropped Packet. In-Out Hits: 10474 In-Out Misses; 184884 Out-In Hits: 1 Out-In Misses: 0 -------------
Total SW Translated Packets: 10559 / Total number of packets software does the trandation. In-Out SW
Translated: 10558 Out-In SW Trandated: 1 Total SW Dropped Packets: 184800 / Total number of
packet the software dropped Packet. In-Out SW Dropped: 184800 Out-In SW Dropped: 0 Address alloc. failuredrop: O Port aloc. failure

drop: 0 Dyn. Translation max limit drop: 184800 / Total number of packets dropped due to configured maximum number of dynamic

translation entry limit reached. (ip nat translation max-entries <1-1023>) ICMP max limit drop: 0 Allhost max limit drop: 0-------
Total TCP session established: O Total TCP session closed: 0

NAT Inside Interfaces: 1 Ethernetl/1 NAT Outside Interfaces: 1 VIan100 Inside source list:

+++++++++++++++++++H+ Access list: TEST-NAT RefCount: 82 / Number of current references to this accesslist. Pool:

TEST Overload Total addresses: 1/ Number of addressesin the pool available for translation. Allocated: 1 percentage: 100% Missed: 0
) -1 B

= 0 [B] B  E

NAT TCAMER B 2K EMALIFR ?

WRTCAMARFER , M&BEHRA R

2024 Aug 28 13:26:56 NOK-NAT %ACLQOS-SLOT1-2-ACLQOS_OOTR: Tcam resource exhausted: Feature NAT outside [nat-outside] 2024
Aug 28 13:26:56 NOK-NAT %NAT-2-HW_PROG_FAILED: Hardware programming for NAT failed: Sufficient free entries are not available in
TCAM bank(3)

B FIMax-entriesif & &£t 4 ?

BRINERT , NATH#max-entries 380, —BZIBNATHERZBEBI R AR , REFHELEIEE
CPU , NS B IRIEEKMEFR,

Ping test failure: Inside-host# ping 192.168.2.1 source 10.0.0.1 count unlimited interval 1 PING 192.168.2.1 (192.168.2.1): 56 data bytes
Request 0 timed out N9K-NAT Error log: 2024 Sep 5 15:31:33 NOK-NAT %NETSTACK-2-NAT_MAX_LIMIT: netstack [15386] NAT:
Can't create dynamic trang ations, max limit reached - src:10.0.0.1 dst:192.168.2.1 sport: 110 dport:110 Capture file from CPU: NOK-NAT#
ethanalyzer local interface inband limit-captured-frames 0 Capturing on 'ps-inb’ 15 2024-09-05 15:32:44.899885527 10.0.0.1 — 192.168.2.1
UDP 60 110 — 110 Len=18
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, BNEFREE S Aip proxy-arpBiip local-proxy-arp.

NATIRZ AN ZL B (1G)FHAEBAS e (OL) a1t | FH 52 3308 B7 T [6) 23X L2 i it B ERIARPIE R . 2
IG/OLib it F R 5RO FREE R , NATRZE —NMPRI BN —NMNARPEXE, EXfERT
, 1% % {# Alocal-proxy-arpM ARPi&E K o

MR ISTESASEOVTE—FME , WL B HELNERIK B L ENAT BT E I FTE
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add-route S MMAENIK LIZIT , N AT ERHSEN ?

F£Cisco Nexus 9200F19300-EX, -FX, -FX2. -FX3. -FXP. -GXE &KX L , B TFASICEHR
# , NEPFINEBEIE S E Eadd-routeit M, FERALLSE , NOKEIRM—NENEH. MBI R ZH
KTCP NATHREHEEZICPU , HAAUEEREBLSHHNERTEEHE,

T El

192.168.1.0/24, ubest/mbest: 1/0, attached  *via 192.168.1.1, V1an100, [0/0], 10:23:08, direct 192.168.1.0/32, ubest/mbest: 1/0, attached
*via192.168.1.0, Null0, [0/0], 10:23:08, broadcast 192.168.1.1/32, ubest/mbest: 1/0, attached  *via 192.168.1.1, VIan100, [0/0],10:23:08,
local

1=:

192.168.1.2/32, ubest/mbest: /0  *via 10.0.0.2, [1/0], 00:02:48, nat >>route created by NAT feature 10.0.0.2/32, ubest/mbest: 1/0  *via
192.168.100.2, [200/0], 06:06:58, bgp-64700, internal, tag 64710 192.168.1.0/24, ubest/mbest: 1/0, attached *via 192.168.1.1, VIan100, [0/0],
20:43:08, direct

N ANATR Z X 100MNCMP& B

BE , ICMP NATZEEL & Y sampling-timeoutHltranslation-timeoutid B 5 AT, B2 , HRRA
RIFEHICMP NATRE RN ZRE , ENXELR BN XEENZ G BB,
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