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%IOSXE_INFRA-4-NO_PUNT_KEEPALIVE: Keepalive not received for 60 seconds
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%IOSXE_INFRA-2-FATAL_NO_PUNT_KEEPALIVE: Keepalive not received for 300 seconds resetting
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Punt Debug B &3 #4

fEpunt keep alive failuresSEH MBI RN EER , RERIE—/N B Fpunt_debug.loghy X |, iZ
XHWEEXEIE , L THREBRENBITH.



AR BRRASERAFZERICisco 10S XER A IRASK A& BL XX #-punt_debug.log.

X HEELRMITXER T T BRI RS
show platform software infra punt-keepalive

show platform software infra Ismpi

show platform software infrastructure Ismpi driver
show platform software infra Ismpi bufusage

show platform software punt-policer

show platform software status control-processor brief

show process cpu platform sorted



show platform software infrastructure punt
show platform hardware qfp active statistics drop
show platform hardware qfp active infra punt statistics type per-cause

show platform hardware qfp active infrastructure bgs queue output default all

JEE : fEpunt_debug.log¥ , BRI EREATESHABNEIRE RFNAERES,

LinuxBERF 2 X#E O (LSMPI)

LA MR T HEESNEBRMNE R ERE MR B E R,

PuntZR B& 85



Punti 2288 B — M2 5 FE AT IE , RAFRSGERIPNEFEHFEHBEZ.

{§ A @5 'show platform software punt-policer , & 7] LAE 2 i T bt s 2288 1 & F M conform# i3 2
BiES.

Per Punt-Cause Policer Configuration and Packet Counters

Punt Config Rate(pps) Conform Packets Dropped Pack
Cause Description Normal High Normal High Normal

2 IPv4 Options 874 655 0 0 0

3 Layer2 control and Tegacy 8738 2185 0 0 0

4 PPP Control 437 1000 0 0 0

—— snip : output omitted for brevity —

¥ 'show platform software infrastructure puntE ;R X punt X B9 T EES HIE

LSMPI 1interface internal stats:
enabled=0, disabled=0, throttled=0, unthrottled=0, state is ready
Input Buffers = 51181083
Output Buffers = 51150283
—— ship : output omitted for brevity —
EPC CP RX Pkt cleansed 0
Punt cause out of range 0
IOSXE-RP Punt packet causes:
3504959 ARP request or response packets
27 Incomplete adjacency packets
—— ship : output omitted for brevity —

FOR_US Control IPv4 protcol stats:
2369262 TCP packets

FOR_US Control IPv6 protcol stats:
6057 ICMPV6 packets
Packet histogram(500 bytes/bin), avg size in 119, out 95:

Pak-Size In-Count Out-Count
0+: 51108211 51144723
500+: 22069 2632
1000+: 2172 0
1500+: 3170 0

XLEHFEERT 7THBEREZELFMpunt keep alivei&F,
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event manager applet punt_script authorization bypass
event syslog pattern "IOSXE_INFRA-4-NO_PUNT_KEEPALIVE" maxrun 1000
"enable"

action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action

0.

VWNNNRRRRRPRRPRRPRRPRPRRPRRRERREREREREREEOOOOO
CORRLROTO HhDANT Y OONIOUAWNRLOORAMWNR

0

cli command
set i "0"
cli command
while $i 1t
syslog msg
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
increment i
wait 3

end

"test platform software punt-keepalive ignore-fault"

10

"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show

iteration $i"

clock | append bootflash:qfp_lsmpi.txt"

software infrastructure 1smpi | append bootflash:qfp_Tsmpi.txt"
infrastructure 1smpi driver | append bootflash:qfp_1smpi
infrastructure 1smpi driver 0 | append bootflash:qfp_Tsm
infrastructure 1smpi bufusage | append bootflash:qfp_Tsm
infrastructure 1smpi bufusage 0 | append bootflash:qfp_1
infrastructure punt-keepalive | append bootflash:qfp_Tsm
infrastructure punt | append bootflash:qfp_Tsmpi.txt"
punt-policer | append bootflash:qfp_Tsmpi.txt"

platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform

software
software
software
software
software
software
software
hardware
hardware
hardware
hardware
hardware
hardware
hardware
hardware
hardware
software

gfp active
gfp active
gfp active
gfp active
gfp active
gfp active
gfp active
gfp active
gfp active

infrastructure punt stat type per-cause | app
infrastructure punt statistics type punt-drop
infrastructure punt statistics type inject-dr
infrastructure bgs queue output default inter
statistics drop | append bootflash:qfp_Tsmpi.
datapath utilization | append bootflash:qfp_1
datapath infrastructure sw-hqf | append bootf
datapath infrastructure sw-distrib | append b
datapath infrastructure sw-pktmem | append bo

status control-processor brief | append bootflash:qfp_1s

syslog msg "End of data collection. Please transfer the file at bootflash:qfp_1smpi.txt"
c1i command "debug platform hardware qfp active datapath crashdump”



AR AR Esne T REEZMAN T ETR.

LRI RV A R HR T ##lsmpi, FRMAEIERES.

EEMBIZA2$E f5 5 debug platform hardware gfp active datapath crashdump , iZ& 5 £ RFF XA
A FBARMTACFT T qfpiz U fi o



AR MR ECisco TACRRR RS , HIRALMIAE AV &0 X4

MRFBEHEIRE , AL TESUR IR A
B, REMEQREEE , TAEEEMBEIZAZ ISR

debug platform packet-trace packet 8192 fia-trace circular
8 & FfFboth
debug platform packet-trace copy packet both L2

ARE , FEEMBIARFRITUTRERBINELE !

£ 1£6.2 clith 5 “debug platform condition start”
1B1E6.3% 18

£ 1£6.4 clith 5 “debug platform condition stop”

RE , EANTHTRBIERED IR ST



B 1E6.5 clifn = “show platform packet-trace statistics | append bootflash:traceAll.txt"

¥ 1E6.6 clitn % “show platform packet-trace summary | append bootflash:traceAll.txt"

action 6.7 clitn 5"show platform packet-trace packet all decode | append bootflash:traceAll.txt"

I BIE L RERREZ ERMMEEEMEI A P whileflBA M endiBAZ/F,
LRI VIR T S Bk R B AV IR R A,
HIEURERINAEICRELS
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https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

B8R , crashinfoX - NBAXFX , B LLFE R TEIR :

Jan 15 14:29:41.756 AWST: %IOSXE_INFRA-4-NO_PUNT_KEEPALIVE: Keepalive not received for 160 seconds
Jan 15 14:30:01.761 AWST: %IOSXE_INFRA-4-NO_PUNT_KEEPALIVE: Keepalive not received for 180 seconds
Jan 15 14:30:21.766 AWST: %IOSXE_INFRA-4-NO_PUNT_KEEPALIVE: Keepalive not received for 200 seconds
Jan 15 14:30:41.776 AWST: %IOSXE_INFRA-4-NO_PUNT_KEEPALIVE: Keepalive not received for 220 seconds
Jan 15 14:31:01.780 AWST: %IOSXE_INFRA-4-NO_PUNT_KEEPALIVE: Keepalive not received for 240 seconds
Jan 15 14:31:41.789 AWST: %IOSXE_INFRA-4-NO_PUNT_KEEPALIVE: Keepalive not received for 280 seconds
Jan 15 14:32:01.791 AWST: %IOSXE_INFRA-4-NO_PUNT_KEEPALIVE: Keepalive not received for 300 seconds
Jan 15 14:32:01.791 AWST: %IOSXE_INFRA-2-FATAL_NO_PUNT_KEEPALIVE: Keepalive not received for 300 secon

%Software-forced reload

Exception to IOS Thread:
Frame pointer Ox7FOAEQEE29A8, PC = Ox7FO0B342C16D2

UNIX-EXT-SIGNAL: Aborted(6), Process = PuntInject Keepalive Process
-Traceback= 1#7b5996c3

5 20 K9 372 H Puntinject Keepalive# 12,
L keepaliveis EI300F B EIRICH , RELTMEFIEES,

punt_debug.logfEshow platform software infrastructure Ismpi driveris & 38R 7 — L& i bE -

Reason for TX drops (sticky):
Bad packet Ten : 0
Bad buf Ten
Bad ifindex
No device
No skbuff
Device xmit fail

0 O O OO

2541 S>>>>>>>>>>>>>>>>>>>> TX failure

X2 — R,
BT BRSO R AU Y B M A A 8 B0,
RUEEMBALURBEESAXRAR, FEAKERENEBEMIREAX G THHRE,

BEREIsmpiEAIXITHES , £ UEZEIGRPEGIFTERFEIIFEHE, XEHIFESIFAN
usBIES -

17660574 For-us data packets

543616 RP<->QFP keepalive packets
1004 Glean adjacency packets

3260636 BFD control packets
122523839 For-us control packets<<<<

FOR_US Control IPv4 protcol stats:



153551 TCP packets
2663105 GRE packets
104394559 EIGRP packets<<<<

BEX, ROMEMNEZEEFBITA , \IERERITERR.
CSR8000VERBE S — MNEMNGIREFF , XA TEERE,

AR INAE
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https://tools.cisco.com/bugsearch/bug/CSCwf85505
https://tools.cisco.com/bugsearch/bug/CSCwf85505
https://tools.cisco.com/bugsearch/bug/CSCwf85505
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